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QUESTION 1

With which of the following departments should an engineer for a consulting firm coordinate when determining the
control and reporting requirements for storage of sensitive, proprietary customer information? 

A. Human resources 

B. Financial 

C. Sales 

D. Legal counsel 

Correct Answer: D 

 

QUESTION 2

The Chief Information Officer (CIO) wants to increase security and accessibility among the organization\\'s cloud SaaS
applications. The applications are configured to use passwords, and two-factor authentication is not provided natively.
Which of the following would BEST address the CIO\\'s concerns? 

A. Procure a password manager for the employees to use with the cloud applications. 

B. Create a VPN tunnel between the on-premises environment and the cloud providers. 

C. Deploy applications internally and migrate away from SaaS applications. 

D. Implement an IdP that supports SAML and time-based, one-time passwords. 

Correct Answer: B 

 

QUESTION 3

A legacy web application, which is being used by a hospital, cannot be upgraded for 12 months. A new vulnerability is
found in the legacy application, and the networking team is tasked with mitigation. Middleware for mitigation will cost
$100,000 per year. Which of the following must be calculated to determine ROI? (Choose two.) 

A. ALE 

B. RTO 

C. MTBF 

D. ARO 

E. RPO 

Correct Answer: AD 
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QUESTION 4

During a new desktop refresh, all hosts are hardened at the OS level before deployment to comply with policy. Six
months later, the company is audited for compliance to regulations. The audit discovers that 40 percent of the desktops
do not meet requirements. Which of the following is the MOST likely cause of the noncompliance? 

A. The devices are being modified and settings are being overridden in production. 

B. The patch management system is causing the devices to be noncompliant after issuing the latest patches. 

C. The desktop applications were configured with the default username and password. 

D. 40 percent of the devices use full disk encryption. 

Correct Answer: A 

The question states that all hosts are hardened at the OS level before deployment. So we know the desktops are fully
patched when the users receive them. Six months later, the desktops do not meet the compliance standards. The most
likely explanation for this is that the users have changed the settings of the desktops during the six months that they\\'ve
had them. 

 

QUESTION 5

While the code is still in the development environment, a security architect is testing the code stored in the code
repository to ensure the top ten OWASP secure coding practices are being followed. Which of the following code
analyzers will produce the desired results? 

A. Static 

B. Dynamic 

C. Fuzzer 

D. Peer review 

Correct Answer: A 

 

QUESTION 6

Following a merger, the number of remote sites for a company has doubled to 52. The company has decided to secure
each remote site with an NGFW to provide web filtering, NIDS/NIPS, and network antivirus. The Chief Information
Officer (CIO) has requested that the security engineer provide recommendations on sizing for the firewall with the
requirements that it be easy to manage and provide capacity for growth. 

The tables below provide information on a subset of remote sites and the firewall options: 
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Which of the following would be the BEST option to recommend to the CIO? 

A. Vendor C for small remote sites, and Vendor B for large sites. 

B. Vendor B for all remote sites 

C. Vendor C for all remote sites 

D. Vendor A for all remote sites 

E. Vendor D for all remote sites 

Correct Answer: D 

 

QUESTION 7

As part of the asset management life cycle, a company engages a certified equipment disposal vendor to appropriately
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recycle and destroy company assets that are no longer in use. As part of the company\\'s vendor due diligence, which of
the following would be MOST important to obtain from the vendor? 

A. A copy of the vendor\\'s information security policies. 

B. A copy of the current audit reports and certifications held by the vendor. 

C. A signed NDA that covers all the data contained on the corporate systems. 

D. A copy of the procedures used to demonstrate compliance with certification requirements. 

Correct Answer: C 

 

 

QUESTION 8

A company wants to extend its help desk availability beyond business hours. The Chief Information Officer (CIO)
decides to augment the help desk with a third-party service that will answer calls and provide Tier 1 problem resolution,
such as password resets and remote assistance. The security administrator implements the following firewall change: 

The administrator provides the appropriate path and credentials to the third-party company. Which of the following
technologies is MOST likely being used to provide access to the third company? 

A. LDAP 

B. WAYF 

C. OpenID 

D. RADIUS 

E. SAML 

Correct Answer: D 

 

QUESTION 9

The administrator is troubleshooting availability issues on an FCoE-based storage array that uses deduplication. The
single controller in the storage array has failed, so the administrator wants to move the drives to a storage array from a
different manufacturer in order to access the data. Which of the following issues may potentially occur? 

A. The data may not be in a usable format. 
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B. The new storage array is not FCoE based. 

C. The data may need a file system check. 

D. The new storage array also only has a single controller. 

Correct Answer: B 

Fibre Channel over Ethernet (FCoE) is a computer network technology that encapsulates Fibre Channel frames over
Ethernet networks. This allows Fibre Channel to use 10 Gigabit Ethernet networks (or higher speeds) while preserving
the Fibre Channel protocol. 

When moving the disks to another storage array, you need to ensure that the array supports FCoE, not just regular
Fiber Channel. Fiber Channel arrays and Fiber Channel over Ethernet arrays use different network connections,
hardware and protocols. Fiber Channel arrays use the Fiber Channel protocol over a dedicated Fiber Channel network
whereas FCoE arrays use the Fiber Channel protocol over an Ethernet network. 

 

QUESTION 10

The Chief information Officer (CIO) asks the system administrator to improve email security at the company based on
the following requirements: 

1.

 Transaction being requested by unauthorized individuals. 

2.

 Complete discretion regarding client names, account numbers, and investment information. 

3.

 Malicious attackers using email to malware and ransomeware. 

4.

 Exfiltration of sensitive company information. 

The cloud-based email solution will provide anti-malware reputation-based scanning, signature-based scanning, and
sandboxing. Which of the following is the BEST option to resolve the boar\\'s concerns for this email migration? 

A. Data loss prevention 

B. Endpoint detection response 

C. SSL VPN 

D. Application whitelisting 

Correct Answer: A 

 

QUESTION 11
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A development team releases updates to an application regularly. The application is compiled with several standard
open-source security products that require a minimum version for compatibility. During the security review portion of the
development cycle, which of the following should be done to minimize possible application vulnerabilities? 

A. The developers should require an exact version of the open-source security products, preventing the introduction of
new vulnerabilities. 

B. The application development team should move to an Agile development approach to identify security concerns
faster 

C. The change logs for the third-party libraries should be reviewed for security patches, which may need to be included
in the release. 

D. The application should eliminate the use of open-source libraries and products to prevent known vulnerabilities from
being included. 

Correct Answer: C 

 

QUESTION 12

A security architect is implementing security measures in response to an external audit that found vulnerabilities in the
corporate collaboration tool suite. The report identified the lack of any mechanism to provide confidentiality for electronic
correspondence between users and between users and group mailboxes. Which of the following controls would BEST
mitigate the identified vulnerability? 

A. Issue digital certificates to all users, including owners of group mailboxes, and enable S/MIME 

B. Federate with an existing PKI provider, and reject all non-signed emails 

C. Implement two-factor email authentication, and require users to hash all email messages upon receipt 

D. Provide digital certificates to all systems, and eliminate the user group or shared mailboxes 

Correct Answer: A 

 

QUESTION 13

Several days after deploying an MDM for smartphone control, an organization began noticing anomalous behavior
across the enterprise Security analysts observed the following: 

1.

 Unauthorized certificate issuance 

2.

 Access to mutually authenticated resources utilizing valid but unauthorized certificates 

3.

 Granted access to internal resources via the SSL VPN 

To address the immediate problem security analysts revoked the erroneous certificates. Which of the following
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describes the MOST likely root cause of the problem and offers a solution? 

A. The VPN and web resources are configured with too weak a cipher suite and should be rekeyed to support AES 256
in GCM and ECC for digital signatures and key exchange 

B. A managed mobile device is rooted exposing its keystore and the MDM should be reconfigured to wipe these devices
and disallow access to corporate resources 

C. SCEP is configured insecurely which should be enabled for device onboarding against a PKI for mobile-exclusive
use 

D. The CA is configured to sign any received CSR from mobile users and should be reconfigured to permit CSR
signings only from domain administrators. 

Correct Answer: B 

 

QUESTION 14

A regional business is expecting a severe winter storm next week. The IT staff has been reviewing corporate policies on
how to handle various situations and found some are missing or incomplete. After reporting this gap in documentation to
the information security manager, a document is immediately drafted to move various personnel to other locations to
avoid downtime in operations. This is an example of: 

A. a disaster recovery plan 

B. an incident response plan 

C. a business continuity plan 

D. a risk avoidance plan 

Correct Answer: A 

 

QUESTION 15

An organization is selecting a SaaS provider to replace its legacy, in house Customer Resource Management (CRM)
application. Which of the following ensures the organization mitigates the risk of managing separate user credentials? 

A. Ensure the SaaS provider supports dual factor authentication. 

B. Ensure the SaaS provider supports encrypted password transmission and storage. 

C. Ensure the SaaS provider supports secure hash file exchange. 

D. Ensure the SaaS provider supports role-based access control. 

E. Ensure the SaaS provider supports directory services federation. 

Correct Answer: E 

A SaaS application that has a federation server within the customer\\'s network that interfaces with the customer\\'s own
enterprise user-directory service can provide single sign-on authentication. This federation server has a trust
relationship with a corresponding federation server located within the SaaS provider\\'s network. 
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Single sign-on will mitigate the risk of managing separate user credentials. 
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