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QUESTION 1
A project has been established in a large bank to develop a new secure online banking platform. Half way through the
development it was discovered that a key piece of software used as part of the base platform is now susceptible to
recently published exploits. Who should be contacted FIRST by the project team to discuss potential changes to the
platform requirements?
A. Engineers
B. Facilities Manager
C. Stakeholders
D. Human Resources
Correct Answer: C

QUESTION 2
A Security Manager is part of a team selecting web conferencing systems for internal use. The system will only be used
for internal employee collaboration. Which of the following are the MAIN concerns of the security manager? (Select
THREE).
A. Security of data storage
B. The cost of the solution
C. System availability
D. User authentication strategy
E. PBX integration of the service
F. Operating system compatibility
Correct Answer: ACD

QUESTION 3
A storage as a service company implements both encryption at rest as well as encryption in transit of customers\\' data.
The security administrator is concerned with the overall security of the encrypted customer data stored by the company
servers and wants the development team to implement a solution that will strengthen the customer\\'s encryption key.
Which of the following, if implemented, will MOST increase the time an offline password attack against the customers\\'
data would take?
A. key = NULL ; for (int i=0; iandlt;5000; i++) { key = sha(key + password) }
B. password = NULL ; for (int i=0; iandlt;10000; i++) { password = sha256(key) }
C. password = password + sha(password+salt) + aes256(password+salt)
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D. key = aes128(sha256(password), password))
Correct Answer: A

QUESTION 4
A large international business has completed the acquisition of a small business and it is now in the process of
integrating the small business\\' IT department. Both parties have agreed that the large business will retain 95% of the
smaller business\\' IT staff. Additionally, the larger business has a strong interest in specific processes that the smaller
business has in place to handle its regional interests. Which of the following IT security related objectives should the
small business\\' IT staff consider reviewing during the integration process? (Select TWO).
A. How the large business operational procedures are implemented.
B. The memorandum of understanding between the two businesses.
C. New regulatory compliance requirements.
D. Service level agreements between the small and the large business.
E. The initial request for proposal drafted during the merger.
F. The business continuity plan in place at the small business.
Correct Answer: AC

QUESTION 5
A large corporation which is heavily reliant on IT platforms and systems is in financial difficulty and needs to drastically
reduce costs in the short term to survive. The Chief Financial Officer (CFO) has mandated that all IT and architectural
functions will be outsourced and a mixture of providers will be selected. One provider will manage the desktops for five
years, another provider will manage the network for ten years, another provider will be responsible for security for four
years, and an offshore provider will perform day to day business processing functions for two years. At the end of each
contract the incumbent may be renewed or a new provider may be selected. Which of the following are the MOST likely
risk implications of the CFO\\'s business decision?
A. Strategic architecture will be adversely impacted through the segregation of duties between the providers. Vendor
management costs will remain unchanged. The risk position of the organization will decline as specialists now maintain
the environment. The implementation of security controls and security updates will improve. Internal knowledge of IT
systems will improve as providers maintain system documentation.
B. Strategic architecture will improve as more time can be dedicated to strategy. System stability will improve as
providers use specialists and tested processes to maintain systems. Vendor management costs will increase and the
organization\\'s flexibility to react to new market conditions will be reduced slightly. Internal knowledge of IT systems will
improve as providers maintain system documentation. The risk position of the organization will remain unchanged.
C. Strategic architecture will not be impacted in the short term, but will be adversely impacted in the long term through
the segregation of duties between the providers. Vendor management costs will stay the same and the organization\\'s
flexibility to react to new market conditions will be improved through best of breed technology implementations. Internal
knowledge of IT systems will decline over time. The implementation of security controls and security updates will not
change.
D. Strategic architecture will be adversely impacted through the segregation of duties between the providers. Vendor
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management costs will increase and the organization\\'s flexibility to react to new market conditions will be reduced.
Internal knowledge of IT systems will decline and decrease future platform development. The implementation of security
controls and security updates will take longer as responsibility crosses multiple boundaries.
Correct Answer: D

QUESTION 6
Within the company, there is executive management pressure to start advertising to a new target market. Due to the
perceived schedule and budget inefficiencies of engaging a technology business unit to commission a new micro-site,
the marketing department is engaging third parties to develop the site in order to meet time-to-market demands. From a
security perspective, which of the following options BEST balances the needs between marketing and risk
management?
A. The third party should be contractually obliged to perform adequate security activities, and evidence of those
activities should be confirmed by the company prior to launch.
B. Outsourcing is a valid option to increase time-to-market. If a security incident occurs, it is not of great concern as the
reputational damage will be the third party\\'s responsibility.
C. The company should never outsource any part of the business that could cause a security or privacy incident. It could
lead to legal and compliance issues.
D. If the third party has an acceptable record to date on security compliance and is provably faster and cheaper, then it
makes sense to outsource in this specific situation.
Correct Answer: A

QUESTION 7
A company is in the process of outsourcing its customer relationship management system to a cloud provider. It will host
the entire organization\\'s customer database. The database will be accessed by both the company\\'s users and its
customers. The procurement department has asked what security activities must be performed for the deal to proceed.
Which of the following are the MOST appropriate security activities to be performed as part of due diligence? (Select
TWO).
A. Physical penetration test of the datacenter to ensure there are appropriate controls.
B. Penetration testing of the solution to ensure that the customer data is well protected.
C. Security clauses are implemented into the contract such as the right to audit.
D. Review of the organizations security policies, procedures and relevant hosting certifications.
E. Code review of the solution to ensure that there are no back doors located in the software.
Correct Answer: CD

QUESTION 8
An administrator wants to enable policy based flexible mandatory access controls on an open source OS to prevent

Latest CAS-002 Dumps | CAS-002 PDF Dumps | CAS-002 Study Guide

4/9

https://www.pass4itsure.com/cas-002.html
2022 Latest pass4itsure CAS-002 PDF and VCE dumps Download

abnormal application modifications or executions. Which of the following would BEST accomplish this?
A. Access control lists
B. SELinux
C. IPtables firewall
D. HIPS
Correct Answer: B

QUESTION 9
A security administrator is tasked with implementing two-factor authentication for the company VPN. The VPN is
currently configured to authenticate VPN users against a backend RADIUS server. New company policies require a
second factor of authentication, and the Information Security Officer has selected PKI as the second factor. Which of the
following should the security administrator configure and implement on the VPN concentrator to implement the second
factor and ensure that no error messages are displayed to the user during the VPN connection? (Select TWO).
A. The user\\'s certificate private key must be installed on the VPN concentrator.
B. The CA\\'s certificate private key must be installed on the VPN concentrator.
C. The user certificate private key must be signed by the CA.
D. The VPN concentrator\\'s certificate private key must be signed by the CA and installed on the VPN concentrator.
E. The VPN concentrator\\'s certificate private key must be installed on the VPN concentrator.
F. The CA\\'s certificate public key must be installed on the VPN concentrator.
Correct Answer: EF

QUESTION 10
A security architect is locked into a given cryptographic design based on the allowable software at the company. The
key length for applications is already fixed as is the cipher and algorithm in use. The security architect advocates for the
use of well-randomized keys as a mitigation to brute force and rainbow attacks. Which of the following is the security
architect trying to increase in the design?
A. Key stretching
B. Availability
C. Entropy
D. Root of trust
E. Integrity
Correct Answer: C
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QUESTION 11
A Chief Information Security Officer (CISO) has requested that a SIEM solution be implemented. The CISO wants to
know upfront what the projected TCO would be before looking further into this concern. Two vendor proposals have
been received:
Vendor A: product-based solution which can be purchased by the pharmaceutical company.
Capital expenses to cover central log collectors, correlators, storage and management consoles expected to be
$150,000. Operational expenses are expected to be a 0.5 full time employee (FTE) to manage the solution, and 1 full
time
employee to respond to incidents per year.
Vendor B: managed service-based solution which can be the outsourcer for the pharmaceutical company\\'s needs.
Bundled offering expected to be $100,000 per year.
Operational expenses for the pharmaceutical company to partner with the vendor are expected to be a 0.5 FTE per
year.
Internal employee costs are averaged to be $80,000 per year per FTE. Based on calculating TCO of the two vendor
proposals over a 5 year period, which of the following options is MOST accurate?
A. Based on cost alone, having an outsourced solution appears cheaper.
B. Based on cost alone, having an outsourced solution appears to be more expensive.
C. Based on cost alone, both outsourced an in-sourced solutions appear to be the same.
D. Based on cost alone, having a purchased product solution appears cheaper.
Correct Answer: A

QUESTION 12
Joe, a hacker, has discovered he can specifically craft a webpage that when viewed in a browser crashes the browser
and then allows him to gain remote code execution in the context of the victim\\'s privilege level. The browser crashes
due to an exception error when a heap memory that is unused is accessed. Which of the following BEST describes the
application issue?
A. Integer overflow
B. Click-jacking
C. Race condition
D. SQL injection
E. Use after free
F. Input validation
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Correct Answer: E

QUESTION 13
A bank has decided to outsource some existing IT functions and systems to a third party service provider. The third
party service provider will manage the outsourced systems on their own premises and will continue to directly interface
with the bank\\'s other systems through dedicated encrypted links. Which of the following is critical to ensure the
successful management of system security concerns between the two organizations?
A. ISA
B. BIA
C. MOU
D. SOA
E. BPA
Correct Answer: A

QUESTION 14
A software project manager has been provided with a requirement from the customer to place limits on the types of
transactions a given user can initiate without external interaction from another user with elevated privileges. This
requirement is BEST described as an implementation of:
A. An administrative control
B. Dual control
C. Separation of duties
D. Least privilege
E. Collusion
Correct Answer: C

QUESTION 15
A security manager for a service provider has approved two vendors for connections to the service provider backbone.
One vendor will be providing authentication services for its payment card service, and the other vendor will be providing
maintenance to the service provider infrastructure sites. Which of the following business agreements is MOST relevant
to the vendors and service provider\\'s relationship?
A. Memorandum of Agreement
B. Interconnection Security Agreement
C. Non-Disclosure Agreement
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D. Operating Level Agreement
Correct Answer: B
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