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QUESTION 1

FITSAF stands for Federal Information Technology Security Assessment Framework. It is a methodology for assessing
the security of information systems. Which of the following FITSAF levels shows that the procedures and controls have
been implemented? 

A. Level 4 

B. Level 1 

C. Level 3 

D. Level 5 

E. Level 2 

Correct Answer: C 

 

QUESTION 2

You are the project manager of the HJK Project for your organization. You and the project team have created risk
responses for many of the risk events in the project. Where should you document the proposed responses and the
current status of all identified risks? 

A. Risk management plan 

B. Stakeholder management strategy 

C. Risk register 

D. Lessons learned documentation 

Correct Answer: C 

 

QUESTION 3

In which of the following phases do the system security plan update and the Plan of Action and Milestones (POAM)
update take place? 

A. Continuous Monitoring Phase 

B. Accreditation Phase 

C. Preparation Phase 

D. DITSCAP Phase 

Correct Answer: A 
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QUESTION 4

Bill is the project manager of the JKH Project. He and the project team have identified a risk event in the project with a
high probability of occurrence and the risk event has a high cost impact on the project. Bill discusses the risk event with
Virginia, the primary project customer, and she decides that the requirements surrounding the risk event should be
removed from the project. The removal of the requirements does affect the project scope, but it can release the project
from the high risk exposure. What risk response has been enacted in this project? 

A. Avoidance 

B. Acceptance 

C. Transference 

D. Mitigation 

Correct Answer: A 

 

QUESTION 5

Gary is the project manager for his project. He and the project team have completed the qualitative risk analysis process
and are about to enter the quantitative risk analysis process when Mary, the project sponsor, wants to know what
quantitative risk analysis will review. Which of the following statements best defines what quantitative risk analysis will
review? 

A. The quantitative risk analysis process will analyze the effect of risk events that may substantially impact the project\\'s
competing demands. 

B. The quantitative risk analysis reviews the results of risk identification and prepares the project for risk response
management. 

C. The quantitative risk analysis process will review risk events for their probability and impact on the project objectives. 

D. The quantitative risk analysis seeks to determine the true cost of each identified risk event and the probability of each
risk event to determine the risk exposure. 

Correct Answer: A 

 

QUESTION 6

There are seven risk responses for any project. Which one of the following is a valid risk response for a negative risk
event? 

A. Exploit 

B. Share 

C. Enhance 

D. Acceptance 

Correct Answer: D 
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QUESTION 7

You work as a project manager for SoftTech Inc. You are working with the project stakeholders to begin the qualitative
risk analysis process. You will need all of the following as inputs to the qualitative risk analysis process except for which
one? 

A. Risk management plan 

B. Risk register 

C. Stakeholder register 

D. Project scope statement 

Correct Answer: C 

 

QUESTION 8

Amy is the project manager for her company. In her current project the organization has a very low tolerance for risk
events that will affect the project schedule. Management has asked Amy to consider the affect of all the risks on the
project schedule. What approach can Amy take to create a bias against risks that will affect the schedule of the project? 

A. She can have the project team pad their time estimates to alleviate delays in the project schedule. 

B. She can shift risk-laden activities that affect the project schedule from the critical path as much as possible. 

C. She can create an overall project rating scheme to reflect the bias towards risks that affect the project schedule. 

D. She can filter all risks based on their affect on schedule versus other project objectives. 

Correct Answer: C 

 

QUESTION 9

A project team member has just identified a new project risk. The risk event is determined to have significant impact but
a low probability in the project. Should the risk event happen it\\'ll cause the project to be delayed by three weeks, which
will cause new risk in the project. What should the project manager do with the risk event? 

A. Add the identified risk to a quality control management control chart. 

B. Add the identified risk to the risk register. 

C. Add the identified risk to the issues log. 

D. Add the identified risk to the low-level risk watchlist. 

Correct Answer: B 

 

QUESTION 10
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Which of the following fields of management focuses on establishing and maintaining consistency of a system\\'s or
product\\'s performance and its functional and physical attributes with its requirements, design, and operational
information throughout its life? 

A. Configuration management 

B. Procurement management 

C. Risk management 

D. Change management 

Correct Answer: A 

 

QUESTION 11

You work as a project manager for BlueWell Inc. You are currently working with the project stakeholders to identify risks
in your project. You understand that the qualitative risk assessment and analysis can reflect the attitude of the project
team and other stakeholders to risk. Effective assessment of risk requires management of the risk attitudes of the
participants. What should you, the project manager, do with assessment of identified risks in consideration of the
attitude and bias of the participants towards the project risk? 

A. Document the bias for the risk events and communicate the bias with management 

B. Evaluate and document the bias towards the risk events 

C. Evaluate the bias through SWOT for true analysis of the risk events 

D. Evaluate the bias towards the risk events and correct the assessment accordingly 

Correct Answer: D 

 

QUESTION 12

In which of the following Risk Management Framework (RMF) phases is strategic risk assessment planning performed? 

A. Phase 0 

B. Phase 1 

C. Phase 2 

D. Phase 3 

Correct Answer: A 

 

QUESTION 13

Which of the following statements about the authentication concept of information security management is true? 

A. It determines the actions and behaviors of a single individual within a system, and identifies that particular individual. 
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B. It ensures that modifications are not made to data by unauthorized personnel or processes . 

C. It establishes the users\\' identity and ensures that the users are who they say they are. 

D. It ensures the reliable and timely access to resources. 

Correct Answer: C 

 

QUESTION 14

What NIACAP certification levels are recommended by the certifier? Each correct answer represents a complete
solution. Choose all that apply. 

A. Minimum Analysis 

B. Basic System Review 

C. Detailed Analysis 

D. Maximum Analysis 

E. Comprehensive Analysis 

F. Basic Security Review 

Correct Answer: ACEF 

 

QUESTION 15

Which of the following is a standard that sets basic requirements for assessing the effectiveness of computer security
controls built into a computer system? 

A. FITSAF 

B. TCSEC 

C. FIPS 

D. SSAA 

Correct Answer: B 
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