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QUESTION 1

A web application has a configured session timeout of eight hours and a default LTPA token timeout of two hours. After
every two hours, the users have to log in again from their HTTP browser. The system administrator is required to make
configuration changed so users only have to log in once, while keeping the above mentioned timeouts the same. The
authentication mechanism available is Kerberos. 

How should the administrator do this? 

A. Configure the SIP digest authentication. 

B. Configure the SPNEGO Web or SPNEGO TAI. 

C. Enable Session Management Security Integration. 

D. Ensure Web Inbound security attribute propagation is enabled. 

Correct Answer: B 

In WebSphere Application Server Version 6.1, a trust association interceptor (TAI) that uses the Simple and Protected
GSS-API Negotiation Mechanism (SPNEGO) to securely negotiate and authenticate HTTP requests for secured
resources was introduced. This function was deprecated In WebSphere Application Server 7.0. SPNEGO web
authentication has taken its place to provide dynamic reload of the SPNEGO filters and to enable fallback to the
application login method. 

References: https://www.ibm.com/support/knowledgecenter/en/SSAW57_8.5.5/com.ibm.websphere.nd.doc/ae/
csec_ssovo.html 

 

QUESTION 2

Which one of the following options describes the runtime flow starting from the client browser in a clustered WebSphere
Application Server Network Deployment topology? 

A. HTTP server -> job manager -> admin agent -> HTTP server plug-in 

B. Load balancer -> HTTP server -> HTTP server plug-in -> application server 

C. Application server -> node agent -> deployment manager -> load balancer D. Deployment manager -> node agent ->
HTTP server plug-in -> HTTP server 

Correct Answer: B 

 

QUESTION 3

A system administrator was asked by the development team to inform them of any warning message which contains a
string "Connection" on a WebSphere Application Server with High Performance Extensible Logging (HPEL) enabled. 

A. Configure log detail levels to include filter on "Connection" string. 

B. Use the Log Viewer in the administrative console with filter on "Connection" string. 
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C. Use the logviewer.sh or logviewer.bat command with appropriate options. 

D. Use the Log Viewer in the administrative console with filter on "Connection" string and enable the "Refresh
automatically" feature. 

Correct Answer: C 

The High Performance Extensible Logging (HPEL) facility writes to the log and trace repositories in a binary format. You
can view, query and filter the repository using the LogViewer command. 

logviewer.sh -monitor -includeLoggers Connection 

-monitor [integer]Specifies that you want the logViewer to continuously monitor the repository and output new log record
entries as they are created. You can provide an optional integer argument after this parameter to specify how often you
want the LogViewer tool to query the repository for new records. By default the logViewer queries the repository for new
records every 5 seconds. When used with other filtering options, only those new records that match the filter criteria are
displayed. 

References: https://www.ibm.com/support/knowledgecenter/en/SSAW57_8.5.5/com.ibm.websphere.nd.doc/ae/
rtrb_logviewer.html 

 

QUESTION 4

In a test environment, a system administrator has configured an external HTTP server in the DMZ that is routing to a
cluster of application servers. The administrator wants to achieve higher performance when routing and prioritizing
incoming requests to the back- end cluster. 

How can the system administrator achieve this task? 

A. Configure a cluster of external HTTP servers. 

B. Enable the prefer local option on the cluster members. 

C. Set up a Caching Proxy server between the external web server and the application server. 

D. Place an On Demand Router (ODR) between the external web server and the application servers. 

Correct Answer: D 

References: https://www.ibm.com/developerworks/websphere/techjournal/1206_alcott/1206_alcott.html 

 

QUESTION 5

A system administrator is configuring the security of a new environment. The administrator has been asked to configure
one LDAP server that has different sub-trees for business users and administration users. 

What should the administrator do to implement the required security configuration? 

A. Install and configure a TAI (Trust Association Interceptor) 

B. Configure a security domain for the stand-alone LDAP server. 

C. Use Federated repositories and configure the supported entity types. 
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D. Use Stand-alone custom registry and configure the flat file implementation. 

Correct Answer: C 

select the type of user registry that you need for your environment: 

References: WebSphere Application Server V8.5 Administration and Configuration Guide for the Full Profile (July 2013),
page 212 

 

QUESTION 6

A system administrator, Admin1, with Administrator privileges has archived full repository checkpoints. Another
administrator, Configurator1, with Configurator privileges has copied the checkpoint contents directory from one of the
archived check points to its original location. Configurator1 tries to restore the configuration using the copied archived
checkpoint contents and the restore fails. 

How can Configurator1 restore the configuration using the copied archived full repository checkpoint? 

A. Copy the archived checkpoint metadata directory to its original location. 

B. Increase the Automatic checkpoint depth to keep all the delta checkpoint. 

C. Delete the delta checkpoint taken after the full repository checkpoint was taken. 

D. Ask an administrator to update the privileges for Configurator1 to match Admin1. 

Correct Answer: A 

You must archive both the checkpoint metadata and content directories to store a checkpoint for later restoration. 

References: http://www-01.ibm.com/support/knowledgecenter/SSD28V_8.5.5/com.ibm.websphere.nd.doc/ ae/twve_
archive_checkpoint.html 

 

QUESTION 7

While monitoring a cluster in the cell, the administrator notices that one server in the cluster periodically loses
connections to the database. When this happens, requests to the server have a significantly decreased response time
and various error conditions are listed in the log files for the server. Since the error codes are returned quickly, the
server starts returning responses faster than the average service times for the application. Due to this, the weight for the
server is increased and a large percentage of incoming requests are being routed to the erroneous server and the
server is getting overloaded with requests. 

How can the administrator detect these conditions in the future and take action to prevent this problem? 

A. Configure the storm drain health policy. 

B. Configure the on demand router (ODR) transport chain to tune inbound connections. 

C. Monitor the JVM heap usage to determine a new server weight. 

D. Enable the PMI Extended statistic set and use the Connection Pool summary report. 

Correct Answer: A 
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Storm drain condition tracks requests that have a significantly decreased response time. This policy relies on change
point detection on given time series data. 

References: https://www.ibm.com/support/knowledgecenter/SSAW57_8.5.5/com.ibm.websphere.nd.doc /ae/
cwve_odhealth.html 

 

QUESTION 8

A system administrator runs a Python script that creates and configures several servers and realizes that the script fails
before completing. Although many tasks succeeded, they are rolled back when the script fails. 

Before running the script again, what can the administrator add to the script after each task so the completed tasks are
committed even if other tasks fail? 

A. AdminApp.update () 

B. AdminConfig.save() 

C. AdminControl.invoke(server, \\'sync\\') 

D. AdminTask.backupJobManager(\\'server\\') 

Correct Answer: B 

 

 

QUESTION 9

The administrator needs to identify any security role references and security constraints in a web application. 

How can the administrator identify these roles and constraints? 

A. ibm-application-ext.xml file using a text editor. 

B. ibmconfig folder in the application after using the EARExpander command. 

C. Web deployment descriptor using IBM Assembly and Deploy Tools. 

D. Security role to user/group mapping by using the Integrated Solutions Console (ISC). 

Correct Answer: C 

Securing web applications using an assembly tool. You can use three types of web login authentication mechanisms to
configure a web application: basic authentication, form-based authentication and client certificate-based authentication.
Protect web resources in a web application by assigning security roles to those resources. 

References: https://www.ibm.com/support/knowledgecenter/SS7JFU_8.5.5/com.ibm.websphere.nd.doc/ ae/
tsec_secweb_atk.html 

 

QUESTION 10
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A system administrator in a bank was asked by business users to determine the most accessed JSP page in a web
application at normal work load for marketing purpose. 

Which tool should the administrator use to find the most used JSP page? 

A. Performance and Diagnostic Advisor 

B. IBM Support Assistant Data Collector 

C. High Performance Extensible Logging Log Viewer 

D. Tivoli Performance Viewer (TPV) summary reports 

Correct Answer: D 

Summary reports are available for each application server. Tivoli Performance Viewer provides the 

following summary reports for each application server: 

The servlet summary lists all servlets that are running in the current application server. Use the servlet 

summary view to quickly find the servlet that consumes the most time and the applications that use them, 

and to determine which servlets are invoked most often. 

Etc. 

References: 

https://www.ibm.com/support/knowledgecenter/SSEQTJ_8.5.5/com.ibm.websphere.base.d oc/ae/
uprf_tpvserverview.html 

 

QUESTION 11

A system administrator is configuring the security of a new environment. The administrator has been asked to configure
one LDAP server that has different sub-trees for business users and administration users. 

What should the administrator do to implement the required security configuration? 

A. Install and configure a TAI (Trust Association Interceptor) 

B. Configure a security domain for the stand-alone LDAP server. 

C. Use Federated repositories and configure the supported entity types. 

D. Use Stand-alone custom registry and configure the flat file implementation. 

Correct Answer: C 

 

QUESTION 12

A system administrator has configured a network deployment cell containing multiple nodes and global security enabled
with an LDAP repository. To increase capacity, the administrator needs to add additional nodes to the cell. After adding
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the nodes by using both scripts and the Integrated Solutions Console (ISC), the administrator examines the System.out
log for the deployment manager and notices the following message: 

How can the administrator resolve this problem? 

A. Disable Java 2 security. 

B. Restart the deployment manager. 

C. Increase the RSA token timeout value. 

D. Change the number of active LTPA keys. 

Correct Answer: B 

When nodes are added while LDAP security is enabled, the following exception is generated in the deployment
manager System.out log under certain circumstances. If this happens, restart the deployment manager to resolve the
problem. 0000004d ORBRas E com.ibm.ws.security.orbssl.WSSSLClientSocketFactoryImpl createSSLSocket
ProcessDiscovery : 0 JSSL0080E: javax.net.ssl.SSLHandshakeException The client and server could not negotiate the
desired level of security. Reason?com.ibm.jsse2.util.h: No trusted certificate found 

References: https://www.ibm.com/support/knowledgecenter/en/SSAW57_8.0.0/com.ibm.websphere.nd.doc/info/ae/ae/
tagt_svr_conf_nodes.html 

 

QUESTION 13

A customer has enabled LTPA as their authentication mechanism and has web resources that are not secured by
proper security constraints. A system administrator is required to ensure that all web resources are secured. 

How should the administrator accomplish this? 

A. Enable "Authenticate when any URI is accessed". 

B. Enable "Authenticate only when the URI is protected".Disable "Use available authentication data when an
unprotected URI is accessed". 

C. Enable "Authenticate only when the URI is protected".Enable "Use available authentication data when an
unprotected URI is accessed". 

D. Map the application security roles to the configured user registry\\'s groups. 

Correct Answer: A 

Authenticate only when the URI is protected The application server challenges the web client to provide authentication
data when the web client accesses a Uniform Resource Identifier (URI) that is protected by a Java Platform, Enterprise
Edition (Java EE) role. The authenticated identity is available only when the web client accesses a protected URI. This
option is the default Java EE web authentication behavior that is also available in previous releases of
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WebSphere?Application Server. 

References: https://www.ibm.com/support/knowledgecenter/SSAW57_8.5.5/com.ibm.websphere.base.d oc/ae/
usec_webauth.html 

 

QUESTION 14

A system administrator completed a WebSphere Application Server installation by using the Installation Manager.
During installation, all defaults were selected for the installation root directories and the shared resources directory.
Over time, the administrator has updated the installation with various interim fixes and fix packs. The administrator
notices that the shared resources directory is very large in size and grows larger each time the Installation Manager is
run. 

How can the administrator decrease the size and remove some of the content from the shared resources directory? 

A. Manually delete content from the directory. 

B. During an update, create a new shared resources directory. 

C. Clear the Delete Saved Files option for the Installation Manager. 

D. Set the preserveDownloadedArtifacts preference to false. 

Correct Answer: D 

Because product payloads are cached in this directory, space requirements can grow very large over the lifetime of the
product, as service updates are applied. The WebSphere Application Server product image is large, so if this content is
permitted to accumulate, then this directory will grow to be many gigabytes in size over the course of multiple fix pack
applications. You should never manually delete the content in this folder. Instead, during any installation or maintenance
operation, you can specify the following preference to remove some of the content in this folder: -preferences
com.ibm.cic.common.core.preferences.preserveDownloadedArtifacts=false 

References: https://www.ibm.com/support/knowledgecenter/en/SSAW57_7.0.0/com.ibm.websphere.inst
allation.soafepnd.doc/info/ae/ae/tins_installfp_dist.html 

 

QUESTION 15

A system administrator has installed WebSphere Application Server Network Deployment V8.5.5 using the silent
installation process and needs the verify that the installation completed successfully. 

What does the administrator need to do to verify a successful installation? 

A. Launch the Installation Manager GUI, verify the installation by going to File -> View Installed Packages. 

B. Run the command IBMIM listInstalledPackages and check that the appropriate WebSphere Application Server
package is listed. 

C. Check for INSTCONFSUCCESS message at the end of the log.txt file. 

D. Use the installver command to compare the checksum of the product file to the correct checksum value in the bill-of-
materials file and make sure that the checksums match. 

Correct Answer: A 
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You can verify successful installation of the product using the capabilities of IBM Installation Manager. 

To verify installation of the product, you can use Installation Manager to find the product in the list of 

installed packages. 

Perform one of the following actions: 

*

 Launch the Installation Manager GUI, and verify the installation by going to File -> View Installed Packages. 

Or 

*

 Change the directory to the eclipse/tools subdirectory of the Installation Manager binaries location and run this
command: [AIX][HP-UX][Linux][Solaris]: ./imcl listInstalledPackages [Windows] imcl.exe listInstalledPackages This will
display a list indicating which packages this Installation Manager has installed. For example:
com.ibm.websphere.ND.v85_8.5.0.20110203_0234 
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