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QUESTION 1

How are user permissions applied using Log Source groups?
A. using user roles

B. applied to individual users

C. applied to network objects

D. applied to authorized services

Correct Answer: A

QUESTION 2

Where are firewall event details located using the IBM Security QRadar SIEM V7.1 interface?
A. Admin

B. Assets

C. Log Activity

D. Network Activity

Correct Answer: C

QUESTION 3

What are the main functions of the Report wizard within IBM Security QRadar SIEM V7.17?
A. to enable branding of reports with a customer\\'s logo or local identification information

B. to specify the schedule, layout, report content, output format, and distribution channels

C. to create new report groups which are placed in the existing hierarchy of reporting groups

D. to select from compliance, executive, log source, network management, and security

Correct Answer: B

QUESTION 4
Which Admin setting allows the monitoring of system load over 15 minutes?

A. System Configuration
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B. System Activity Report
C. Forwarding Destinations
D. Global System Noatifications

Correct Answer: D

QUESTION 5

Where is a LSX uploaded to IBM Security QRadar SIEM V7.1 to be used by a UDSM in the Admin Section?
A. Log Source Extensions> Add

B. Log Sources> Add > Extensions

C. System Settings> Extensions > Add

D. Systems and License Management> Add > Extensions

Correct Answer: A

QUESTION 6

Whatis the purpose of the offense index?

A. When the offense is created it will create indexes for other offenses.

B. It helps find the offenses faster when searching for offenses by a specific properly.

C. When the offense is created it will be added to anyexisting similar open offense with the same indexed value. If none
exist, a new offense will be opened.

D. When the offense is created the magistrate will search for offenses with the same indexed value and add the offense
to a list of offenses for the indexed value.

Correct Answer: C

QUESTION 7

After editing the IPTables configuration file, which command reloads the IPTables?
A. serviceiptables save

B. /etc/sysconfig/iptables restart

C. /opt/gradar/bin/iptables restart

D. /opt/gradar/bin/iptables_update.pl

Correct Answer: D
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QUESTION 8
Which scenario best describes the actions that take place during a restore?

A. Existing files and database are backed up,archived files and database are restored, the event collection service is
restarted.

B. Tomcat and all system processes are shut down, files and data records are extracted from the backup archive and
restored to disk and the database, Tomcat and system processes are restarted.

C. Tomcat and database processes are shut down, existing files and database are backed up, archive contents are
restored to disk and the database, Tomcat and the system processes are restarted.

D. Existing files and database records are merged with the archived files and database records, Tomcat and system
services shut down, the merged records are inserted into their respective file locations and database tables, Tomcat and
system services restart.

Correct Answer: B

QUESTION 9

What is the default setting for Major Updates in Auto Updates > Change Settings > Update Types?
A. Disable

B. Auto Install

C. Auto Update

D. Auto Integrate

Correct Answer: A

QUESTION 10

How can asset profiles be searched?

A. From the Assets tab

B. From the Offenses tab

C. Right-click on any

D. Address from the Actions pull-down menu

Correct Answer: A

QUESTION 11
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What two types of retention buckets are available in IBM Security QRadarSEM V7.1? (Choose two.)
A. Flow

B. Event

C. Assets

D. Offense

E. Log Source

Correct Answer: AB

QUESTION 12

Which statement is true about the IBM Security QRadar SIEM (QRadar) Network Hierarchy?
A. Itis used by QRadar to detect botnets.

B. It is used by QRadar to detect applications.

C. Itis used by QRadar only totrack network activity.

D. It is used by QRadar to determine which IP addresses are local and remote.

Correct Answer: D
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