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QUESTION 1

In Sterling Connect:Direct on UNIX, an administrator configures the local node to listen on port 2264 and uses the
following initialization parameter settings to configure the local node\\'s source ports:

udp.src.ports = (192.168.*.*, 2000-2200)
udp.src.ports.list.iterations = 1

The local node will act as both a PNODE and an SNODE when communicating with the remote node. On the PNODE
UDP 192.168.*.* connection, which port or port range would be specified?

A. 1364

B. 2264

C. 2000-2200

D. random ephemeral port

Correct Answer: C

QUESTION 2

A company is required to have proof of data origin and data integrity validation. The company would like to accomplish
this with the Sterling Connect:Direct Secure+ STS protocol. What will provide strong authentication?

A. Data encryption

B. Digital signature

C. Cipher Block Chaining Mode

D. Certification Revocation List (CRL)

Correct Answer: B

QUESTION 3

A Sterling Connect:Direct for UNIX administrator needs to configure Connect:Direct to authenticate remote users.
Company policy dictates that these remote users must use snodeid to pass a user id but no password. The
administrator will assign a unique user id to each remote user. What needs to be modified in the netmap.cfg that will
allow the remote users to authenticate?

A. proxy.attempt

B. netmap.check

C. User proxy record

D. Remote node record
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Correct Answer: A

QUESTION 4

A Sterling Connect:Direct for UNIX administrator has private keys that were generated by Sterling Certificate Wizard
version 1.2.03, and were not encrypted with a FIPS approved algorithm. Which utility is used to convert existing private
keys to FIPS approved keys?

A. SPCLI

B. cdcust

C. SPAdmin

D. OpenSSL

Correct Answer: D

QUESTION 5

A Sterling Connect:Direct for UNIX administrator needs to configure Connect:Direct to authenticate remote users.
Company policy dictates that each remote user must have its own unique entry in the User Authorization File. What type
of record would the administrator use if the remote user is not passing snodeid?

A. Submitter id

B. Local user record

C. User proxy record

D. Remote node record

Correct Answer: C

QUESTION 6

Which field can be used as another level of authentication during validation of the certificate in a SSL/TLS handshake?
A. Country

B. Organizational

C. Email Address

D. Common Name

Correct Answer: D

QUESTION 7
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A Sterling Connect:Direct for Windows is running on a server in the PROD domain. The administrator needs to grant
access to a new user, "userl", who is a member of the SALES domain. Which name, if any, should be entered when
creating a new entry in Functional Authorities?

A. userl

B. SALES\userl

C. userl@SALES

D. Domain users are not supported.

Correct Answer: C

QUESTION 8

Using the Sterling Certificate Wizard, what certificate elements are needed to validate a keycert certificate file?
A. Passphrase, Keycert file, Public Key Certificate file, Trusted Root file

B. Passphrase, Keycert file, Public Key Certificate file, Certificate Signing Request file

C. Keycert file, Private Key file, Trusted Root file, Self-Signed Certificate file

D. Keycert file, Private Key filename, Public Key Certificate file, Trusted Root file

Correct Answer: A

QUESTION 9

A company has Sterling Connect:Direct for UNIX running successfully in their environment for several years. Due to a
new company policy, the administrator needs to authenticate local users using LDAP. What configuration file needs to
be modified?

A. userfile.cfg

B. ndmapi.cfg

C. netmap.cfg

D. initparm.cfg

Correct Answer: D

QUESTION 10

In order to submit a process, what are the minimum values that must be specified in Sterling Connect:Direct File
Agent?

A. SNODE, PNODE, Source File Name, Target File Name, Process Name, Class
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B. Node Name, IP-Address, Port, Rule, Error Process, Error Arguments, File Name, Class
C. Userid, Password, DNS, API Port, Default Process, Default Arguments, Process Class, SNMP Listen Address
D. Userid, Password, API DNS, API Port, Gate Keeper port, Watch Directory, Default Process, Default Arguments

Correct Answer: D

QUESTION 11

A Sterling Connect:Direct for UNIX administrator needs to enable the node named CDLOCAL to exchange data with a
remote node named CDREMOTE using Secure+ STS protocol. The administrator will use the Secure+ Command Line
Interface (SPCLI) to configure the Secure+. The remote node was previously added to the netmap.

The administrator has received the following public keys from CDREMOTE:

exporting node:
:name=CDREMOTE: &
importing node:’ £&
: name=CDLOCAL :
rauth. pubkey=0201.63D0.8C07 . 208C, CDQ’B El3|:| 2691.c470.A4E1.ESER.7592 1Y

tsig. pubkey=0300.2437.1D18.8FEG. FQ\PE-/B A445 D43E.2650.34CC. OBZA . BE4LF:

Considering that the parmfile is already initialized and opened, which sequence of commands will successfully
accomplish this task on the CDLOCAL side?

" A sync netmap psth=/ibm/mft/cdunixdl/ndm/cfy/CDLOCAL/netnap. cfy name=CDLOCAT;
update remoterode nsme=CDREMOTE protocol=sts override=v
ataanthloralkry=ngen azaanthkryaredTyne=dynamic
stssiglcealkey=gen stssigkeyseedType=dynsmic
STSAuthFemoteKey=0201.69D00.8¢97.298¢. CODB.E1230. 269140470 . A4E1 . E5BE . 7502
STSSigRetheKey=DSDD.843?.1D18.BFEE.FQEB.A445.D43E,§§5ﬂ.34CC.9B2A.BE4F;
- ]
b 4
"B, sync netmap path=fibmfmftfcdunix4lfndmfcfngDLOCALfnﬁEmaﬁ.cfg name=CDREMOTE ;
update remotercde name=CDREMOTE protocol=sts DverridELv
stsauthlocalkey=0201.3500.0C27 . 290C, CODD JE 9 2091.2470.A4E1.0500 . 7592
stzsiglcealkey=0300.5437.1D18.8FEG. FQEB»A445 D43E.2650.34CC . 9BZA. EE4F
ATsAuthEemoteKey=gen STSSlgRetheKey;gEng
b .)

" C. update remcterode name=CDREMOTE prntncdl+s¥s override=v
stssuthlocalkey=gen sz Sauthkgysagdiype dynemmic
stasiglcoalkey=gen 5= SSlgkeysengype dynsmic
IT3AuthEemoteKey=USU1. bHDU Q; dY89C.CUDE.E1SU. SeY1. C4YVII . A4E]1 .ESER . FoYs
ST353igRemoteKey=0300.8 437, 1 18 BFEG.FO6E.A445.D43E.2650.34CC. OBZA . BE4F;
syne netmwap path‘f1bmfmftfcdun;xﬁﬁfndmfcfngDLOCALfnetnap.cfg name=CDREMOTE ;

0. sync netwap path=/ibm/m Efé&hnlelfndmfcfngDLOCALfnetnap cfg nawe=*
update remoterode nefie=ED REMOTE protocol=sts override=v
stsauthlocalkey=gén szsauthkeyseedIype=dynamic
stssiglcealkey=gen sIssigkeyseedType=dynamic
gT3AuthfemoteKey=0201,6900.8C97 . 208C . CODE.E130, 2691, C470.A4E1 . ESER . 7502
3T33igRemoteKey=0300,%437.1D18 . 8FEG.FOGE.A445.D43E. 2650, 34CC. OBZA . EE4F;

A. Option A
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B. Option B
C. Option C
D. Option D

Correct Answer: D

QUESTION 12

In Sterling Connect:Direct for UNIX, the statistics log files are archive nightly to the same directory where the TCQ file is
stored. If there is a need to change the location of the archived files, which script should be modified?

A. spcli.sh

B. selstat.sh

C. statarch.sh
D. statrestore.sh

Correct Answer: C
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