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QUESTION 1

How many default dashboards does QRadar have? 

A. 4 

B. 5 

C. 7 

D. 6 

Correct Answer: B 

Reference: https://www.ibm.com/support/knowledgecenter/SS42VS_7.3.0/com.ibm.qradar.doc/
c_qradar_customize_dboard.html 

 

QUESTION 2

An administrator needs to save the nightly QRadar backups on a network storage. 

The administrator has established the connection to the network storage. 

What should the administrator do next? 

A. Change the Backup Repository Path to the network storage location using the Backup Recovery Configuration
window. 

B. Change the Backup Repository Path by adding a new Network Activity Rule. 

C. Change the Backup Repository Path to the network storage location using the System Settings window. 

D. Configure the new network storage using the Assets Manager 

Correct Answer: A 

Reference: http://ftpmirror.your.org/pub/misc/ftp.software.ibm.com/software/security/products/qradar/
documents/7.2.8/en/b_qradar_admin_guide.pdf (146) 

 

QUESTION 3

An administrator needs to save a search to use it in the dashboards. 

To do so, which search feature does the administrator need to select in the "Include in my Dashboard" checkbox? 

A. Filter events of the last 7 days 

B. Filter events of the last month 

C. Filter events of the last 5 minutes 
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D. Group by some property 

Correct Answer: D 

Reference: https://www.ibm.com/support/knowledgecenter/en/SS42VS_7.3.3/com.ibm.qradar.doc/
b_qradar_users_guide.pdf (42) 

 

QUESTION 4

An administrator needs data backup. 

What information is contained in the data backup? 

A. Audit log information, Event data, Flow data, Report data, Indexes, Log sources 

B. Audit log information, Event data, Indexes, Index management information, Flow data, Report data 

C. Audit log information, Event data, Flow data, Report data, Indexes 

D. Audit log information, Event data, Indexes, Index management information, Flow data, Report data, Groups 

Correct Answer: C 

Reference: https://www.ibm.com/support/knowledgecenter/en/SS42VS_7.3.0/com.ibm.qradar.doc/
c_qradar_adm_man_back_recovery.html 

 

QUESTION 5

An administrator enters the QRadar web console into a web browser but does not get a response. Which process is
responsible for the QRadar GUI? 

A. tomcat 

B. consoled 

C. magistrated 

D. guid 

Correct Answer: A 

Reference: https://www.ibm.com/support/pages/qradar-core-services-and-impact-when-restarted 

 

QUESTION 6

An administrator is seeing the following system notification: 

38750057 – A protocol source configuration may be stopping events from being collected. 

What is a valid user action to this issue? 
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A. Re-install the QRadar Console 

B. Review the /var/log/qradar.log file for more information 

C. Restart the QRadar Console 

D. Review the /var/log/error.log file for more information 

Correct Answer: D 

Reference: https://www.ibm.com/support/knowledgecenter/en/SS42VS_7.3.0/ com.ibm.qradar.doc/38750057.html 

 

QUESTION 7

An administrator would like to extend the functionality of QRadar using an external application. 

Which file format is supported to successfully upload an application from the QRadar Console? 

A. .zip 

B. .tgz 

C. .sh 

D. .exe 

Correct Answer: A 

Reference: https://www.ibm.com/support/knowledgecenter/en/SS42VS_7.3.1/com.ibm.appfw.doc/
b_qradar_appframework_devguide.pdf 

 

QUESTION 8

An administrator wants to upload a file with information related to network hierarchy instead of using the GUI wizard. 

How can the administrator do this? 

A. Install application "Network Hierarchy Management for QRadar" 

B. Upload file using REST API 

C. Modify /opt/qradar/conf/remotenet.conf 

D. Use upload button in Network Hierarchy wizard 

Correct Answer: A 

Reference: https://www.ibm.com/support/pages/qradar-restoring-network-hierarchy-using-networkhierarchy-
management-qradar-app-updated 

 

QUESTION 9
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A QRadar administrator added High Availability (HA) to the Event Processor and needs to verify the crossover link
status between the primary and secondary hosts. 

Which commands can be used to verify the crossover status? (Choose two.) 

A. /opt/qradar/ha/bin/ha_getstate.sh 

B. /opt/qradar/ha/bin/getStatus crossover 

C. /opt/qradar/ha/bin/qradar_nettune.pl crossover status 

D. /opt/qradar/ha/bin/qradar_nettune.pl linkaggr status 

E. /opt/qradar/ha/bin/ha cstate 

F. cat /proc/drbd 

Correct Answer: CF 

Reference:
https://www.ibm.com/developerworks/community/forums/html/topic?id=5c01c198-016d-461ba648-a87cdc445768 

 

QUESTION 10

An administrator modified a configuration setting in the Global System Notifications using the QRadar Console Admin
tab. 

What is the last step to apply changes? 

A. Reload Web Server 

B. Restart Services 

C. Re-login to QRadar console 

D. Deploy Changes 

Correct Answer: D 
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