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QUESTION 1

HOTSPOT 

A company uses public Azure DNS zones. 

The company reports DNS record creation and name resolution issues. 

You need to troubleshoot the issues. 

What are the causes of the issues? 

Hot Area: 

Correct Answer: 

 

 

QUESTION 2

HOTSPOT 

A company named Contoso connects its on-premises resources to Azure by using ExpressRoute. 

An administrator reports that the circuit is in a failed state. 

You need to resolve the issue. 

How should you complete the PowerShell commands? 

Hot Area: 
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Correct Answer: 

 

 

QUESTION 3

A company deploys the Azure Application Gateway Web Application Firewall (WAF) to protect their web applications.
Users in a remote office location report the following issues: 

1.

 Unable to access part of a web application. 

2.

 Part of the web application is failing to load. Parts of the web application has activities that are not performing as
expected. 

3.

 You need to troubleshoot the issue. Which diagnostic log should you review? 

A. Performance 

B. Firewall 

C. Access 

D. Azure Activity 

Correct Answer: D 

 

QUESTION 4
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A company has users in Azure Active Directory (Azure AD). The company enables the users to use Azure AD multi-
factor authentication (MFA). 

A user named User1 reports they receive the following error while setting up additional security verification settings for
MFA: 

Sorry! We can\\'t process your request. Your session is invalid or expired. There was an error processing your request
because your session is invalid or expired. Please try again. 

You need to help the user complete the MFA setup. 

What should you do? 

A. From the Microsoft 365 Admin portal, clear the Block this user from signing in option for the user. 

B. Instruct the user to complete the setup process within 10 minutes. 

C. Instruct the user to enter the correct verification code. 

D. Instruct the user to clear their web browser cache. 

E. From the Azure AD portal, reset the user\\'s password. 

Correct Answer: E 

 

QUESTION 5

A company has an Azure Virtual Network gateway named VNetGW1. The company enables point-to-site connectivity on
VNetGW1. An administrator configures VNetGW1 for the following: 

1.

 OpenVPN for the tunnel type. 

2.

 Azure certificate for the authentication type. 

Users receive a certificate mismatch error when connecting by using a VPN client. You need to resolve the certificate
mismatch error. 

What should you do? 

A. Reissue the client certificate with client authentication enabled. 

B. Configure preshared key for authentication on the VPN profile. 

C. Install an IKEv2 VPN client on the user\\'s computers. 

D. Reissue the client certificate with server authentication enabled. 

Correct Answer: D 
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QUESTION 6

A company has an ExpressRoute gateway between their on-premises site and Azure. The ExpressRoute gateway is on
a virtual network named VNet1. The company enables FastPath on the gateway. You associate a network security
group 

(NSG) with all of the subnets. 

Users report issues connecting to VM1 from the on-premises environment. VM1 is on a virtual network named VNet2.
Virtual network peering is enabled between VNet1 and VNet2. 

You create a flow log named FlowLog1 and enable it on the NSG associated with the gateway subnet. 

You discover that FlowLog1 is not reporting outbound flow traffic. 

You need to resolve the issue with FlowLog1. 

What should you do? 

A. Enable FlowLog1 in a network security group associated with the subnet of VM1. 

B. Configure the FlowTimeoutInMinutes property on VNet2 to a non-null value. 

C. Configure the FlowTimeoutInMinutes property on VNet1 to a non-null value. 

D. Configure FlowLog1 for version 2. 

Correct Answer: B 

 

QUESTION 7

A company manages a solution that uses Azure Functions. 

A function returns the following error: Azure Function Runtime is unreachable. 

You need to troubleshoot the issue. 

What are two possible causes of the issue? 

A. The execution quota is full. 

B. The company did not configure a timer trigger. 

C. The storage account application settings were deleted. 

D. The function key was deleted. 

E. The storage account for the function was deleted. 

Correct Answer: BC 

 

QUESTION 8
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HOTSPOT 

A company deploys Azure Traffic Manager load balancing for an Azure App Service solution. 

Load balancing performance is showing a degraded status after deployment, and new HTTPS probes are failing to
reach the Traffic Manager endpoints. 

You need to troubleshoot the probe failure. 

How should you complete the PowerShell script? 

Hot Area: 

Correct Answer: 
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QUESTION 9

A company migrates an on-premises Windows virtual machine (VM) to Azure. An administrator enables backups for the
VM by using the Azure portal. 

The company reports that the Azure VM backup job is failing. 

You need to troubleshoot the issue. 

Solution: Enable replication and create a recovery plan for the backup vault. 

Does the solution meet the goal? 

A. Yes 

B. No 

Correct Answer: A 

 

QUESTION 10

A company has an Azure Active Directory (Azure AD) tenant. The company deploys Azure AD Connect to synchronize
users from an Active Directory Domain Services (AD DS). 

The synchronization of a user object is failing. 

You need to troubleshoot the failing synchronization by using a built-in Azure AD Connect troubleshooting task. 

Which two pieces of information should you collect before you start troubleshooting? 

A. Object common name 

B. AD connector name 

C. Object globally unique identifier 

D. Azure AD connector name 

E. Object distinguished name 

Correct Answer: CD 

 

QUESTION 11

HOTSPOT 

A company uses Azure Active Directory (Azure AD) for authentication. The company synchronizes Azure AD with an on-
premises Active Directory domain. 
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The company reports that an Azure AD object fails to sync. 

You need to determine which objects are not syncing. 

Which troubleshooting steps should you use to diagnose the failure? 

Hot Area: 

Correct Answer:  

 

QUESTION 12

A company has an ExpressRoute gateway between their on-premises site and Azure. The ExpressRoute gateway is on
a virtual network named VNet1. The company enables FastPath on the gateway. You associate a network security
group 

(NSG) with all of the subnets. 

Users report issues connecting to VM1 from the on-premises environment. VM1 is on a virtual network named VNet2.
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Virtual network peering is enabled between VNet1 and VNet2. 

You create a flow log named FlowLog1 and enable it on the NSG associated with the gateway subnet. 

You discover that FlowLog1 is not reporting outbound flow traffic. 

You need to resolve the issue with FlowLog1. 

What should you do? 

A. Configure FlowLog1 for version 2. 

B. Create the storage account for FlowLog1 as a premium block blob. 

C. Configure the FlowTimeoutInMinutes property on VNet2 to a non-null value. 

D. Enable FlowLog1 in a network security group associated with the network interface of VM1. 

Correct Answer: A 

 

QUESTION 13

A company connects their on-premises network by using Azure VPN Gateway. The on- premises environment includes
three VPN devices that separately tunnel to the gateway by using Border Gateway Protocol (BGP). 

A new subnet should be unreachable from the on-premises network. 

You need to implement a solution. 

Solution: Disable peering on the virtual network. 

Does the solution meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 14

HOTSPOT 

A company connects an on-premises network to an Azure virtual network by using ExpressRoute. 

The ExpressRoute connection is experiencing higher than normal latency. 

You need to confirm the traffic flow. 

How should you complete the PowerShell command? 

Hot Area: 
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Correct Answer: 

 

 

QUESTION 15

A company uses an Azure Virtual Network (VNet) gateway named VNetGW1. VNetGW1 connects to a partner site by
using a site-to-site VPN connection with dynamic routing. 

The company observes that the VPN disconnects from time to time. You need to troubleshoot the cause for the
disconnections. 

What should you verify? 

A. The partner\\'s VPN device and VNetGW1 are configured using the same shared key. 

B. VNetGW1 has exceeded the subnet Security Association pairs. 

C. The partner\\'s VPN device and VNetGW1 are configured with the same virtual network address space. 

D. The public IP address of the partner\\'s VPN device is configured in the local network gateway address space on
VNetGW1. 

Correct Answer: A 
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