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QUESTION 1

You need to ensure that you can deploy Azure virtual machines to the France Central Azure region. The solution must
ensure that virtual machines in the France Centralregion are in a network segment that has an IP address range of
10.5.1.0/24.

To complete this task, sign in to the Azure portal.

A. See explanation below.

B. Placeholder

C. Placeholder

D. Placeholder

Correct Answer: A

You can create a virtual network before you create a virtual machine or you can create the virtual network as you create
a virtual machine.

You create these resources to support communication with a virtual machine:

Network interfaces

IP addresses

Virtual network and subnets

Create a virtual network

Step 1: Select Create a resource in the upper left-hand corner of the portal.

Step 2: In the search box, enter Virtual Network. Select Virtual Network in the search results.
Step 3: In the Virtual Network page, select Create.

Step 4: In Create virtual network, enter or select this information in the Basics tab:
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Create virtual network - X

Basics  IP Addresses  Security  Tags  Review + create

Azure Virtual Network (VNet) is the fundamental building block for your private network in Azure, VNet enables many types of
Azure resources, such as Azure Virtual Machines (VM), to securely communicate with each other, the internet, and on-premises
networks. VMet is similar to a traditional network that you'd operate in your own data center, but brings with it additional
benefits of Azure's infrastructure such as scale, availability, and isolation. Learn more about virtual network

Project details

Subscription* (@ ’ Contoso Subscription W |

Resource group * (O l myResourceGroup W |
Create new

Instance details

Name * | myviet ]

Region * | Eastus v

< Previous | | MNext : IP Addresses > Download a template for automation

Step 5: Enter Region: France Central
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Basics  IP Addresses  Security Tags  Review =+ create

The virtual network's address space, specified as one or more address prefixes in CIDR notation (e.g. 192.168.1.0/24).

IPv4 address space

| 10.1.0.0/16 il | 0
| |

[:l Add 1Pv6 address space (O

The subnet’s address range in CIDR notation (e.g. 192.162.1.0/24). It must be contained by the address space of the virtual

NetWork

- Add subnet | [i] Re

D Subnet name Subnet address range NAT gateway
(] mySubnet 10.1.0.0/24 :

o Use of a NAT gateway is recommended for cutbound intémet access from 3 subnet. You can deploy 3 NAT gateway and assignitto
a subnet after you create the virmual network. Leam mord

Step 6: Select the IP Addresses tab, or select the Next: IP Addresses button at the bottom of the page and enter in the
following information then select Add:

Step 7: For IPv4 address space enter: 10.5.1.0/16

Step 8: Click Add subnet

Step 9: For Subnet address range Enter 10.5.1.0/24.

Step 10: Finish the wizard.

Reference: https://learn.microsoft.com/en-us/azure/virtual-network/quick-create-portal

QUESTION 2

HOTSPOT

You have an Azure subscription that contains the resource groups shown in the following table.
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Name Location
RG1 East US
RG2 UK West

You have the virtual networks shown in the following table.

Name Location Subnet Resource group
Vnet1 East US Sb1 RG1 ]
Vnet1 East US Sb2 RG1
Vnet2 West US Sb3 RG2
Vnet2 West US Sb4 RG2

Vnetl contains two virtual machines named VM1 and VM2. Vnet2 contains two virtual machines named VM3 and VM4.

You have the network security groups (NSGs) shown in the following table that include only default rules.

Name Associated to
Nsg1 Sb1
Nsg2 Network interface of VM2
Nsg3 Network interface of VM3
Nsg4 Sh4

You have the Azure load balancers shown in the following table.

Name

Resource
Sl L

Location

Type

Backend

Virtual
machine

Rule

Lb1

RG1

East US

Public

Vnet1

VM1

Protocol:
TCP

Port: 80
Backend
port: 80

Lb2

RG2

West US

Internal

Vnet2

VM3

Protocol:
TCP

Port:
1433
Backend
port:
1433
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For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

Statements Yes No
VM2 can be added to the backend pool of Lb2. O O
VM4 can access VM3 via port 1433 by using the frontend address of Lb2. O O

VM1 can be accessed via port 80 from the internet by using the frontend address of Lb1. O | O

Correct Answer:

Answer Area

Statements Yes No
VM2 can be added to the backend pool of Lb2. O B
VM4 can access VM3 via port 1433 by using the frontend address of Lbe. o O

VM1 can be accessed via port 80 from the internet by using the frontend address of Lb1. |©O O

Box 1: No

VM2 is in Vnetl.

Vnetl is located in East US.

Vnetl has the two subnets Sb1 and Sbh2, both in RG1.
Lb2 is in West US and has the Backend pool in Vnet2.

Note: The backend resources must be in the same virtual network as the load balancer for IP based LBs

Box 2: Yes

VM4 and VM3 are both in Vnet2.
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Lb2 is also in Vnet2. Lb2 is an internal load balancer. VM3 is in the backend pool of Lb2. Rule is TCP port 1433,
backend port 1433.

Note: Public Load Balancers are used to load balance internet traffic to your VMs. An internal (or private) load balancer
is used where private IPs are needed at the frontend only. Internal load balancers are used to load balance traffic inside
a

virtual network.

Box 3: Yes

VM1 is in the backend pool of Lbl. Lbl is a public load balancer.

Rule is TCP port 80, backend port 80.

Note: A public load balancer can provide outbound connections for virtual machines (VMs) inside your virtual network.
These connections are accomplished by translating their private IP addresses to public IP addresses. Public Load

Balancers are used to load balance internet traffic to your VMs.
Reference: https://learn.microsoft.com/en-us/azure/load-balancer/backend-pool-management

https://learn.microsoft.com/en-us/azure/load-balancer/load-balancer-overview
QUESTION 3

HOTSPOT

You have the Azure firewall shown in the following exhibit.
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All services > Firewalls >

Firewalll =

Firewall

B Delete & Lock

o Visit Azure Firewall Manager to configure and manage this firewall. —»

# Essentials
Resource group (change)
RG1

Location
MNorth Europe

Subscription (change)
Visual Studio Premium with MSDN

Subscription ID
169d1bb-badc-471c-b513-092eb 7063 265

Virtual network
Vinetl

Firewall palicy
FirewallPolicy

Provisioning state
Succeeded

Tags (change)
Click here to add tags

VCE & PDF https://www.pass4itsure.com/az-700.html
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JSON View

Firewall sku
Standard

Firewall submet
AzureFirewallSubnet

Firewall pubdic 1P
Firewall1-1P1

Firewall private IP
10.100.253.4

Management subnet

Management public IP

Private IP Ranges
Managed by Firewall Policy

Use the drop-down menus to select the answer choice that completes each statement based on the information
presented in the graphic. NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

On Firewall1, forced tunneling [answer choice].

w

is enabled already
cannot be enabled

is disabled but can be enabled

On Firewall1, management by Azure Firewall
Management [answer choice].

w

is enabled already

cannot be enabled

is disabled but can be enabled

Correct Answer:
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Answer Area

On Firewall1, forced tunneling [answer choice].

w

is enabled already
cannot be enabled

is disabled but can be enabled

On Firewall1, management by Azure Firewall
Management [answer choice].

w

is enabled already

cannot be enabled

is disabled but can be enabled

QUESTION 4

You have deployed multiple websites in Internet Information Server (lIS) by using Azure virtual machine scale sets
(VMSS).

User sessions must be routed to the same server by using cookie-based session affinity. The below image depicts the
network traffic flow for the websites to the VMSS.
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www.webs itel.com_>l_

——IP Address

(]

What should you configure to make sure web traffic arrives at the appropriate server in the VMSS?

A. Routing rules and backend listeners

B. CNAME and A records

C. Routing method and DNS time to live (TTL)

D. Path-based redirection and websockets

Correct Answer: A

Correct Answer(s):

Routing rules and backend listeners - You can configure the hosting of multiple web sites when you create an
application gateway. You need to define backend address pools using virtual machines. You then configure listeners
and rules

based on domains that you own to make sure web traffic arrives at the appropriate servers in

the pools.

https://docs.microsoft.com/bs-latn-ba/azure//application-gateway/create-multiple-sites-portal

Wrong Answers:

CNAME and A records - These are used for domain registrations.

Routing method and DNS time to live (TTL) - DNS TTL (time to live) is a setting that tells the DNS resolver how long to
cache a query before requesting a new one. This is nothing to do with routing.

Path-based redirection and websockets - Path Based Routing allows you to route traffic to back-end server pools based
on URL Paths of the request.

QUESTION 5
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You have an on-premises network that uses an IP address space of 172.16.0.0/16.

You plan to create a new Azure subscription and deploy 25 virtual machines.

The requirements are as follows:

All Azure virtual machines must be placed on the same subnet named Subnetl.

All the Azure virtual machines must be able to communicate with all on-premises servers.

The servers must be able to communicate between the on-premises network and Azure by using a site-to-site VPN.
What should you include in the recommendation for Subnetl and Gateway subnet IP address space?
A.172.16.0.0/16 and 172.16.1.0/28

B. 172.16.0.0/16 and 192.168.0.0/24

C.172.16.1.0/28 and 192.168.0.0/24

D. 192.168.0.0/24 and 172.16.1.0/28

E. 192.168.0.0/24 and 192.168.1.0/28

Correct Answer: E

We cannot use these IP address spaces - 172.16.0.0/16 and 172.16.1.0/28 in Azure as these overlap with on- premises
IP address space. The virtual network gateway uses specific subnet called the gateway subnet. The gateway subnet is

part

of the virtual network IP address range that you specify when configuring your virtual network. It contains the IP
addresses that the virtual network gateway resources and services use.

When you create the gateway subnet, you specify the number of IP addresses that the subnet contains. The number of
IP addresses needed depends on the VPN gateway configuration that you want to create. Some configurations require

more IP addresses than others. We recommend that you create a gateway subnet that uses a /27 or /28.

So, the subnetl IP address space must be 192.168.0.0/24 and Gateway subnet IP address space must be
192.168.1.0/28

https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-site-to-site-resource-manager-
portal#VNetGateway

Wrong Answers:

172.16.0.0/16 and 172.16.1.0/28 - Overlaps with on-premises IP address space.
172.16.0.0/16 and 192.168.0.0/24 - Overlaps with on-premises IP address space.
172.16.1.0/28 and 192.168.0.0/24 - Overlaps with on-premises IP address space.

192.168.0.0/24 and 172.16.1.0/28 - Overlaps with on-premises IP address space.

QUESTION 6
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You have an Azure subscription that contains an Azure Front Door named FDL1.

You plan to deploy an app named Appl by using Azure App Service. Users will access Appl by using FD1.
You need to provide FD1 with access to Appl. The solution must meet the following requirements:
1.

Ensure that users can only access Appl by using FD1.

2.

Ensure that users cannot access Appl directly from the internet. What should you create for App1?
A. an access restriction

B. a private endpoint

C. a subnet delegation

D. a service endpoint

Correct Answer: A

Create a Rule pointing to Azure Front Door https://techcommunity.microsoft.com/t5/azure-architecture-blog/permit-
access-only-from-azure-front-door-to-azure-app-service-as/ba-p/2000173

QUESTION 7

You plan to use VNETA4 for an Azure APl Management implementation.

You need to configure a policy that can be used by an Azure application gateway to protect against known web attack
vectors. The policy must only allow requests that originate from IP addresses in Canada. You do NOT need to create
the application gateway to complete this task.

To complete this task, sign in to the Azure portal.

A. See explanation below.

B. Placeholder

C. Placeholder

D. Placeholder

Correct Answer: A

Azure Front Door web application firewall (WAF) protects web applications from common vulnerabilities and exploits.
Azure-managed rule sets provide an easy way to deploy protection against a common set of security threats.

You can restrict access to your web applications by country/region.
Plan:

Stage 1: Create a WAF policy Stage 2: Create a custom WAF Geo location rule that blocks all traffic outside Canada
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Stage 3: Create a custom WAF Geo location rule that allows traffic from Canada
First, create a basic WAF policy with a managed Default Rule Set (DRS) using the Azure portal.

Step 1: On the upper left side of the portal, select Create a resource. Search for WAF, select Web Application Firewall,
then select Create.

Step 2: On Create a WAF policy page, Basics tab, enter or select the following information and accept the defaults for
the remaining settings:

* details omitted *

Step 3: On the Association tab, select Add association, then select one of the following settings:
Application Gateway: Select the application gateway, and then select Add.

HTTP Listener: Select the application gateway, select the listeners, then select Add.

Route Path: Select the application gateway, select the listener, select the routing rule, and then select Add.
Step 4: Select Review + create, then select Create.

Home > WAF policies > Create a3 WAF policy

Create a WAF policy

Basics Policy settings Managed rules Custom rules  Association Tags Review + create

Malicious attacks such as SQL Injection, Cross Site Scripting (X5S), and other OWASP top 10 threats could cause service outage
or data loss, and pose a big threat to web application owners. Web Application Firewall (WAF) protects your web applications
from common web attacks, keeps your service available and helps you meet compliance requirements.

Learn more about WAF policy for Front Door

Learn more about WAF policy for Application Gateway

Project details

Select a subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all
your re SOurces.

Policy for* (® Regional WAF (Application Gataway) e

Subscription * © | ANTman v |

Resource group * (New) myPolicy il
Create new

Instance details

Policy name * (0 I Policy|

Location * ® | {US) West US 2 v

Policy state @ " Enabled '
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Stage 2: Create a custom WAF Geo location rule that blocks all traffic outside Canada Configure WAF rules When you
create a WAF policy, by default it is in Detection mode. In Detection mode, WAF doesn\\'t block any requests. Instead,
the matching WAF rules are logged in the WAF logs. To see WAF in action, you can change the mode settings to
Prevention. In Prevention mode, matching rules defined in the CRS Ruleset you selected are blocked and/or logged in
the WAF logs.

Custom rules

Step 5: To create a custom rule, select Add custom rule under the Custom rules tab. This opens the custom rule
configuration page.

Create 3 WaF po Edit custom rule
Create a WAF policy

Conditions

w testhulet v
Match variables
.
v

Step 6: To create a geo-filtering custom rule in the Azure portal, simply select Geo location as the Match Type, and then

select the country/region or countries/regions you want to allow/block from your application. Step 7: Select Add Custom
rule
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EVROS.IE (EVROSIE) Wl

Add custom rule X

& custom rule is made up of one or more conditions followed by an action. All custom rules for
a WAF policy are match rules. Learn more about custom rules &

Custom rule name * | |

Priority * (3 | Assign priorty fo the rule |

Conditions

. =

Match type (@

IP address g

IP address
MNumber

String

Geo location

Step 8: Select Geo location

Create your Custom Rule with an appropriate name and priority, then choose ‘Geo location’ from the Match type drop
down as above. Next, you'll want to ensure you choose RemoteAddr as the match variable, and decide what logic you
want to apply. By logic | mean the pattern that will fire the rule. In this example, | want all traffic except Ireland blocked.
So | will choose the Operation ‘Is not’, then location Ireland, then Deny. If | wanted all traffic allowed and Ireland
blocked, | would simply choose the Operation ‘Is’. | recommend figuring out your pattern then working your way
through the final section of the CR.

Step 9: Set Match variable to Canada, choose IS NOT, Choose country Canada, and finally Then: Deny traffic.
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Conditions

If

Match type &

Geo location gy

Match variables

Match variable * &

Remoteaddr s

+ Add another match vanable

Operation

(O 15 (@ isnet

Country/Region *

| Ireland v

e P

o= Add new condition

Then | Deny traffic bl

Step 10: Repeat steps 5 to 9 but instead use: Operation: IS Country/Region: Canada Then: Allow traffic
Stage 3: Create a custom WAF Geo location rule that allows traffic from Canada

Step 11: Finish the creation of the policy. Click Review+Create

Reference: https://learn.microsoft.com/en-us/azure/web-application-firewall/afds/waf-front-door-drs

https://wedoazure.ie/2021/08/09/how-to-enable-web-application-firewall-geomatch-custom-rules/
https://learn.microsoft.com/en-us/azure/web-application-firewall/ag/create-waf-policy-ag

QUESTION 8
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HOTSPOT

You have an Azure subscription that contains the resources shown in the following table.

Name Type Description

appservicel Azure App Service | Hosts an app named Appl

contoso.com | Azure DNS zone | Resolves name requests from the internet

FDI Azure Front Door | Standard profile with App1 configured as the origin

KeyVault1 Azure Key Vault | Key vault with Permission model set to Vault access pelicy

KeyVault2 Azure Key Vault | Key vault with Permission model set to Azure role-based access control

You purchase a certificate for appl.contoso.com from a public certification authority (CA) and install the certificate on
appservicel.

You need to ensure that Appl can be accessed by using a URL of https://appl.contoso.com. The solution must ensure
that all the traffic for App1l is routed via FD1.

Which type of DNS record should you create, and where should you store the certificate? To answer, select the
appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

DNS record type: v

CNAME
SRV
XT

Store the certificate in: v

FD1
KeyVaultl
KeyVault2
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Correct Answer:

Answer Area

DNS record type: v

CNAME
SRV
XT

Store the certificate in: o

FD1
KeyVaultl
KeyVault2

DNS: CNAME (When you added a custom domain to your Front Door\\'s frontend hosts, you created a CNAME record
in the DNS table of your domain registrar to map it to your Front Door\\'s default .azurefd.net hostname)

Store certificate in: KeyVaultl (Your key vault must be configured to use the Key Vault access policy permission model.)

There you have a link with all explained https://learn.microsoft.com/en-us/azure/frontdoor/front-door-custom-domain-
https.

QUESTION 9
You have a web application that uses a hostname of www.healthengine.com
You have an Azure Front Door instance that provides access to the web application.

You have the routing rules shown in the following table.
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Name Path
RuleA /abc/def
RuleB /ab
RuleC /*

RuleD /abc/*

Which rule will apply to www.healthengine.com/abc/def incoming request?

A. RuleA

B. RuleB

C. RuleC

D. RuleD

Correct Answer: A

Correct Answer(s):

RuleA - When a request lands on a Front Door environment one of the first things that Front Door does is determine
which particular routing rule to match the request to and then take the defined action in the configuration. It uses the
below

logic.

Look for any routing rule with an exact match on the Path.

If no exact match Paths, look for routing rules with a wildcard Path that matches.

If no routing rules are found with a matching Path, then reject the request and return a 400: Bad Request error HTTP
response.

The path defined in RuleA is an exact match.
https://docs.microsoft.com/en-us/azure/frontdoor/front-door-route-matching

Wrong Answers:

RuleB The path defined in the RuleB is not a match with incoming request.

RuleC There is an exact match with RuleA. The path defined in the RuleB is not an exact match with incoming request.

RuleD There is an exact match with RuleA. The path defined in the RuleB is not an exact match with incoming request.

QUESTION 10
Which three actions should you perform in sequence from the below list of actions?

1.
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Create a health probe

2.

Create a public load balancer in the Standard SKU
3.

Create a public load balancer in the Basic SKU

4.

Create a backend pool that contains VMScaleSetl
5.

Create a NAT rule

6.

Create an outbound rule

A.1,4,6

B. 3,4,5

C.3/4,6

D. 24,6

E. 2,45

Correct Answer: D

Only standard SKU load balancer supports outbound connections.

The backend pool must be VMScaleSetl since the requirement is to implement outbound connectivity for
VMScaleSetl.

Outbound rules allow you to explicitly define SNAT(source network address translation) for a public standard load
balancer.

https://docs.microsoft.com/en-us/azure/load-balancer/skus

https://docs.microsoft.com/en-us/azure/load-balancer/outbound-rules

QUESTION 11
You have an Azure application gateway that has Azure Web Application Firewall (WAF) enabled.
You configure the application gateway to direct traffic to the URL of the application gateway.

You attempt to access the URL and receive an HTTP 403 error. You view the diagnostics log and discover the following
error.
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“timeStamp”: “2021-06-02T18:13:45+00:00",
“resourcelD”: “/SUBSCRIPTIONS/489f2hht-se7y-987v-g571-463hw3679512/RESOURCEGROUPS/RGL/PROVIDERS/MICROSOFT . NETWORK/APPLICAT IONGATEWAYS/AGW1",
“operationName”: “ApplicationGatewayFirewall”,
“category”: “ApplicationGatewayFirewallLog",
“properties®”: {
“instanceld”: “appgw 0“,
“clientIp”: ™137.135.10.24",
“clientPort®: ™",
“requestUri”: “/login”,
"ruleSetType": “OWASP CRS",
*ruleSetVersion®”: “3.0.0%,
“ruleld”: “$20300%,
“message”: “Request Missing an Accept Header”,
“action”: "“Matched”,
“site”: ™Global®,
“details”: |
“message”: “Warning. Match of \\\"pm AppleWebKit Android\\\” against \\\"REQUEST HEADER:User-Agent‘\\\” required. ",
L 1% o7 L
“file®: “rules)\/REQUEST-920-PROTOCOL-ENFORCEMENT.conf”,
*line¥: “1247"
be
“hostname”: “appl.contoso.com”,
“transactionId”: “f7546159y1hjkiwalld568if5131t68h7",
*policyIld”: “default*”,
*policyScope”: “Glcbal”,
"poplicyScopeName”: “Global”

You need to ensure that the URL is accessible through the application gateway.
Solution: You disable the WAF rule that has a ruleld 920300.

Does this meet the goal?

A. Yes

B. No

Correct Answer: A

QUESTION 12
You have an Azure application gateway that has Azure Web Application Firewall (WAF) enabled.
You configure the application gateway to direct traffic to the URL of the application gateway.

You attempt to access the URL and receive an HTTP 403 error. You view the diagnostics log and discover the following
error.
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“timeStamp”: “2021-06-02T18:13:45+00:00",
“resourcelD”: “/SUBSCRIPTIONS/489f2hht-se7y-987v-g571-463hw3679512/RESOURCEGROUPS/RGL/PROVIDERS/MICROSOFT . NETWORK/APPLICAT IONGATEWAYS/AGW1",
“operationName”: “ApplicationGatewayFirewall”,
“category”: “ApplicationGatewayFirewallLog",
“properties®”: {
“instanceld”: “appgw 0“,
“clientIp”: ™137.135.10.24",
“clientPort®: ™",
“requestUri”: “/login”,
"ruleSetType": “OWASP CRS",
*ruleSetVersion®”: “3.0.0%,
“ruleld”: “$20300%,
“message”: “Request Missing an Accept Header”,
“action”: "“Matched”,
“site”: ™Global®,
"details”: |
“message”: “Warning. Match of \\\"pm AppleWebKit Android\\\” against \\\"REQUEST HEADER:User-Agent‘\\\” required. ",
L 1% o7 L
“file”: “rules\/REQUEST-920-PROTCCOL-ENFORCEMENT.conf”,
*line¥: “1247"
be
“hostname”: “appl.contoso.com”,
“transactionId”: “f7546159y1hjkiwall4568i£5131t68h7"
*policyIld”: “default*”,
*policyScope”: “Glcbal”,
"poplicyScopeName”: “Global”

You need to ensure that the URL is accessible through the application gateway.

Solution: You create a WAF policy exclusion request headers that contain 137.135.10.24.
Does this meet the goat?

A. Yes

B. No

Correct Answer: B

QUESTION 13

You have an Azure subscription that contains an Azure Virtual WAN named VWAN1. VWANL1 contains a hub named
Hubl.

Hubl has a security status of Unsecured.

You need to ensure that the security status of Hub1 is marked as Secured.
Solution: You implement Azure NAT Gateway.

Does this meet the requirement?

A. Yes

B. No

Correct Answer: B

Explanation:
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Correct Solution: You implement Azure Firewall.
What is a secured virtual hub?

A virtual hub is a Microsoft-managed virtual network that enables connectivity from other resources. When a virtual hub
is created from a Virtual WAN in the Azure portal, a virtual hub VNet and gateways (optional) are created as its

components.

A secured virtual hub is an Azure Virtual WAN Hub with associated security and routing policies configured by Azure
Firewall Manager.

Create a secured virtual hub

Using Firewall Manager in the Azure portal, you can either create a new secured virtual hub, or convert an existing
virtual hub that you previously created using Azure Virtual WAN.

Reference:

https://learn.microsoft.com/en-us/azure/firewall-manager/secured-virtual-hub

QUESTION 14

HOTSPOT

You have an Azure subscription that contains an Azure Firewall policy named FWPolicyl.
You need to configure FWPolicyl to meet the following requirements:

Allow traffic based on the FQDN of the destination.

Allow TCP traffic based on the source.

Which types of rules should you use for each requirement? To answer, select the appropriate options in the answer
area. NOTE: Each correct selection is worth one point.

Hot Area:
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Answer Area

Allow traffic based on the FQDN of the destination:

Application only

Network c-ri]y

Network or DNAT only
Application or DNAT only
Network or application only

Network, application, or DNAT

Allow TCP traffic based on the source:

Application only
Network only

—Network or DNAT only
Application or DNAT only

Network, application, or DNAT

Correct Answer:
Answer Area

Allow traffic based on the FQDN of the destination:

Application only

Network only

Network or DNAT only
Application or DNAT only
Network or application only

Network, application, or DNAT

Allow TCP traffic based on the source:

Application only
Network only

Network or DNAT only
Application or DNAT only

Network, application, or DNAT

Explanation:
Box 1: Application only

Allow traffic based on the FQDN of the destination.
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You can use an FQDN tag in application rules to allow the required outbound network traffic through your firewall. For
example, to manually allow Windows Update network traffic through your firewall, you need to create multiple
application

rules per the Microsoft documentation. Using FQDN tags, you can create an application rule, include the Windows
Updates tag, and now network traffic to Microsoft Windows Update endpoints can flow through your firewall.

Box 2: Network or DNAT only

Allow TCP traffic based on the source.

There are three types of rule collections:

Application rules: Configure fully qualified domain names (FQDNSs) that can be accessed from a Virtual Network.
Network rules: Configure rules that contain source addresses, protocols, destination ports, and destination addresses.
NAT rules: Configure DNAT rules to allow incoming Internet connections.

Note NAT:

Microsoft refers to the form of NAT as being Destination Network Address Translation (DNAT). The rules work with the
following parameters:

Name: A label for the rule.
*-> Protocol: TCP or UDP.
Source Address: * (Internet), a specific Internet address, or a CIDR block.

Destination Address: Expect this to be renamed — this refers to the external address of the firewall that the rule will
inspect.

Destination Ports: The TCP or UDP ports that the rule will listen to on the external IP address of the firewall.

Translated Address: The IP address of the service (virtual machine, internal load balancer, and so on) that privately
hosts or presents the service.

Translated Port: The port that the inbound traffic will be routed to by the Azure Firewall.
Reference:

https://learn.microsoft.com/en-us/azure/firewall/fqdn-tags
https://learn.microsoft.com/en-us/azure/firewall/firewall-faq

https://petri.com/the-three-different-types-of-rules-that-are-in-the-azure-firewall/

QUESTION 15

You have an Azure subscription that contains the resources is shown in the following table.
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Name Type Description
VNet1 | Virtual network Contains two subnets named Subnet1 and Subnet2
VM1 Virtual machine Connected to Subnet1
azsql1 | Azure SQL Database | Has a private endpoint on Subnet2
logical server

You need to ensure that the apps hosted on VM1 can resolve the IP address of the What should you create first?
A. a public DNS zone named database.windows.net

B. a private DNS zone named database.windows.net

C. a public DNS zone named private link.database.windows.net

D. a private DNS zone named private link.database.windows.net

Correct Answer: D

Azure Private Endpoint DNS configuration

You can use the following options to configure your DNS settings for private endpoints:

*

Use the host file (only recommended for testing). You can use the host file on a virtual machine to override the DNS.

*

Use a private DNS zone. You can use private DNS zones to override the DNS resolution for a private endpoint. A
private DNS zone can be linked to your virtual network to resolve specific domains.

*
Use your DNS forwarder (optional).
For Azure services, use the recommended zone names as described in the following table:

*

Azure SQL Database (Microsoft.Sql/servers) / sglServer Private DNS zone name: privatelink.database.windows.net

*

Etc.

Reference: https://learn.microsoft.com/en-us/azure/private-link/private-endpoint-dns
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