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QUESTION 1

DRAG DROP 

You have two Azure subscriptions named Subscnption1 and Subscription2. Subscription1 contains a virtual network
named Vnet1. Vnet1 contains an application server. Subscription2 contains a virtual network named Vnet2. 

You need to provide the virtual machines in Vnet2 with access to the application server in Vnet1 by using a private
endpoint. 

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to
the answer area and arrange them in the correct order. 

Select and Place: 

Correct Answer: 
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Step 1: Deploy an Azure Load Balancer in front of the application server 

Configure your application to run behind a standard load balancer in your virtual network. 

Step 2: In Subscription 1, create a private link service and attach the service to the frontend IP configuration of the load
balancer. 

Create a Private Link Service referencing the load balancer above. 

Step 3: In Subscription 2, create a private endpoint by using the private link service. 

Private Link service can be accessed from approved private endpoints in any public region. The private endpoint can be
reached from the same virtual network, regionally peered VNets, globally peered VNets and on premises using private 
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VPN or ExpressRoute connections. 

Step 4: In Subscription1, accept the private endpoint connection request. 

Network connections can be initiated only by clients that are connecting to the private endpoint. 

Not: 

Incorrect: Enable virtual network peering between Vnet1 and Vnet2. 

Reference: 

https://docs.microsoft.com/en-us/azure/private-link/private-link-service-overview 

https://docs.microsoft.com/en-us/azure/private-link/private-endpoint-overview 

 

QUESTION 2

You have an Azure subscription that contains the following resources: 

1. 

A virtual network named Vnet1 

2. 

Two subnets named subnet1 and AzureFirewallSubnet 

3. 
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A public Azure Firewall named FW1 

4. 

A route table named RT1 that is associated to Subnet1 

5. 

A rule routing of 0.0.0.0/0 to FW1 in RT1 

After deploying 10 servers that run Windows Server to Subnet1, you discover that none of the virtual machines were
activated. 

You need to ensure that the virtual machines can be activated. 

What should you do? 

A. On FW1, create an outbound service tag rule for AzureCloud. 

B. On FW1, create an outbound network rule that allows traffic to the Azure Key Management Service (KMS). 

C. Deploy a NAT gateway. 

D. To Subnet1, associate a network security group (NSG) that allows outbound access to port 1688. 

Correct Answer: B 

Cause 

The Azure Windows VMs need to connect to the Azure KMS server for Windows activation. The activation requires that
the activation request come from an Azure public IP address. 

To resolve this problem, use the Azure custom route to route activation traffic to the Azure KMS server. 

Reference: 

https://ryanmangansitblog.com/2020/05/11/firewall-considerations-windows-virtual-desktop-wvd/ 

 

QUESTION 3

HOTSPOT 

You have two Azure App Service instances that host the web apps shown the following table. 
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You deploy an Azure 2 that has one public frontend IP address and two backend pools. 

You need to publish all the web apps to the application gateway. Requests must be routed based on the HTTP host
headers. 

What is the minimum number of listeners and routing rules you should configure? To answer, select the appropriate
options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 
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Box 1: 2 Listeners 

One listener for As1.contoso.com, and one listener for As2.contoso.com. 

Note: Multiple site hosting enables you to configure more than one web application on the same port of application
gateways using public-facing listeners. It allows you to configure a more efficient topology for your deployments by
adding up to 100+ websites to one application gateway. Each website can be directed to its own backend pool. For
example, three domains, contoso.com, fabrikam.com, and adatum.com, point to the IP address of the application
gateway. You\\'d create three multi-site listeners and configure each listener for the respective port and protocol setting. 

You can also define wildcard host names in a multi-site listener and up to 5 host names per listener. 

Box 2: 2 Routing rules 

Application Gateway request routing rules Rule type When you create a rule, you choose between basic and path-
based. 

*

 Choose basic if you want to forward all requests on the associated listener (for example, blog.contoso.com/*) to a
single backend pool. 
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*

 Choose path-based if you want to route requests from specific URL paths to specific backend pools. The path pattern is
applied only to the path of the URL, not to its query parameters. 

Associated backend pool 

Associate to the rule the backend pool that contains the backend targets that serve requests that the listener receives. 

*

 For a basic rule, only one backend pool is allowed. All requests on the associated listener are forwarded to that
backend pool. 

*

 For a path-based rule, add multiple backend pools that correspond to each URL path. The requests that match the URL
path that\\'s entered are forwarded to the corresponding backend pool. Also, add a default backend pool. Requests that 

don\\'t match any URL path in the rule are forwarded to that pool. 

Reference: https://learn.microsoft.com/en-us/azure/application-gateway/multiple-site-overview 

 

QUESTION 4

DRAG DROP 

You need to prepare Vnet1 for the deployment of an ExpressRoute gateway. The solution must meet the hybrid
connectivity requirements and the business requirements. 

Which three actions should you perform in sequence for Vnet1? To answer, move the appropriate actions from the list of
actions to the answer area and arrange them in the correct order. 

Select and Place: 
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Correct Answer: 
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Step 1: Delete the VPN GW1. 

The existing VPN GW1 GatewaySubnet is too small with /29. 

Users must be able to connect to Vnet1 by using a Point-to-Site (P2S) VPN when working remotely. Connections must
be authenticated by Azure AD. 

Litware wants to minimize costs whenever possible, as long as all other requirements are met. 
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Step 2: Create a VPN gateway by using Basic SKU. 

Basic SKU is good enough. 

Note The Basic gateway SKU does not support IKEv2 or RADIUS authentication. If you plan on having Mac clients
connect to your virtual network, do not use the Basic 

SKU. 

Step 3: Set the subnet mask of Gateway Subnet to /27. 

When you create the gateway subnet, you specify the number of IP addresses that the subnet contains. The number of
IP addresses needed depends on the VPN gateway configuration that you want to create. Some configurations require 

more IP addresses than others. We [Microsoft] recommend that you create a gateway subnet that uses a /27 or /28. 

It\\'s best to specify /27 or larger (/26,/25 etc.). This allows enough IP addresses for future changes, such as adding an
ExpressRoute gateway. 

Reference: 

https://docs.microsoft.com/en-us/azure/vpn-gateway/vpn-gateway-howto-point-to-site-resource-manager-portal 

 

QUESTION 5

Which of the following statements are true with respect to Azure Firewall? 

A. Azure firewall replaces Network Security groups 

B. Azure firewall is a stateless service 

C. Used to inspect inbound internet traffic only 

D. Azure Firewall provides inbound protection for non-HTTP/S protocols 

E. Forced tunneling is supported in Azure Firewall 

Correct Answer: DE 

Capabilities supported in Azure Firewall: Stateful firewall as a service Built-in high availability with unrestricted cloud
scalability FQDN filtering FQDN tags Network traffic filtering rules Outbound SNAT support Inbound DNAT support
Centrally create, enforce, and log application and network connectivity policies across Azure subscriptions and VNETs
Fully integrated with Azure Monitor for logging and analytics https://docs.microsoft.com/en-us/azure/firewall/firewall-faq 

 

QUESTION 6

You have an Azure application gateway that has Azure Web Application Firewall (WAF) enabled. 

You configure the application gateway to direct traffic to the URL of the application gateway. 

You attempt to access the URL and receive an HTTP 403 error. You view the diagnostics log and discover the following
error. 
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You need to ensure that the URL is accessible through the application gateway. 

Solution: You create a WAF policy exclusion request headers that contain 137.135.10.24. 

Does this meet the goat? 

A. Yes 

B. No 

Correct Answer: B 

 

 

QUESTION 7

You are planning the IP addressing for the subnets in Azure virtual networks. Which type of resource requires IP
addresses in the subnets? 

A. Azure DDoS Protection for virtual networks 

B. private endpoints 

C. Azure Virtual Network NAT 

D. service endpoint policies 

Correct Answer: B 

A private endpoint is a network interface that uses a private IP address from your virtual network. This network interface
connects you privately and securely to a service that\\'s powered by Azure Private Link. By enabling a private endpoint, 

you\\'re bringing the service into your virtual network. 
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Private endpoint properties 

A private endpoint specifies the following properties: 

*

 Name 

*

 Subnet 

The subnet to deploy, where the private IP address is assigned. 

*

 Etc. 

A read-only network interface is automatically created for the lifecycle of the private endpoint. The interface is assigned
a dynamic private IP address from the subnet that maps to the private-link resource. The value of the private IP address
remains unchanged for the entire lifecycle of the private endpoint. Reference: https://learn.microsoft.com/en-
us/azure/private-link/private-endpoint-overview 

 

QUESTION 8

You have an Azure application gateway that has Azure Web Application Firewall (WAF) enabled. 

You configure the application gateway to direct traffic to the URL of the application gateway. 

You attempt to access the URL and receive an HTTP 403 error. You view the diagnostics log and discover the following
error. 

You need to ensure that the URL is accessible through the application gateway. 
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Solution: You disable the WAF rule that has a ruleId 920300. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: A 

 

 

QUESTION 9

HOTSPOT 

For each of the following statements, select Yes if the statement is true. Otherwise, select No. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 
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Box 1: No 

Zone2.contoso.com is not linked to any virtual networks. Therefore, no VMs are able to resolve names in the zone. 

Box 2: Yes 

VM4 is in VNet3. Zone1.contoso.com has a link to VNet3 and auto-registration is enabled on the link. 

Box3: No 

VNet3 is linked to zone1.contoso.com and auto-registration is enabled on the link. A virtual network can only have one
registration zone. You can link zone2.contoso.com to VNet3 but you won\\'t be able to enable auto-registration on the
link. 

 

QUESTION 10

You need to ensure that the URL is accessible through the application gateway. To achieve the requirement, you
disable the WAF rule that has a ruleId 920300. Did you achieve the requirement? 

A. Yes 

B. No 

Correct Answer: A 

This will disable the WAF rule that is generating the error. 

 

QUESTION 11

You plan to deploy five virtual machines to a subnet named Subnet1. 

Each virtual machine requires the same inbound and outbound security rules. 

What is the minimum number of network security groups that you require? 

A. 1 

AZ-700 VCE Dumps | AZ-700 Practice Test | AZ-700 Study Guide                             15 / 23

https://www.pass4itsure.com/az-700.html
https://www.pass4itsure.com/az-700.html
https://www.pass4itsure.com/az-700.html


https://www.pass4itsure.com/az-700.html
2023 Latest pass4itsure AZ-700 PDF and VCE dumps Download

B. 5 

C. 10 

Correct Answer: A 

The rules are same for all virtual machines, so one NSG should suffice the requirement. 

https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-network-interface https://docs.microsoft.com/en-
us/azure/virtual-network/network-security-groups-overview 

 

QUESTION 12

You need to recommend a configuration for the ExpressRoute connection from the Boston datacenter. The solution
must meet the hybrid networking requirements and business requirements. What type of ExpressRoute gateway should
you recommend? 

A. High Performance (ERGw2AZ) 

B. Standard Performance (ERGw1AZ) 

C. Ultra-Performance (ERGw3AZ) 

Correct Answer: C 

Scenario: The Boston datacenter must connect to the Azure virtual networks by using an ExpressRoute FastPath
connection. To configure FastPath, the virtual network gateway must be either: Ultra-Performance ErGw3AZ
https://docs.microsoft.com/en-us/azure/expressroute/about-fastpath#gateways 

 

QUESTION 13

HOTSPOT 

You have an Azure subscription that contains a single virtual network and a virtual network gateway. 

You need to ensure that administrators can use Point-to-Site (P2S) VPN connections to access resources in the virtual
network. The connections must be authenticated by Azure Active Directory (Azure AD). 

What should you configure? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 
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Correct Answer: 

Box 1: An enterprise application 

Enable Azure AD authentication on the VPN gateway: 

1.
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 Locate the Directory ID of the directory that you want to use for authentication. It\\'s listed in the properties section of
the Active Directory page. 

2.

 Under your Azure AD, in Enterprise applications, you see Azure VPN listed. Copy the Directory ID. 

3.

 Sign in to the Azure portal as a user that is assigned the Global administrator role. 

4.

 Next, give admin consent. Copy and paste the URL that pertains to your deployment location in the address bar of your
browser. 

5.

 Select the Global Admin account if prompted. 

6.

 Select Accept when prompted. 
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7. Under your Azure AD, in Enterprise applications, you see Azure VPN listed. 
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Box 2: Open VPN (SSL) 

When you connect to your VNet using Point-to-Site, you have a choice of which protocol to use. The protocol you use
determines the authentication options that are available to you. If you want to use Azure Active Directory authentication, 

you can do so when using the OpenVPN protocol. 

Reference: 

https://docs.microsoft.com/en-us/azure/vpn-gateway/openvpn-azure-ad-tenant 

 

QUESTION 14

You have an Azure subscription and an on-premises environment that is connected via ExpressRoute circuit. You have
two additional branch offices that you need to connect to the network. 

Several employees work remotely. 

Employees change locations frequently but still need access to Azure resources. 

You need to deploy a solution at the earliest. The costs must be minimal. 

What should you deploy? 

A. Point-to-Site VPN 

B. Site-to-Site VPN 

C. Virtual WAN 

D. Hub-and-Spoke Network Topology 

Correct Answer: C 

Correct Answer(s): 

The Virtual WAN architecture is a hub and spoke architecture for branches and users. It enables global transit network
architecture, where the cloud-hosted network \\'hub\\' enables transitive connectivity between endpoints that may be 

distributed across different types of \\'spokes\\'. All hubs are connected in full mesh in a Standard Virtual WAN making it
easy for the user to use the Microsoft backbone for any-to-any (any spoke) connectivity. This satisfies the requirement
to 

provide the quickest set up at the lowest cost. 

https://docs.microsoft.com/en-us/azure/virtual-wan/virtual-wan-about 

Wrong Answers: 

Point-to-Site VPN - A Point-to-Site (P2S) VPN gateway connection lets you create a secure connection to your virtual
network from an individual client computer. 

Site-to-Site VPN Site-to-Site VPN gateways provide cross-premises connectivity between customer premises and
Azure. 
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Hub-and-Spoke Network Topology This is one of the architecture model used to deploy Azure environment. 

 

QUESTION 15

DRAG DROP 

You have an Azure Front Door instance named FrontDoor1. 

You deploy two instances of an Azure web app to different Azure regions. 

You plan to provide access to the web app through FrontDoor1 by using the name app1.contoso.com. 

You need to ensure that FrontDoor1 is the entry point for requests that use app1.contoso.com. 

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions
to the answer area and arrange them in the correct order. 

Select and Place: 
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Correct Answer: 

Reference: https://docs.microsoft.com/en-us/azure/frontdoor/front-door-custom-domain#associate-the-custom-domain-
with-your-front-door https://docs.microsoft.com/en-us/azure/frontdoor/quickstart-create-front-door 
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