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QUESTION 1

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You use Azure Security Center for the centralized policy management of three Azure subscriptions. 

You use several policy definitions to manage the security of the subscriptions. 

You need to deploy the policy definitions as a group to all three subscriptions. 

Solution: You create an initiative and an assignment that is scoped to a management group. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: A 

References: https://docs.microsoft.com/en-us/azure/governance/policy/overview 

 

QUESTION 2

SIMULATION 

You need to prevent HTTP connections to the rg1lod10598168n1 Azure Storage account. 

To complete this task, sign in to the Azure portal. 

A. See the explanation below. 

Correct Answer: A 

The "Secure transfer required" feature is now supported in Azure Storage account. This feature enhances the security
of your storage account by enforcing all requests to your account through a secure connection. This feature is disabled
by default. 

1.

 In Azure Portal select you Azure Storage account rg1lod10598168n1. 

2.

 Select Configuration, and Secure Transfer required. 
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Reference: https://techcommunity.microsoft.com/t5/Azure/quot-Secure-transfer-required-quot-is-available-in-Azure-
Storage/m-p/82475 

 

QUESTION 3

DRAG DROP 

You have an Azure subscription that contains the virtual networks shown in the following table. 

The Azure virtual machines on SpokeVNetSubnet0 can communicate with the computers on the on-premises network. 

You plan to deploy an Azure firewall to HubVNet. 

You create the following two routing tables: 

1. 
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RT1: Includes a user-defined route that points to the private IP address of the Azure firewall as a next hop address 

2. 

RT2: Disables BGP route propagation and defines the private IP address of the Azure firewall as the default gateway 

You need to ensure that traffic between SpokeVNetSubnet0 and the on-premises network flows through the Azure
firewall. 

To which subnet should you associate each route table? To answer, drag the appropriate subnets to the correct route
tables. Each subnet may be used once, more than once, or not at all. You may need to drag the split bar between panes
or 

scroll to view content. 

NOTE: Each correct selection is worth one point. 

Select and Place: 

Correct Answer: 
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QUESTION 4

You have an Azure Container Registry named Registry1. 

You add role assignment for Registry1 as shown in the following table. 

Which users can upload images to Registry1 and download images from Registry1? To answer, select the appropriate
options in the answer area. NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 
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Box 1: User1 and User4 only 

Owner, Contributor and AcrPush can push images. 

Box 2: User1, User2, and User4 

All, except AcrImagineSigner, can download/pull images. 

 

QUESTION 5

AZ-500 VCE Dumps | AZ-500 Exam Questions | AZ-500 Braindumps                              6 / 17

https://www.pass4itsure.com/az-500.html
https://www.pass4itsure.com/az-500.html
https://www.pass4itsure.com/az-500.html


https://www.pass4itsure.com/az-500.html
2023 Latest pass4itsure AZ-500 PDF and VCE dumps Download

You have a sneaking suspicion that there are users trying to sign in to resources which are inaccessible to them. 

You decide to create an Azure Log Analytics query to confirm your suspicions. The query will detect unsuccessful user
sign-in attempts from the last few days. You want to make sure that the results only show users who had failed to sign-
in 

more than five times. 

Which of the following should be included in your query? 

A. The EventID and CountIf() parameters. 

B. The ActivityID and CountIf() parameters. 

C. The EventID and Count() parameters. 

D. The ActivityID and Count() parameters. 

Correct Answer: C 

Reference: https://docs.microsoft.com/en-us/azure/azure-monitor/log-query/examples 

 

QUESTION 6

You have an Azure subscription that contains a resource group named RG1 and the identities shown in the following
table. 

You assign Group4 the Contributor role for RG1. Which identities can you add to Group4 as members? 

A. User1 only 

B. User1 and Group3 only 

C. User1, Group1, and Group3 only 

D. User1, Group2, and Group3 only 

E. User1, Group1, Group2, and Group3 

Correct Answer: B 

 

Limitation of using managed identities for authorization Using Azure AD groups for granting access to services is a great
way to simplify the authorization process. The idea is simple – grant permissions to a group and add identities to the
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group so that they inherit the same permissions. This is a well-established pattern from various on-premises systems
and works well when the identities represent users. 

Reference: https://learn.microsoft.com/en-us/azure/active-directory/managed-identities-azure-resources/managed-
identity-best-practice-recommendations 

 

QUESTION 7

Your company has an Azure subscription named Sub1 that is associated to an Azure Active Directory (Azure AD) tenant
named contoso.com. 

The company develops an application named App1. App1 is registered in Azure AD. 

You need to ensure that App1 can access secrets in Azure Key Vault on behalf of the application users. 

What should you configure? 

A. an application permission without admin consent 

B. a delegated permission without admin consent 

C. a delegated permission that requires admin consent 

D. an application permission that requires admin consent 

Correct Answer: B 

Delegated permissions - Your client application needs to access the web API as the signed-in user, but with access
limited by the selected permission. This type of permission can be granted by a user unless the permission requires 

administrator consent. 

Incorrect Answers: 

A, D: Application permissions - Your client application needs to access the web API directly as itself (no user context).
This type of permission requires administrator consent and is also not available for public (desktop and mobile) client 

applications. 

References: 

https://docs.microsoft.com/en-us/azure/active-directory/develop/quickstart-configure-app-access-web-apis 

 

QUESTION 8

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while 

others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 
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You use Azure Security Center for the centralized policy management of three Azure subscriptions. 

You use several policy definitions to manage the security of the subscriptions. 

You need to deploy the policy definitions as a group to all three subscriptions. 

Solution: You create a policy definition and assignments that are scoped to resource groups. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

References: https://4sysops.com/archives/apply-governance-policy-to-multiple-azure-subscriptions-with-management-
groups/ 

 

QUESTION 9

You have an Azure subscription that is linked to an Azure Active Directory (Azure AD) tenant. 

From the Azure portal, you register an enterprise application. 

Which additional resource will be created in Azure AD? 

A. a service principal 

B. an X.509 certificate 

C. a managed identity 

D. a user account 

Correct Answer: A 

Reference: https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-how-applications-are-
added 

 

QUESTION 10

You plan to deploy an app that will modify the properties of Azure Active Directory (Azure AD) users by using Microsoft
Graph. 

You need to ensure that the app can access Azure AD. 

What should you configure first? 

A. an app registration 

B. an external identity 
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C. a custom role-based access control (RBAC) role 

D. an Azure AD Application Proxy 

Correct Answer: A 

Reference: https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-how-applications-are-
added 

 

QUESTION 11

SIMULATION 

You need to ensure that only devices connected to a 131.107.0.0/16 subnet can access data in the rg1lod10598168
Azure Storage account. 

To complete this task, sign in to the Azure portal. 

A. See the explanation below. 

Correct Answer: A 

Step 1: 

1.

 In Azure portal go to the storage account you want to secure. Here: rg1lod10598168 

2.

 Click on the settings menu called Firewalls and virtual networks. 

3.

 To deny access by default, choose to allow access from Selected networks. To allow traffic from all networks, choose
to allow access from All networks. 

4.

 Click Save to apply your changes. 

Step 2: 

1.

 Go to the storage account you want to secure. Here: rg1lod10598168 

2.

 Click on the settings menu called Firewalls and virtual networks. 

3.

 Check that you\\'ve selected to allow access from Selected networks. 
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4.

 To grant access to a virtual network with a new network rule, under Virtual networks, click Add existing virtual network,
select Virtual networks and Subnets options. Enter the 131.107.0.0/16 subnet and then click Add. 

Note: When network rules are configured, only applications requesting data over the specified set of networks can
access a storage account. You can limit access to your storage account to requests originating from specified IP
addresses, IP ranges or from a list of subnets in an Azure Virtual Network (VNet). 

Reference: https://docs.microsoft.com/en-us/azure/storage/common/storage-network-security 

 

QUESTION 12

Your company plans to create separate subscriptions for each department. Each subscription will be associated to the
same Azure Active Directory (Azure AD) tenant. 

You need to configure each subscription to have the same role assignments. What should you use? 

A. Azure Security Center 

B. Azure Policy 

C. Azure AD Privileged Identity Management (PIM) 

D. Azure Blueprints 

Correct Answer: D 

Just as a blueprint allows an engineer or an architect to sketch a project\\'s design parameters, Azure Blueprints
enables cloud architects and central information technology groups to define a repeatable set of Azure resources that
implements and adheres to an organization\\'s standards, patterns, and requirements. 

Blueprints are a declarative way to orchestrate the deployment of various resource templates and other artifacts such
as: Role Assignments Policy Assignments Azure Resource Manager templates Resource Groups 

Reference: https://docs.microsoft.com/en-us/azure/governance/blueprints/overview 

 

QUESTION 13

You have an Azure virtual machines shown in the following table. 

You create an Azure Log Analytics workspace named Analytics1 in RG1 in the East US region. Which virtual machines
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can be enrolled in Analytics1? 

A. VM1 only 

B. VM1, VM2, and VM3 only 

C. VM1, VM2, VM3, and VM4 

D. VM1 and VM4 only 

Correct Answer: C 

Note: Create a workspace 

1. 

In the Azure portal, click All services. In the list of resources, type Log Analytics. As you begin typing, the list filters
based on your input. Select Log Analytics. 

2. 

Click Create, and then select choices for the following items: 

Provide a name for the new Log Analytics workspace, such as DefaultLAWorkspace. OMS workspaces are now
referred to as Log Analytics workspaces. 

Select a Subscription to link to by selecting from the drop-down list if the default selected is not appropriate. 

For Resource Group, select an existing resource group that contains one or more Azure virtual machines. 

Select the Location your VMs are deployed to. For additional information, see which regions Log Analytics is available
in. 

Incorrect Answers: 

B, C: A Log Analytics workspace provides a geographic location for data storage. VM2 and VM3 are at a different
location. 

D: VM4 is a different resource group. 

References: https://docs.microsoft.com/en-us/azure/azure-monitor/platform/manage-access 

 

QUESTION 14

HOTSPOT 

You have an Azure key vault named KeyVault1 that contains the items shown in the following table. 
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In KeyVault1, the following events occur in sequence: 

1. 

Item1 is deleted. 

2. 

Item2 and Policy1 are deleted. 

For each of the following statements, select Yes if the statement is true. Otherwise, select No. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 
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QUESTION 15

DRAG DROP 

You have an Azure subscription that contains the following resources: 

1. 

A network virtual appliance (NVA) that runs non-Microsoft firewall software and routes all outbound traffic from the
virtual machines to the internet 

2. 

An Azure function that contains a script to manage the firewall rules of the NVA 

3. 

Azure Security Center standard tier enabled for all virtual machines 

4. 

An Azure Sentinel workspace 

5. 

30 virtual machines You need to ensure that when a high-priority alert is generated in Security Center for a virtual
machine, an incident is created in Azure Sentinel and then a script is initiated to configure a firewall rule for the NVA.
How should you configure Azure Sentinel to meet the requirements? To answer, drag the appropriate components to
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the correct requirements. Each component may be used once, more than once, or not at all. You may need to drag the
split 

bar between panes or scroll to view content. NOTE: Each correct selection is worth one point. Select and Place: 

Correct Answer: 
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Reference: https://docs.microsoft.com/en-us/azure/sentinel/create-incidents-from-alerts 

https://docs.microsoft.com/en-us/azure/sentinel/connect-azure-security-center 
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