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QUESTION 1

You have an Azure IoT solution that includes an Azure IoT hub. 

You plan to deploy 10,000 IoT devices. 

You need to validate the performance of the IoT solution while 10,000 concurrently connected devices stream telemetry.
The solution must minimize effort. 

What should you deploy? 

A. an Azure IoT Device Simulation from Azure IoT Solution Accelerator 

B. an Azure function, an IoT Hub device SDK, and a timer trigger 

C. Azure IoT Central application and a template for the retail industry 

D. an Azure IoT Edge gateway configured as a protocol translation gateway 

Correct Answer: A 

The IoT solution accelerators are complete, ready-to-deploy IoT solutions that implement common IoT scenarios. The
scenarios include connected factory and device simulation. 

Use the Device Simulation solution accelerator to run simulated devices that generate realistic telemetry. You can use
this solution accelerator to test the behavior of the other solution accelerators or to test your own custom IoT solutions. 

Reference: 

https://docs.microsoft.com/en-us/azure/iot-accelerators/about-iot-accelerators 

 

QUESTION 2

DRAG DROP 

You need to install the Azure IoT Edge runtime on a new device that runs Windows 10 IoT Enterprise. 

Which four actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to
the answer area and arrange them in the correct order. 

Select and Place: 
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Correct Answer: 
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Step 1: From Azure IoT Hub, create an IoT Edge Device 

Step 2: Deploy-IoTEdge 

The Deploy-IoTEdge command checks that your Windows machine is on a supported version, turns on the containers
feature, and then downloads the moby runtime and the IoT Edge runtime. The command defaults to using Windows 

containers. 

{Invoke-WebRequest -useb https://aka.ms/iotedge-win} | Invoke-Expression; ` 

Deploy-IoTEdge 

Step 3: Initialize-IoTEdge 

The Initialize-IoTEdge command configures the IoT Edge runtime on your machine. The command defaults to manual
provisioning with Windows containers. 

{Invoke-WebRequest -useb https://aka.ms/iotedge 

Step 4: Enter the IoT Edge device connection string. 
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When prompted, provide the device connection string that you retrieved in step 1. The device connection string
associates the physical device with a device ID in IoT Hub. 

Reference: 

https://docs.microsoft.com/en-us/azure/iot-edge/module-composition 

 

QUESTION 3

You have an Azure subscription that contains an Azure IoT hub and two Azure IoT Edge devices named Device1 and
Device2. 

You need to ensure that the IoT hub only accepts connections from Device1 and Device2. 

What should you configure? 

A. a private endpoint connection 

B. Azure API Management 

C. Azure Active Directory (Azure AD) Identity Protection 

D. a gateway device 

Correct Answer: A 

Ingress connectivity to IoT Hub using Azure Private Link. A private endpoint is a private IP address allocated inside a
customer-owned VNet via which an Azure resource is reachable. Through Azure Private Link, you can set up a private
endpoint for your IoT hub to allow services inside your VNet to reach IoT Hub without requiring traffic to be sent to IoT
Hub\\'s public endpoint. Similarly, your on-premises devices can use Virtual Private Network (VPN) or ExpressRoute
peering to gain connectivity to your VNet and your IoT Hub (via its private endpoint). As a result, you can restrict or
completely block off connectivity to your IoT hub\\'s public endpoints by using IoT Hub IP filter or the public network
access toggle. This approach keeps connectivity to your Hub using the private endpoint for devices. 

Reference: https://docs.microsoft.com/en-us/azure/iot-hub/virtual-network-support 

 

QUESTION 4

You have an Azure subscription that contains the resources shown in the following table. 

You create a group enrollment in DPS1 and enroll 100 loT devices. Each device is issued a leaf certificate from CAT.
You need to deprovision a single loT device from the group enrollment. The solution must not affect the other devices. 

Solution: Solution: You create a disabled individual enrollment by using the X.509 certificate of CA1. 

Does this meet the goal? 
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A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 5

You need to store the real-time alerts generated by Stream Analytics to meet the technical requirements. Which type of
Stream Analytics output should you configure? 

A. Azure Blob storage 

B. Microsoft Power BI 

C. Azure Cosmos DB 

D. Azure SQL Database 

Correct Answer: A 

When you create a Time Series Insights Preview pay-as-you-go (PAYG) SKU environment, you create two Azure
resources: 

An Azure Storage general-purpose V1 blob account for cold data storage. 

An Azure Time Series Insights Preview environment that can be configured for warm data storage. 

Reference: 

https://docs.microsoft.com/en-us/azure/time-series-insights/time-series-insights-update-storage-ingress 

 

QUESTION 6

You need to enable telemetry message tracing through the entire IoT solution. 

What should you do? 

A. Monitor device lifecycle events. 

B. Upload IoT device logs by using the File upload feature. 

C. Enable the DeviceTelemetry diagnostic log and stream the log data to an Azure event hub. 

D. Implement distributed tracing. 

Correct Answer: D 

IoT Hub is one of the first Azure services to support distributed tracing. As more Azure services support distributed
tracing, you\\'ll be able trace IoT messages throughout the Azure services involved in your solution. 

Note: 
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Enabling distributed tracing for IoT Hub gives you the ability to: 

Precisely monitor the flow of each message through IoT Hub using trace context. This trace context includes correlation
IDs that allow you to correlate events from one component with events from another component. It can be applied for a 

subset or all IoT device messages using device twin. 

Automatically log the trace context to Azure Monitor diagnostic logs. 

Measure and understand message flow and latency from devices to IoT Hub and routing endpoints. 

Start considering how you want to implement distributed tracing for the non-Azure services in your IoT solution. 

Reference: 

https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-distributed-tracing 

 

QUESTION 7

You have 10,000 IoT devices that connect to an Azure IoT hub. The devices do not support over-the-air (OTA) updates. 

You need to decommission 1,000 devices. The solution must prevent connections and autoenrollment for the
decommissioned devices. 

Which two actions should you perform? Each correct answer presents part of the solution. 

NOTE: Each correct selection is worth one point. 

A. Update the connectionState device twin property on all the devices. 

B. Blacklist the X.509 root certification authority (CA) certificate for the enrollment group. 

C. Delete the enrollment entry for the devices. 

D. Remove the identity certificate from the hardware security module (HSM) of the devices. 

E. Delete the device identity from the device registry of the IoT hub. 

Correct Answer: BC 

B: X.509 certificates are typically arranged in a certificate chain of trust. If a certificate at any stage in a chain becomes
compromised, trust is broken. The certificate must be blacklisted to prevent Device Provisioning Service from
provisioning devices downstream in any chain that contains that certificate. 

C: Individual enrollments apply to a single device and can use either X.509 certificates or SAS tokens (in a real or virtual
TPM) as the attestation mechanism. (Devices that use SAS tokens as their attestation mechanism can be provisioned
only through an individual enrollment.) To blacklist a device that has an individual enrollment, you can either disable or
delete its enrollment entry. 

To blacklist a device that has an individual enrollment, you can either disable or delete its enrollment entry. 

Reference: https://docs.microsoft.com/en-us/azure/iot-dps/how-to-revoke-device-access-portal 
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QUESTION 8

You have an Azure loT solution. 

You plan to register an Azure loT Edge device by using X.509 self-signed certificates. 

You need to provide the thumbprint for the primary and secondary certificates. 

Solution: You generate a 64-hex character SHA256 hash for the certificates. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 9

You have an Azure IoT hub. 

You need to check whether the IoT hub was affected by an outage. 

What should you select in the Azure portal? To answer, select the appropriate option in the answer area. 

NOTE: Each correct selection is worth one point. 

A. Resource health 

B. Metrics 

C. Alerts 

D. Diagnostic settings 

Correct Answer: A 

https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-azure-service-health-integration 

 

QUESTION 10

What should you do to identify the cause of the connectivity issues? 

A. Send cloud-to-device messages to the IoT devices. 

B. Use the heartbeat pattern to send messages from the IoT devices to iothub1. 

C. Monitor the connection status of the device twin by using an Azure function. 

D. Enable the collection of the Connections diagnostics logs and set up alerts for the connected devices count metric. 

Correct Answer: D 
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Scenario: You discover connectivity issues between the IoT gateway devices and iothub1, which cause IoT devices to
lose connectivity and messages. 

To log device connection events and errors, turn on diagnostics for IoT Hub. We recommend turning on these logs as
early as possible, because if diagnostic logs aren\\'t enabled, when device disconnects occur, you won\\'t have any 

information to troubleshoot the problem with. 

Step 1: 

Sign in to the Azure portal. 

Browse to your IoT hub. 

Select Diagnostics settings. 

Select Turn on diagnostics. 

Enable Connections logs to be collected. 

For easier analysis, turn on Send to Log Analytics (see pricing). 

Step 2: 

Set up alerts for device disconnect at scale 

To get alerts when devices disconnect, configure alerts on the Connected devices (preview) metric. 

Reference: 

https://docs.microsoft.com/bs-cyrl-ba/azure/iot-hub/iot-hub-troubleshoot-connectivity 

 

QUESTION 11

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while 

others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You are developing a custom Azure IoT Edge module. 

The module needs to identify the device ID of the local device. 

Solution: You configure the module to read the ProductInfo property of ModuleClient. 

Does this meet the goal? 

A. Yes 

B. No 

AZ-220 PDF Dumps | AZ-220 Practice Test | AZ-220 Exam Questions                              9 / 15

https://www.pass4itsure.com/az-220.html
https://www.pass4itsure.com/az-220.html
https://www.pass4itsure.com/az-220.html


https://www.pass4itsure.com/az-220.html
2023 Latest pass4itsure AZ-220 PDF and VCE dumps Download

Correct Answer: B 

 

Instead read the device ID of the device twin. 

Note: Device twins are JSON documents that store device state information including metadata, configurations, and
conditions. Azure IoT Hub maintains a device twin for each device that you connect to IoT Hub. Device identity
properties. The root of the device twin JSON document contains the read-only properties from the corresponding device
identity stored in the identity registry. 

Reference: https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-devguide-device-twins 

 

QUESTION 12

You have an loT solution that includes an Azure IoT hub named Hub1 and 20 loT devices. 

Hub1 sends cloud-to-device messages to the 10T devices. 

You need to track the number of messages that are resubmitted for delivery to an IoT device. Which metric should you
monitor? 

A. C2D messages abandoned 

B. C2D Messages Expired 

C. C2D messages rejected 

D. C2D message deliveries completed 

Correct Answer: A 

 

QUESTION 13

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while 

others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You are developing a custom Azure IoT Edge module. 

The module needs to identify the device ID of the local device. 

Solution: You configure the module to read the device ID of the device twin. 

Does this meet the goal? 

A. Yes 
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B. No 

Correct Answer: A 

Device twins are JSON documents that store device state information including metadata, configurations, and
conditions. Azure IoT Hub maintains a device twin for each device that you connect to IoT Hub. Device identity
properties. The root of the device twin JSON document contains the read-only properties from the corresponding device
identity stored in the identity registry. 

Reference: https://docs.microsoft.com/en-us/azure/iot-hub/iot-hub-devguide-device-twins 

 

QUESTION 14

HOTSPOT 

You have an Azure IoT solution that includes an Azure IoT hub and 50 IoT devices. The device twins have the following
structure. 

You need to configure message enrichments to add the following values to messages: 

1. 

The device deployment location 

2. 

The device firmware version 

How should you configure the message enrichments? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 
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Correct Answer: 
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QUESTION 15

HOTSPOT 

You have an Azure Stream Analytics job named Asjob1 that uses the following query. 

Asjob1 receives the events shown in the following table. 
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For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct
selection is worth one point. 

Hot Area: 

Correct Answer: 

 

AZ-220 PDF Dumps AZ-220 Practice Test AZ-220 Exam Questions

AZ-220 PDF Dumps | AZ-220 Practice Test | AZ-220 Exam Questions                             14 / 15

https://www.pass4itsure.com/az-220.html
https://www.pass4itsure.com/az-220.html
https://www.pass4itsure.com/az-220.html
https://www.pass4itsure.com/az-220.html
https://www.pass4itsure.com/az-220.html
https://www.pass4itsure.com/az-220.html


https://www.pass4itsure.com/az-220.html
2023 Latest pass4itsure AZ-220 PDF and VCE dumps Download

To Read the Whole Q&As, please purchase the Complete Version from Our website.

Try our product !

100% Guaranteed Success
100% Money Back Guarantee
365 Days Free Update
Instant Download After Purchase
24x7 Customer Support
Average 99.9% Success Rate
More than 800,000 Satisfied Customers Worldwide
Multi-Platform capabilities - Windows, Mac, Android, iPhone, iPod, iPad, Kindle

We provide exam PDF and VCE of Cisco, Microsoft, IBM, CompTIA, Oracle and other IT Certifications.
You can view Vendor list of All Certification Exams offered:

https://www.pass4itsure.com/allproducts

Need Help
Please provide as much detail as possible so we can best assist you.
To update a previously submitted ticket:

Any charges made through this site will appear as Global Simulators Limited.
All trademarks are the property of their respective owners.

Copyright © pass4itsure, All Rights Reserved.

Powered by TCPDF (www.tcpdf.org)

AZ-220 PDF Dumps | AZ-220 Practice Test | AZ-220 Exam Questions                             15 / 15

https://secure.livechatinc.com/licence/8041871/v2/open_chat.cgi
http://www.tcpdf.org
https://www.pass4itsure.com/az-220.html
https://www.pass4itsure.com/az-220.html
https://www.pass4itsure.com/az-220.html

