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QUESTION 1

HOTSPOT 

You need to add code at line AM09 to ensure that users can review content using ContentAnalysisService. 

How should you complete the code? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 
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Box 1: "oauth2Permissions": ["login"] 

oauth2Permissions specifies the collection of OAuth 2.0 permission scopes that the web API (resource) app exposes to
client apps. These permission scopes may be granted to client apps during consent. 

Box 2: "oauth2AllowImplicitFlow":true 

For applications (Angular, Ember.js, React.js, and so on), Microsoft identity platform supports the OAuth 2.0 Implicit
Grant flow. 

Reference: 

https://docs.microsoft.com/en-us/azure/active-directory/develop/reference-app-manifest 

 

QUESTION 2

DRAG DROP 

Contoso, Ltd. provides an API to customers by using Azure API Management (APIM). The API authorizes users with a
JWT token. 

You must implement response caching for the APIM gateway. The caching mechanism must detect the user ID of the
client that accesses data for a given location and cache the response for that user ID. 

You need to add the following policies to the policies file: 
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1. 

a set-variable policy to store the detected user identity 

2. 

a cache-lookup-value policy 

3. 

a cache-store-value policy 

4. 

a find-and-replace policy to update the response body with the user profile information 

To which policy section should you add the policies? To answer, drag the appropriate sections to the correct policies.
Each section may be used once, more than once, or not at all. You may need to drag the split bar between panes or
scroll 

to view content. 

NOTE: Each correct selection is worth one point. 

Select and Place: 

Correct Answer: 
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Box 1: Inbound. 

A set-variable policy to store the detected user identity. 

Example: 

 

 

  

Box 2: Inbound A cache-lookup-value policy Example:

 

 

   

 parameter name 

 

  

Box 3: Outbound 

A cache-store-value policy. 

Example: 
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Box 4: Outbound 

A find-and-replace policy to update the response body with the user profile information. 

Example: 

 

 

 

  

Reference: https://docs.microsoft.com/en-us/azure/api-management/api-management-caching-policies
https://docs.microsoft.com/en-us/azure/api-management/api-management-sample-cache-by-key 

 

QUESTION 3

Note: The question is included in a number of questions that depicts the identical set-up. However, every question has a
distinctive result. Establish if the solution satisfies the requirements. 

You are configuring a web app that delivers streaming video to users. The application makes use of continuous
integration and deployment. 

You need to ensure that the application is highly available and that the users\\' streaming experience is constant. You
also want to configure the application to store data in a geographic location that is nearest to the user. 

Solution: You include the use of an Azure Content Delivery Network (CDN) in your design. 

Does the solution meet the goal? 

A. Yes 

B. No 

Correct Answer: A 

Reference: https://docs.microsoft.com/en-in/azure/cdn/ 

 

QUESTION 4

DRAG DROP You need to implement the Log policy. How should you complete the Azure Event Grid subscription? To
answer, drag the appropriate JSON segments to the correct locations. Each JSON segment may be used once, more
than once, or not at all. You may need to drag the split bar 
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between panes to view content. 

NOTE: Each correct selection is worth one point. 

Select and Place: 

Correct Answer: 
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Box 1:WebHook 

Scenario: If an anomaly is detected, an Azure Function that emails administrators is called by using an HTTP
WebHook. 

endpointType: The type of endpoint for the subscription (webhook/HTTP, Event Hub, or queue). 

Box 2: SubjectBeginsWith 

Box 3: Microsoft.Storage.BlobCreated 

Scenario: Log Policy 

All Azure App Service Web Apps must write logs to Azure Blob storage. All log files should be saved to a container
named logdrop. Logs must remain in the container for 15 days. 

Example subscription schema { "properties": {

 "destination": {
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 "endpointType": "webhook",

 "properties": {

  "endpointUrl": "https://example.azurewebsites.net/api/HttpTriggerCSharp1?code=VXbGWce53l48Mt8wuotr0GPmyJ/n
DT4hgdFj9DpBiRt38qqnnm5OFg=="

 }

 },

 "filter": {

 "includedEventTypes": [ "Microsoft.Storage.BlobCreated", "Microsoft.Storage.BlobDeleted" ],

 "subjectBeginsWith": "blobServices/default/containers/mycontainer/log",

 "subjectEndsWith": ".jpg",

 "isSubjectCaseSensitive ": "true"

 } } } 

Reference: https://docs.microsoft.com/en-us/azure/event-grid/subscription-creation-schema 

 

QUESTION 5

You provide an Azure API Management managed web service to clients. The back-end web service implements HTTP
Strict Transport Security (HSTS). 

Every request to the backend service must include a valid HTTP authorization header. 

You need to configure the Azure API Management instance with an authentication policy. 

Which two policies can you use? Each correct answer presents a complete solution. 

NOTE: Each correct selection is worth one point. 

A. Basic Authentication 

B. Digest Authentication 

C. Certificate Authentication 

D. OAuth Client Credential Grant 

Correct Answer: CD 

 

 

QUESTION 6

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
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a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You are developing a web app named mywebapp1. Mywebapp1 uses the address myapp1.azurewebsites.net. You
protect mywebapp1 by implementing an Azure Web Application Firewall (WAF). The traffic to mywebapp1 is routed
through 

an Azure Application Gateway instance that is also used by other web apps. 

You want to secure all traffic to mywebapp1 by using SSL. 

Solution: You open the Azure Application Gateway\\'s HTTP setting and set the Override backend path option to
mywebapp1.azurewebsites.net. You then add an authentication certificate for mywebapp1.azurewebsites.net. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

In case of end to end SSL, trusted Azure services such as Azure App service web apps do not require whitelisting the
backends in the application gateway. Therefore, there is no need to add any authentication certificates. 

Reference: https://docs.microsoft.com/en-us/azure/application-gateway/application-gateway-web-app-overview 

 

QUESTION 7

HOTSPOT 

You are creating an app that uses Event Grid to connect with other services. Your app\\'s event data will be sent to a
serverless function that checks compliance. This function is maintained by your company. 

You write a new event subscription at the scope of your resource. The event must be invalidated after 3 specific period
of time. You need to configure Event Grid to ensure security. 

What should you implement? To answer, select the appropriate options in the answer area; 

NOTE: Each correct selection is worth one point 

Hot Area: 
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Correct Answer: 

Box 1: SAS tokens 

Custom topics use either Shared Access Signature (SAS) or key authentication. 

Microsoft recommends SAS, but key authentication provides simple programming, and is compatible with many existing
webhook publishers. 

In this case we need the expiration time provided by SAS tokens. 
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Box 2: ValidationCode handshake 

Event Grid supports two ways of validating the subscription: ValidationCode handshake (programmatic) and
ValidationURL handshake (manual). 

If you control the source code for your endpoint, this method is recommended. 

Incorrect Answers: 

ValidationURL handshake (manual): In certain cases, you can\\'t access the source code of the endpoint to implement
the ValidationCode handshake. For example, if you use a third-party service (like Zapier or IFTTT), you can\\'t 

programmatically respond with the validation code. 

References: 

https://docs.microsoft.com/en-us/azure/event-grid/security-authentication 

 

QUESTION 8

HOTSPOT 

You need to configure Azure CDN for the Shipping web site. 

Which configuration options should you use? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 
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Correct Answer: 
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Scenario: Shipping website 

Use Azure Content Delivery Network (CDN) and ensure maximum performance for dynamic content while minimizing
latency and costs. 

Tier: Standard 

Profile: Akamai 

Optimization: Dynamic site acceleration 

Dynamic site acceleration (DSA) is available for Azure CDN Standard from Akamai, Azure CDN Standard from Verizon,
and Azure CDN Premium from Verizon profiles. 

DSA includes various techniques that benefit the latency and performance of dynamic content. Techniques include
route and network optimization, TCP optimization, and more. 

You can use this optimization to accelerate a web app that includes numerous responses that aren\\'t cacheable.
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Examples are search results, checkout transactions, or real-time data. You can continue to use core Azure CDN
caching 

capabilities for static data. 

Reference: 

https://docs.microsoft.com/en-us/azure/cdn/cdn-optimization-overview 

 

QUESTION 9

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while 

others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You are developing a mobile app that uses an Azure SQL Database named Weyland. 

The database contains a table names Customers that has a field named email_address. 

You want to implement dynamic data masking to hide the data in the email_address field. 

Solution: You run the Set-AzSqlDatabaseDataMaskingPolicy -DatabaseName "Weyland" Powershell cmdlet 

Does the solution meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

The Set-AzSqlDatabaseDataMaskingPolicy cmdlet sets the masking policy for the database but does not set the
masking rule. 

Note: Masking is enabled by default. 

Reference: 

https://docs.microsoft.com/en-us/azure/azure-sql/database/dynamic-data-masking-overview 

https://docs.microsoft.com/en-us/powershell/module/az.sql/set-azsqldatabasedatamaskingrule?view=azps- 4.2.0 

 

QUESTION 10

You ate developing an application that allows users to find musicians that ate looking for work. The application must
store information about musicians, the instruments that they play, and other related data. 

The application must also allow users to determine which musicians have played together, including groups of three or
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more musicians that have performed together at a specific location. 

Which Azure Cosmos D6 API should you use for the application? 

A. Core 

B. MongoDB 

C. Cassandra 

D. Gremlin 

Correct Answer: B 

 

QUESTION 11

You are building a web application that uses the Microsoft identity platform for user authentication. You are
implementing user identification for the web application. You need to retrieve a claim to uniquely identify a user. Which
claim type should you use? 

A. oid 

B. aud 

C. idp 

D. nonce 

Correct Answer: B 

 

QUESTION 12

HOTSPOT 

You are developing a ticket reservation system for an airline. 

The storage solution for the application must meet the following requirements: 

Ensure at least 99/99% availability and provide low latency. 

Accept reservations even in network outages or other unforseen failures 

Process reservations in the exact sequence as reservation are submitted to minimize overbooking or selling the same
seat to multiple travelers. 

Allow simultaneous and out-of-order reservations with a maximum five-second tolerance window. 

You provision a resource group named airlineResourceGroup in the Azure South-Central US region. 

You need to provision a SQL API Cosmos DB account to support the app. 

How should you complete the Azure CLI commands? To answer, select the appropriate options in the answer area. 
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NOTE: Each correct selection is worth one point. 

Hot Area: 

Correct Answer: 
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Box 1: Strong 

Strong consistency offers a linearizability guarantee. The reads are guaranteed to return the most recent committed
version of an item. A client never sees an uncommitted or partial write. Users are always guaranteed to read the latest 

committed write. 

" Process reservations in the exact sequence as reservation are submitted to minimize overbooking or selling the same
seat to multiple travelers." 

Box 2: Enable-automatic-failover 

For multi-region Cosmos accounts that are configured with a single-write region, enable automatic-failover by using
Azure CLI or Azure portal. After you enable automatic failover, whenever there is a regional disaster, Cosmos DB will 
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automatically failover your account. 

" Accept reservations even in network outages or other unforseen failures" 

Box 3: southcentralus 

" You provision a resource group named airlineResourceGroup in the Azure South-Central US region." 

References: 

https://docs.microsoft.com/en-us/azure/cosmos-db/consistency-levels 

https://github.com/MicrosoftDocs/azure-docs/blob/master/articles/cosmos-db/high-availability.md 

 

QUESTION 13

DRAG DROP 

You develop and deploy an Azure Logic App that calls an Azure Function app. The Azure Function App includes an
OpenAPI (Swagger) definition and uses an Azure Blob storage account. All resources are secured by using Azure
Active 

Directory (Azure AD). 

The Logic App must use Azure Monitor logs to record and store information about runtime data and events. The logs
must be stored in the Azure Blob storage account. 

You need to set up Azure Monitor logs and collect diagnostics data for the Azure Logic App. 

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions
to the answer area and arrange them in the correct order. 

Select and Place: 

Correct Answer: 
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Step 1: Create a Log Analytics workspace 

Before you start, you need a Log Analytics workspace. 

Step 2: Install the Logic Apps Management solution 

To set up logging for your logic app, you can enable Log Analytics when you create your logic app, or you can install the
Logic Apps Management solution in your Log Analytics workspace for existing logic apps. 

Step 3: Add a diagnostic setting to the Azure Logic App 

Set up Azure Monitor logs 

In the Azure portal, find and select your logic app. 

On your logic app menu, under Monitoring, select Diagnostic settings > Add diagnostic setting. 

Reference: 

https://docs.microsoft.com/en-us/azure/logic-apps/monitor-logic-apps-log-analytics 

 

QUESTION 14

HOTSPOT 

You need to update the order workflow to address the issue when calling the Printer API App. 

How should you complete the code? To answer, select the appropriate options in the answer area. 

NOTE: Each correct selection is worth one point. 

Hot Area: 
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Correct Answer: 
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Box 1: fixed 

The ‘Default’ policy does 4 exponential retries and from my experience the interval times are often too short in
situations. 

Box 2: PT60S 

We could set a fixed interval, e.g. 5 retries every 60 seconds (PT60S). 

PT60S is 60 seconds. 

Scenario: Calls to the Printer API App fail periodically due to printer communication timeouts. 

Printer communication timeouts occur after 10 seconds. The label printer must only receive up to 5 attempts within one
minute. 

Box 3: 5 

Reference: 

https://michalsacewicz.com/error-handling-in-power-automate/ 
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QUESTION 15

DRAG DROP 

You develop software solutions for a mobile delivery service. You are developing a mobile app that users can use to
order from a restaurant in their area. The app uses the following workflow: 

1. 

A driver selects the restaurants from which they will deliver orders. 

2. 

Orders are sent to all available drivers in an area. 

3. 

Only orders for the selected restaurants will appear for the driver. 

4. 

The first driver to accept an order removes it from the list of available orders. 

You need to implement an Azure Service Bus solution. 

Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions
to the answer area and arrange them in the correct order. 

Select and Place: 

Correct Answer: 
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Box 1: Create a single Service Bus Namespace 

To begin using Service Bus messaging entities in Azure, you must first create a namespace with a name that is unique
across Azure. A namespace provides a scoping container for addressing Service Bus resources within your application. 

Box 2: Create a Service Bus Topic for each restaurant for which a driver can receive messages. 

Create topics. 

Box 3: Create a Service Bus subscription for each restaurant for which a driver can receive orders. 

Topics can have multiple, independent subscriptions. 

Reference: 

https://docs.microsoft.com/en-us/azure/service-bus-messaging/service-bus-messaging-overview 
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