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QUESTION 1

You have an Azure subscription that contains the storage accounts shown in the following table. 

You need to identify which storage account can be converted to zone-redundant storage (ZRS) replication by requesting
a live migration from Azure support. 

What should you identify? 

A. Storage1 

B. Storage2 

C. Storage3 

D. Storage4 

Correct Answer: B 

ZRS currently supports standard general-purpose v2, FileStorage and BlockBlobStorage storage account types. 

Incorrect Answers: 

A, not C: Live migration is supported only for storage accounts that use LRS replication. If your account uses GRS or
RA-GRS, then you need to first change your account\\'s replication type to LRS before proceeding. This intermediary
step 

removes the secondary endpoint provided by GRS/RA- GRS. 

Also, only standard storage account types support live migration. Premium storage accounts must be migrated
manually. 

D: ZRS currently supports standard general-purpose v2, FileStorage and BlockBlobStorage storage account types. 

References: https://docs.microsoft.com/en-us/azure/storage/common/storage-redundancy-zrs 

 

QUESTION 2
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You have an app named App1 that runs on an Azure web app named webapp1. 

The developers at your company upload an update of App1 to a Git repository named Git1. 

Webapp1 has the deployment slots shown in the following table. 

You need to ensure that the App1 update is tested before the update is made available to users. 

Which two actions should you perform? Each correct answer presents part of the solution. 

A. Stop webapp1 prod. 

B. Stop webapp1-test 

C. Deploy the App1 update to webapp1-test, and then test the update. 

D. Deploy the App1 update to webapp1-prod, and then test the update. 

E. Swap the slots. 

Correct Answer: CE 

You can validate web app changes in a staging deployment slot before swapping it with the production slot. Deploying
an app to a slot first and swapping it into production makes sure that all instances of the slot are warmed up before
being swapped into production. This eliminates downtime when you deploy your app. The traffic redirection is seamless,
and no requests are dropped because of swap operations. You can automate this entire workflow by configuring auto
swap when pre-swap validation isn\\'t needed. After the swap you can deploy the App1 update to webapp1-test, and
then test the update. If the changes swapped into the production slot aren\\'t as per your expectation then you can
perform the same swap immediately to get your "last known good site" back. Reference: https://docs.microsoft.com/en-
us/azure/app-service/deploy-staging-slots 

 

QUESTION 3

You have five Azure virtual machines that run Windows Server 2016. The virtual machines are configured as web
servers. 

You have an Azure load balancer named LB1 that provides load balancing services for the virtual machines. 

You need to ensure that visitors are serviced by the same web server for each request. 

What should you configure? 

A. Session persistence to None 

B. a health probe 

C. Session persistence to Client IP and protocol 

D. Idle Time-out (minutes) to 20 
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Correct Answer: C 

Azure Load Balancer distribution modes 

Azure Load Balancer supports the following distribution modes for routing connections to instances in the backend
pool: 

*

 Session persistence: Client IP Traffic from the same client IP is routed to the same backend instance 

*

 Session persistence: Client IP and protocol Traffic from the same client IP and protocol is routed to the same backend
instance 

*

 Etc. 

Reference: https://learn.microsoft.com/en-us/azure/load-balancer/distribution-mode-concepts 

 

QUESTION 4

You have an Azure subscription that contains a virtual network named VNET1. VNET1 contains the subnets shown in
the following table. 

Each virtual machine uses a static IP address. 

You need to create network security groups (NSGs) to meet following requirements: 

1. 

Allow web requests from the internet to VM3, VM4, VM5, and VM6. 

2. 

Allow all connections between VM1 and VM2. 

3. 

Allow Remote Desktop connections to VM1. 

4. 

Prevent all other network traffic to VNET1. 
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What is the minimum number of NSGs you should create? 

A. 1 

B. 3 

C. 4 

D. 12 

Correct Answer: C 

Each network security group also contains default security rules. 

Note: A network security group (NSG) contains a list of security rules that allow or deny network traffic to resources
connected to Azure Virtual Networks (VNet). NSGs can be associated to subnets, individual VMs (classic), or individual
network interfaces (NIC) attached to VMs (Resource Manager). 

Reference: https://docs.microsoft.com/en-us/azure/virtual-network/security-overview#default-security-rules 

 

QUESTION 5

HOTSPOT 

You have an Azure subscription. 

You need to implement a custom policy that meet the following requirements: 

*Ensures that each new resource group in the subscription has a tag named organization set to a value of Contoso. 

*Ensures that resource group can be created from the Azure portal. *Ensures that compliance reports in the Azure
portal are accurate. How should you complete the policy? To answer, select the appropriate options in the answers
area. 

Hot Area: 
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Correct Answer: 
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Box 1: "Microsoft.Resources/subscriptions/resourceGroups" To create a new resource group in a subscription, account
have at least the this permission. 

Box 2: "Append" Append adds fields to the resource when the if condition of the policy rule is met. If the append effect
would override a value in the original request with a different value, then it acts as a deny effect and rejects the request.
To append a new value to an existing array, use the [*] version of the alias 
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Reference: https://docs.microsoft.com/en-us/azure/governance/policy/concepts/definition-structure
https://docs.microsoft.com/en-us/azure/role-based-access-control/custom-roles https://docs.microsoft.com/en-
us/azure/governance/policy/concepts/effects 

 

QUESTION 6

You have two Azure virtual machines named VM1 and VM2. You have two Recovery Services vaults named RSV1 and
RSV2. 

VM2 is protected by RSV1. 

You need to use RSV2 to protect VM2. 

What should you do first? 

A. From the RSV1 blade, click Backup items and stop the VM2 backup. 

B. From the RSV1 blade, click Backup Jobs and export the VM2 backup. 

C. From the RSV1 blade, click Backup. From the Backup blade, select the backup for the virtual machine, and then click
Backup. 

D. From the VM2 blade, click Disaster recovery, click Replication settings, and then select RSV2 as the Recovery
Services vault. 

Correct Answer: D 

The Azure Site Recovery service contributes to your disaster recovery strategy by managing and orchestrating
replication, failover, and failback of on-premises machines and Azure virtual machines (VMs). 
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Reference: 

https://docs.microsoft.com/en-us/azure/site-recovery/azure-to-azure-quickstart https://docs.microsoft.com/en-
us/azure/site-recovery/azure-to-azure-tutorial-enable-replication 

 

QUESTION 7

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while 

others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You have an Azure subscription named Subscription1 that contains the resources shown in the following table. 
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VM1 connects to a virtual network named VNET2 by using a network interface named NIC1. 

You need to create a new network interface named NIC2 for VM1. 

Solution: You create NIC2 in RG1 and West US. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: A 

The virtual machine you attach a network interface to and the virtual network you connect it to must exist in the same
location, here West US, also referred to as a region. 

Reference: https://docs.microsoft.com/en-us/azure/virtual-network/virtual-network-network-interface 

 

QUESTION 8

HOTSPOT 

You have an Azure App Service web app named app1. 

You configure autoscaling as shown in following exhibit. 
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You configure the autoscale rule criteria as shown in the following exhibit. 
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Use the drop-down menus to select the answer choice that answers each question based on the information presented
in the graphic. NOTE Each correct selection is worth one point. 

Hot Area: 

Correct Answer:  
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QUESTION 9

You have an Azure subscription that contains an Azure virtual machine named VM1. VM1 runs a financial reporting app
named App1 that does not support multiple active instances. 

At the end of each month, CPU usage for VM1 peaks when App1 runs. 

You need to create a scheduled runbook to increase the processor performance of VM1 at the end of each month. 

What task should you include in the runbook? 

A. Add the Azure Performance Diagnostics agent to VM1. 

B. Modify the VM size property of VM1. 

C. Add VM1 to a scale set. 

D. Increase the vCPU quota for the subscription. 

E. Add a Desired State Configuration (DSC) extension to VM1. 

Correct Answer: B 

If you have a CPU/performance issue then the solution is to scale up (increase VM size) or to scale out (scale set) given
that the App does not support multiple instances then scale up is the obvious choice. 

Reference: 

https://docs.microsoft.com/en-us/azure/virtual-machines/windows/resize-vm 

 

QUESTION 10

You have an Azure subscription named Subscription1 that has the following providers registered: 

1. 

Authorization 

2. 

Automation 
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3. 

Resources 

4. 

Compute 

5. 

KeyVault 

6. 

Network 

7. 

Storage 

8. 

Billing 

9. 

Web 

Subscription1 contains an Azure virtual machine named VM1 that has the following configurations: 

1. 

Private IP address: 10.0.0.4 (dynamic) 

2. 

Network security group (NSG): NSG1 

3. 

Public IP address: None 

4. 

Availability set: AVSet 

5. 

Subnet: 10.0.0.0/24 

6. 

Managed disks: No 

7. 

Location: East US 
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You need to record all the successful and failed connection attempts to VM1. 

Which three actions should you perform? Each correct answer presents part of the solution. 

NOTE: Each correct selection is worth one point. 

A. Register the Microsoft.Insights resource provider 

B. Add an Azure Network Watcher connection monitor 

C. Register the Microsoft.LogAnalytics provider 

D. Enable Azure Network Watcher in the East US Azure region 

E. Create an Azure Storage account 

F. Enable Azure Network Watcher flow logs 

Correct Answer: ADE 

NSG flow log data is written to an Azure Storage account. You need to create an Azure Storage account, With an Azure
Storage account NSG flow logs can be enabled. 

Enable network watcher in the East US region. 

NSG flow logging requires the Microsoft.Insights provider. 

References: 

https://docs.microsoft.com/en-us/azure/network-watcher/network-watcher-nsg-flow-logging-portal 

 

QUESTION 11

You have an Azure subscription. The subscription has a blob container that contains multiple blobs. Ten users in the
finance department of your company plan to access the blobs during the month of April. You need to recommend a
solution to enable access to the blobs during the month of April only. Which security solution should you include in the
recommendation? 

A. shared access signatures (SAS) 

B. Conditional Access policies 

C. certificates 

D. access keys 

Correct Answer: A 

Shared Access Signatures (SAS) allows for limited-time fine grained access control to resources. So you can generate
URL, specify duration (for month of April) and disseminate URL to 10 team members. On May 1, the SAS token is 

automatically invalidated, denying team members continued access. 

Reference: 
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https://docs.microsoft.com/en-us/azure/storage/common/storage-sas-overview 

 

QUESTION 12

You plan to use the Azure Import/Export service to copy files to a storage account. 

Which two files should you create before you prepare the drives for the import job? Each correct answer presents part of
the solution. 

NOTE: Each correct selection is worth one point. 

A. an XML manifest file 

B. a driveset CSV file 

C. a dataset CSV file 

D. a PowerShell PS1 file 

E. a JSON configuration file 

Correct Answer: BC 

B: Modify the driveset.csv file in the root folder where the tool resides. 

C: Modify the dataset.csv file in the root folder where the tool resides. Depending on whether you want to import a file or
folder or both, add entries in the dataset.csv file 

References: https://docs.microsoft.com/en-us/azure/storage/common/storage-import-export-data-to-files 

 

QUESTION 13

You have an Azure subscription named Subscription1. Subscription1 contains the resource groups in the following
table. 

RG1 has a web app named WebApp1. WebApp1 is located in West Europe. You move WebApp1 to RG2. 

What is the effect of the move? 

A. The App Serviceplan for WebApp1remains in WestEurope. Policy2applies to WebApp1. 

B. The App Service plan for WebApp1 moves to North Europe. Policy2 applies to WebApp1. 

C. The App Serviceplan for WebApp1remains in WestEurope. Policy1applies to WebApp1. 

D. The App Service plan for WebApp1 moves to North Europe. Policy1 applies to WebApp1. 

Correct Answer: A 

You can move an app to another App Service plan, as long as the source plan and the target plan are in the same
resource group and geographical region. 

The region in which your app runs is the region of the App Service plan it\\'s in. However, you cannot change an App
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Service plan\\'s region. 

Reference: 

https://docs.microsoft.com/en-us/azure/app-service/app-service-plan-manage 

 

QUESTION 14

HOTSPOT You create a virtual machine scale set named Scale1. Scale1 is configured as shown in the following
exhibit. 
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Use the drop-down menus to select the answer choice that completes each statement based on the information
presented in the graphic. 

NOTE: Each correct selection is worth one point. 

Hot Area: 
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Correct Answer: 

As cooling period and scale in and scale out durations are not displayed in the graphical view, so we need to consider
the default values as below for these settings. Cool down (minutes) : The amount of time to wait before the rule is
applied 

again so that the autoscale actions have time to take effect. Default is 5 minutes. Duration : The amount of time
monitored before the metric and threshold values are compared. 

Default is 10 minutes. 

Box 1: 4 virtual machines 

The Autoscale scale out rule increases the number of VMs by 2 if the CPU threshold is 80% or higher for more than or
equals to 10 mins due to default duration for scale in and out is 10 minutes. Since CPU utilization at 85% only lasts for
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6 

mins , it does not trigger the rules. Hence no of virtual machines will be same as the initial value which is 4. 

Box 2: 4 virtual machines 

The Autoscale scale in rule decreases the number of VMs by 4 if the CPU threshold is 30% or lower for more than or
equal to 10 mins. due to default duration for scale in and out is 10 minutes . Since CPU utilization at 30% only lasts for
6 

mins , it does not trigger the rules. Hence after first 6 mins instance count will be same as initial count as 4. After that
CPU utilization reached to 50% for 6 mins , which again would not trigger the scale in rule. Therefore no of virtual
machines 

will be same as the initial value which is 4. 

References: 

https://docs.microsoft.com/en-us/azure/azure-monitor/platform/autoscale-overview 

https://docs.microsoft.com/en-us/azure/azure-monitor/platform/autoscale-best-practices 

https://docs.microsoft.com/en-us/azure/azure-monitor/platform/autoscale-common-scale-patterns 

 

QUESTION 15

You need to define a custom domain name for Azure AD to support the planned infrastructure. Which domain name
should you use? 

A. ad.humongousinsurance.com 

B. humongousinsurance.onmicrosoft.com 

C. humongousinsurance.local 

D. humongousinsurance.com 

Correct Answer: D 

Every Azure AD directory comes with an initial domain name in the form of domainname.onmicrosoft.com. The initial
domain name cannot be changed or deleted, but you can add your corporate domain name to Azure AD as well. For
example, your organization probably has other domain names used to do business and users who sign in using your
corporate domain name. Adding custom domain names to Azure AD allows you to assign user names in the directory
that are familiar to your users, such as \\'alice@contoso.com.\\' instead of \\'alice@domain name.onmicrosoft.com\\'.
Scenario: Network Infrastructure: Each office has a local data center that contains all the servers for that office. Each
office has a dedicated connection to the Internet. Humongous Insurance has a single-domain Active Directory forest
named humongousinsurance.com Planned Azure AD Infrastructure: The on-premises Active Directory domain will be
synchronized to Azure AD. References: https://docs.microsoft.com/en-us/azure/active-directory/fundamentals/add-
custom- domain 
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