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QUESTION 1

A company is hosting multiple applications within a single VPC in its AWS account. The applications are running behind
an Application Load Balancer that is associated with an AWS WAF web ACL. The company\\'s security team has
identified that multiple port scans are originating from a specific range of IP addresses on the internet. 

A security engineer needs to deny access from the offending IP addresses. 

Which solution will meet these requirements? 

A. Modify the AWS WAF web ACL with an IP set match rule statement to deny incoming requests from the IP address
range. 

B. Add a rule to all security groups to deny the incoming requests from the IP address range. 

C. Modify the AWS WAF web ACL with a rate-based rule statement to deny incoming requests from the IP address
range. 

D. Configure the AWS WAF web ACL with regex match conditions. Specify a pattern set to deny the incoming requests
based on the match condition. 

Correct Answer: D 

Reference: https://docs.aws.amazon.com/waf/latest/developerguide/classic-web-acl-regex-conditions.html 

 

QUESTION 2

A company wishes to enable Single Sign On (SSO) so its employees can login to the management console using their
corporate directory identity. Which steps below are required as part of the process? Select 2 answers from the options
given below. 

Please select: 

A. Create a Direct Connect connection between on-premise network and AWS. Use an AD connector for connecting
AWS with on-premise active directory. 

B. Create IAM policies that can be mapped to group memberships in the corporate directory. 

C. Create a Lambda function to assign IAM roles to the temporary security tokens provided to the users. 

D. Create IAM users that can be mapped to the employees\\' corporate identities 

E. Create an IAM role that establishes a trust relationship between IAM and the corporate directory identity provider
(IdP) 

Correct Answer: AE 

Create a Direct Connect connection so that corporate users can access the AWS account Option B is incorrect because
IAM policies are not directly mapped to group memberships in the corporate directory. It is IAM roles which are mapped.
Option C is incorrect because Lambda functions is an incorrect option to assign roles. Option D is incorrect because
IAM users are not directly mapped to employees\\' corporate identities. For more information on Direct Connect, please
refer to below URL: https://aws.amazon.com/directconnect/ From the AWS Documentation, for federated access, you
also need to ensure the right policy permissions are in place Configure permissions in AWS for your federated users
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The next step is to create an IAM role that establishes a trust relationship between IAM and your organization\\'s IdP
that identifies your IdP as a principal (trusted entity) for purposes of federation. The role also defines what users
authenticated your organization\\'s IdP are allowed to do in AWS. You can use the IAM console to create this role.
When you create the trust policy that indicates who can assume the role, you specify the SAML provider that you
created earlier in IAM along with one or more SAML attributes that a user must match to be allowed to assume the role.
For example, you can specify that only users whose SAML eduPersonOrgDN value is ExampleOrg are allowed to sign
in. The role wizard automatically adds a condition to test the saml:aud attribute to make sure that the role is assumed
only for sign-in to the AWS Management Console. The trust policy for the role might look like this: 

For more information on SAML federation, please refer to below URL: 

https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_enabli Note: 

What directories can I use with AWS SSO? 

You can connect AWS SSO to Microsoft Active Directory, running either on-premises or in the AWS Cloud. 

AWS SSO supports AWS Directory Service for Microsoft Active Directory, also known as AWS Managed 

Microsoft AD, and AD Connector. AWS SSO does not support Simple AD. See AWS Directory Service 

Getting Started to learn more. To connect to your on-premises directory with AD Connector, you need the 

following: 

VPC 

Set up a VPC with the following: 

1. 

At least two subnets. Each of the subnets must be in a different Availability Zone. 

2. 

The VPC must be connected to your on-premises network through a virtual private network (VPN) connection or AWS
Direct Connect. 
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3. 

The VPC must have default hardware tenancy. 

4. 

https://aws.amazon.com/single-sign-on/ 

5. 

https://aws.amazon.com/single-sign-on/faqs/ 

6. 

https://aws.amazon.com/bloj using-corporate-credentials/ 

7. 

https://docs.aws.amazon.com/directoryservice/latest/admin 

The correct answers are: Create a Direct Connect connection between on-premise network and AWS. Use an AD
connector connecting AWS with on-premise active directory.. Create an IAM role that establishes a trust relationship
between IAM and corporate directory identity provider (IdP) 

 

QUESTION 3

Your organization is preparing for a security assessment of your use of AWS. In preparation for this assessment, which
three IAM best practices should you consider implementing? 

Please select: 

A. Create individual IAM users 

B. Configure MFA on the root account and for privileged IAM users 

C. Assign IAM users and groups configured with policies granting least privilege access 

D. Ensure all users have been assigned and dre frequently rotating a password, access ID/secret key, and X.509
certificate 

Correct Answer: ABC 

When you go to the security dashboard, the security status will show the best practices for initiating the first level of
security. 
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Option D is invalid because as per the dashboard, this is not part of the security recommendation For more information
on best security practices please visit the URL: https://aws.amazon.com/whitepapers/aws-security-best-practices; The
correct answers are: Create individual IAM users, Configure MFA on the root account and for privileged IAM users.
Assign IAM users and groups configured with policies granting least privilege access 

 

QUESTION 4

A user has created a VPC with the public and private subnets using the VPC wizard. The VPC has CIDR 20.0.0.0/16.
The public subnet uses CIDR 20.0.1.0/24. The user is planning to host a web server in the public subnet with port 80
and a Database server in the private subnet with port 3306. The user is configuring a security group for the public
subnet (WebSecGrp) and the private subnet (DBSecGrp). which of the below mentioned entries is required in the
private subnet database security group DBSecGrp? 

Please select: 

A. Allow Inbound on port 3306 for Source Web Server Security Group WebSecGrp. 

B. Allow Inbound on port 3306 from source 20.0.0.0/16 

C. Allow Outbound on port 3306 for Destination Web Server Security Group WebSecGrp. 

D. Allow Outbound on port 80 for Destination NAT Instance IP 

Correct Answer: A 

Since the Web server needs to talk to the database server on port 3306 that means that the database server should
allow incoming traffic on port 3306. The below table from the aws documentation shows how the security groups should
be set up. 
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Option B is invalid because you need to allow incoming access for the database server from the 

WebSecGrp security group. 

Options C and D are invalid because you need to allow Outbound traffic and not inbound traffic For more 

information on security groups please visit the below Link: 

http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC Scenario2.html The correct answer is: 

Allow Inbound on port 3306 for Source Web Server Security Group WebSecGrp. 

 

QUESTION 5

Your company has an EC2 Instance hosted in AWS. This EC2 Instance hosts an application. Currently this application
is experiencing a number of issues. You need to inspect the network packets to see what the type of error that is
occurring? 

Which one of the below steps can help address this issue? 

Please select: 

A. Use the VPC Flow Logs. 

B. Use a network monitoring tool provided by an AWS partner. 

C. Use another instance. Setup a port to "promiscuous mode" and sniff the traffic to analyze the packets. 

D. Use Cloudwatch metric 

Correct Answer: B 

 

QUESTION 6

AWS CloudTrail is being used to monitor API calls in an organization. An audit revealed that CloudTrail is failing to
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deliver events to Amazon S3 as expected. 

What initial actions should be taken to allow delivery of CloudTrail events to S3? (Select two.) 

A. Verify that the S3 bucket policy allow CloudTrail to write objects. 

B. Verify that the IAM role used by CloudTrail has access to write to Amazon CloudWatch Logs. 

C. Remove any lifecycle policies on the S3 bucket that are archiving objects to Amazon Glacier. 

D. Verify that the S3 bucket defined in CloudTrail exists. 

E. Verify that the log file prefix defined in CloudTrail exists in the S3 bucket. 

Correct Answer: BD 

https://docs.aws.amazon.com/awscloudtrail/latest/userguide/create-s3-bucket-policy-for-cloudtrail.html 

 

QUESTION 7

A Security Engineer must design a solution that enables the Incident Response team to audit for changes to a user\\'s
IAM permissions in the case of a security incident. 

How can this be accomplished? 

A. Use AWS Config to review the IAM policy assigned to users before and after the incident. 

B. Run the GenerateCredentialReport via the AWS CLI, and copy the output to Amazon S3 daily for auditing purposes. 

C. Copy AWS CloudFormation templates to S3, and audit for changes from the template. 

D. Use Amazon EC2 Systems Manager to deploy images, and review AWS CloudTrail logs for changes. 

Correct Answer: A 

https://aws.amazon.com/blogs/security/how-to-record-and-govern-your-iam-resource-configurations-usingaws-config/ 

 

QUESTION 8

After a recent security audit involving Amazon S3, a company has asked for assistance reviewing its S3 buckets to
determine whether the data is properly secured. The first S3 bucket on the list has the following bucket policy: 
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In this bucket policy sufficient to ensure that the data is not publicly accessible? 

A. Yes, the bucket policy makes the whole bucket publicly accessible despite now the S3 bucket ACL or object ACLs
are configured. 

B. Yes, none of the data in the bucket is publicity accessible, regardless of how the S3 bucket ACL and object ACLs are
configured. 

C. No, the IAM user policy would need to be examined first to determine whether any data is publicly accessible. 

D. No, the S3 bucket ACL and object ACLs need to be examined first to determine whether any data is publicly
accessible. 

Correct Answer: A 

 

 

QUESTION 9

A Security Engineer is setting up an AWS CloudTrail trail for all regions in an AWS account. For added security, the logs
are stored using server-side encryption with AWS KMS-managed keys (SSE-KMS) and have log integrity validation
enabled. 

While testing the solution, the Security Engineer discovers that the digest files are readable, but the log files are not.
What is the MOST likely cause? 
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A. The log files fail integrity validation and automatically are marked as unavailable. 

B. The KMS key policy does not grant the Security Engineer\\'s IAM user or role permissions to decrypt with it. 

C. The bucket is set up to use server-side encryption with Amazon S3-managed keys (SSE-S3) as the default and does
not allow SSE-KMS-encrypted files. 

D. An IAM policy applicable to the Security Engineer\\'s IAM user or role denies access to the "CloudTrail/" prefix in the
Amazon S3 bucket 

Correct Answer: B 

 

QUESTION 10

A company wants to use Cloudtrail for logging all API activity. They want to segregate the logging of data events and
management events. How can this be achieved? Choose 2 answers from the options given below 

Please select: 

A. Create one Cloudtrail log group for data events 

B. Create one trail that logs data events to an S3 bucket 

C. Create another trail that logs management events to another S3 bucket 

D. Create another Cloudtrail log group for management events 

Correct Answer: BC 

The AWS Documentation mentions the following You can configure multiple trails differently so that the trails process
and log only the events that you specify. For example, one trail can log read-only data and management events, so that
all read-only events are delivered to one S3 bucket. Another trail can log only write-only data and management events,
so that all write-only events are delivered to a separate S3 bucket Options A and D are invalid because you have to
create a trail and not a log group For more information on managing events with cloudtrail, please visit the following
URL: https://docs.aws.amazon.com/awscloudtrail/latest/userguide/loHEing-manasement-and- data-events-withcloudtrai
The correct answers are: Create one trail that logs data events to an S3 bucket. Create another trail that logs
management events to another S3 bucket 

 

QUESTION 11

A company has an application that uses an Amazon RDS PostgreSQL database. The company is developing an
application feature that will store sensitive information for an individual in the database. 

During a security review of the environment, the company discovers that the RDS DB instance is not encrypting data at
rest. The company needs a solution that will provide encryption at rest for all the existing data and for any new data that
is entered for an individual. 

Which combination of options can the company use to meet these requirements? (Choose two.) 

A. Create a snapshot of the DB instance. Copy the snapshot to a new snapshot, and enable encryption for the copy
process. Use the new snapshot to restore the DB instance. 

B. Modify the configuration of the DB instance by enabling encryption. Create a snapshot of the DB instance. Use the
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snapshot to restore the DB instance. 

C. Use AWS Key Management Service (AWS KMS) to create a new default AWS managed aws/rds key. Select this key
as the encryption key for operations with Amazon RDS. 

D. Use AWS Key Management Service (AWS KMS) to create a new CMK. Select this key as the encryption key for
operations with Amazon RDS. 

E. Create a snapshot of the DB instance. Enable encryption on the snapshot. Use the snapshot to restore the DB
instance. 

Correct Answer: AD 

Reference: https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_CopySnapshot.html 

 

QUESTION 12

Which of the following are valid event sources that are associated with web access control lists that trigger AWS WAF
rules? (Choose two.) 

A. Amazon S3 static web hosting 

B. Amazon CloudFront distribution 

C. Application Load Balancer 

D. Amazon Route 53 

E. VPC Flow Logs 

Correct Answer: BC 

A web access control list (web ACL) gives you fine-grained control over the web requests that your Amazon API
Gateway API, Amazon CloudFront distribution or Application Load Balancer responds to. 

 

QUESTION 13

Your development team has started using AWS resources for development purposes. The AWS account has just been
created. Your IT Security team is worried about possible leakage of AWS keys. What is the first level of measure that
should be taken to protect the AWS account. 

Please select: 

A. Delete the AWS keys for the root account 

B. Create IAM Groups 

C. Create IAM Roles 

D. Restrict access using IAM policies 

Correct Answer: A 
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The first level or measure that should be taken is to delete the keys for the IAM root user When you log into your
account and go to your Security Access dashboard, this is the first step that can be seen Option B and C are wrong
because creation of IAM groups and roles will not change the impact of leakage of AWS root access keys Option D is
wrong because the first key aspect is to protect the access keys for the root account For more information on best
practises for Security Access keys, please visit the below URL: https://docs.aws.amazon.com/eeneral/latest/gr/aws-
access-keys-best-practices.html The correct answer is: Delete the AWS keys for the root account 

 

QUESTION 14

An enterprise wants to use a third-party SaaS application. The SaaS application needs to have access to issue several
API commands to discover Amazon EC2 resources running within the enterprise\\'s account. The enterprise has internal
security policies that require any outside access to their environment must conform to the principles of least privilege
and there must be controls in place to ensure that the credentials used by the SaaS vendor cannot be used by any other
third party. Which of the following would meet all of these conditions? Please select: 

A. From the AWS Management Console, navigate to the Security Credentials page and retrieve the access and secret
key for your account. 

B. Create an IAM user within the enterprise account assign a user policy to the IAM user that allows only the actions
required by the SaaS application. Create a new access and secret key for the user and provide these credentials to the
SaaS provider. 

C. Create an IAM role for cross-account access allows the SaaS provider\\'s account to assume the role and assign it a
policy that allows only the actions required by the SaaS application. 

D. Create an IAM role for EC2 instances, assign it a policy that allows only the actions required tor the Saas application
to work, provide the role ARN to the SaaS provider to use when launching their application instances. 

Correct Answer: C 

The below diagram from an AWS blog shows how access is given to other accounts for the services in your own
account Options A and B are invalid because you should not user IAM users or IAM Access keys Options D is invalid
because you need to create a role for cross account access For more information on Allowing access to external
accounts, please visit the below URL: |https://aws.amazon.com/blogs/apn/how-to-best-architect-your-aws-marketplace-
saas-subscription-acrossmultiple-aws-accounts; The correct answer is: Create an IAM role for cross-account access
allows the SaaS provider\\'s account to assume the role and assign it a policy that allows only the actions required by
the SaaS application. 
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QUESTION 15

A security engineer is responsible for providing secure access to AWS resources for thousands of developer in a
company\\'s corporate identity provider (idp). The developers access a set of AWS services from the corporate premises
using IAM credential. Due to the velum of require for provisioning new IAM users, it is taking a long time to grant access
permissions. The security engineer receives reports that developer are sharing their IAM credentials with others to avoid
provisioning delays. The causes concern about overall security for the security engineer. 

Which actions will meet the program requirements that address security? 

A. Create an Amazon CloudWatch alarm for AWS CloudTrail Events Create a metric filter to send a notification when
me same set of IAM credentials is used by multiple developer 

B. Create a federation between AWS and the existing corporate IdP Leverage IAM roles to provide federated access to
AWS resources 

C. Create a VPN tunnel between the corporate premises and the VPC Allow permissions to all AWS services only if it
originates from corporate premises. 

D. Create multiple IAM rotes for each IAM user Ensure that users who use the same IAM credentials cannot assume the
same IAM role at the same time. 

Correct Answer: B 

Reference: https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federatedusers.html 
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