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QUESTION 1

A Lambda function processes data before sending it to a downstream service Each piece of data is approximately 1 MB
in size After a security audit, the function t]is now required to encrypt the data before sending it downstream Which API
call is required to perform the encryption? 

A. Pass the data to the KMS ReEncrypi API for encryption 

B. Use the KMS GenerateDataKey API to get an encryption key 

C. Use the KMS GenerateDataKeyWithoutPlain.Text API to get an encryption key 

D. Pass the data to KMS as part of the Encrypt API for encryption 

Correct Answer: D 

 

QUESTION 2

A developer wants to secure sensitive configuration data such as passwords, database strings, and application license
codes. Access to this sensitive information must be tracked for future audit purposes. Where should the sensitive
information be stored, adhering to security best practices and operational requirements? 

A. In an encrypted file on the source code bundle; grant the application access with Amazon IAM 

B. In the Amazon EC2 Systems Manager Parameter Store; grant the application access with IAM 

C. On an Amazon EBS encrypted volume; attach the volume to an Amazon EC2 instance to access the data 

D. As an object in an Amazon S3 bucket; grant an Amazon EC2 instance access with an IAM role 

Correct Answer: B 

Reference: https://aws.amazon.com/blogs/security/how-to-enhance-the-security-of-sensitive-customer-data-by-using-
amazon-cloudfront-field-level-encryption/ 

 

QUESTION 3

A stock market monitoring application uses Amazon Kinesis for data ingestion. During simulated tests of peak data
rates, the Kinesis stream cannot keep up with the incoming data. What step will allow Kinesis to accommodate the
traffic during peak hours? 

A. Install the Kinesis Producer Library (KPL) for ingesting data into the stream. 

B. Reduce the data retention period to allow for more data ingestion using DecreaseStreamRetentionPeriod. 

C. Increase the shard count of the stream using UpdateShardCount. 

D. Ingest multiple records into the stream in a single call using PutRecords. 

Correct Answer: C 
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https://docs.aws.amazon.com/streams/latest/dev/developing-producers-with-kpl.html 

 

QUESTION 4

A Developer is building a mobile application and needs any update to user profile data to be pushed to all devices
accessing the specific identity. The Developer does not want to manage a back end to maintain the user profile data.
What is the MOST efficient way for the Developer to achieve these requirements using Amazon Cognito? 

A. Use Cognito federated identities. 

B. Use a Cognito user pool. 

C. Use Cognito Sync. 

D. Use Cognito events. 

Correct Answer: C 

Amazon Cognito Sync is an AWS service and client library that enables cross-device syncing of application-related user
data. You can use it to synchronize user profile data across mobile devices and the web without requiring your own
backend. https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-sync.html 

 

QUESTION 5

A company requires objects that are stored in Amazon S3 to be encrypted The company is currently using server-side
encryption with AWS KMS managed encryption keys (SSE-KMS) A developer needs to optimize the cost-effectiveness
of the encryption mechanism without negatively affecting performance 

What should the developer do to meet these requirements? 

A. Change the encryption type to customer-provided keys. 

B. Configure the SJ bucket to use an S3 Bucket Key for SSE-KMS 

C. Use S3 bucket policies to limit the principals who can create objects 

D. Use a custom policy to limit the number of AWS KMS calls that are allowed 

Correct Answer: B 

 

 

QUESTION 6

What does an Amazon SQS delay queue accomplish? 

A. Messages are hidden for a configurable amount of time when they are first added to the queue. 

B. Messages are hidden for a configurable amount of time after they are consumed from the queue. 

C. The consumer can poll the queue for a configurable amount of time before retrieving a message. 
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D. Message cannot be deleted for a configurable amount of time after they are consumed from the queue. 

Correct Answer: A 

Reference: 

https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs- delayqueues.html 

 

QUESTION 7

A company is managing a NoSQL database on-premises to host a critical component of an application, which is starting
to have scaling issues. The company wants to migrate the application to Amazon DynamoDB with the following
considerations: 

1.

 Optimize frequent queries 

2.

 Reduce read latencies 

3.

 Plan for frequent queries on certain key attributes of the table Which solution would help achieve these objectives? 

A. Create global secondary indexes on keys that are frequently queried. Add the necessary attributes into the indexes. 

B. Create local secondary indexes on keys that are frequently queried. DynamoDB will fetch needed attributes from the
table. 

C. Create DynamoDB global tables to speed up query responses. Use a scan to fetch data from the table. 

D. Create an AWS Auto Scaling policy for the DynamoDB table. 

Correct Answer: A 

 

QUESTION 8

A developer is setting up Amazon API Gateway for their company\\'s products. The API will be used by registered
developers to query and update their environments. The company wants to limit the amount of requests end users can
send for both cost and security reasons. Management wants to offer registered developers the option of buying larger
packages that allow for more requests. 

How can the developer accomplish this with the LEAST amount of overhead management? 

A. Enable throttling for the API Gateway stage. Set a value for both the rate and burst capacity. If a registered user
chooses a larger package, create a stage for them, adjust the values, and share the new URL with them. 

B. Set up Amazon CloudWatch API logging in API Gateway. Create a filter based on the user and requestTime fields
and create an alarm on this filter. Write an AWS Lambda function to analyze the values and requester information, and
respond accordingly. Set up the function as the target for the alarm. If a registered user chooses a larger package,
update the Lambda code with the values. 
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C. Enable Amazon CloudWatch metrics for the API Gateway stage. Set up CloudWatch alarms based off the Count
metric and the ApiName, Method, Resource, and Stage dimensions to alerts when request rates pass the threshold. Set
the alarm action to Deny. If a registered user chooses a larger package, create a user-specific alarm and adjust the
values. 

D. Set up a default usage plan, specify values for the rate and burst capacity, and associate it with a stage. If a
registered user chooses a larger package, create a custom plan with the appropriate values and associate the plan with
the user. 

Correct Answer: D 

 

QUESTION 9

A developer is designing a distributed application built using a microservices architect spanning multiple AWS accounts.
The company\\'s operations team wants to analyze and debug application issues from a centralized account. How can
the developer meet these requirements? 

A. Use an Amazon X-Ray agent with role assumption on to publish data into the centralized account. 

B. Use Amazon X-Ray and create a new IAM user to publish the access keys into the centralized account. 

C. Use VPC Flow Logs to collect application logs across different accounts. 

D. Enable AWS CloudTrail to publish the trails in an Amazon S3 bucket in the centralized account. 

Correct Answer: A 

 

QUESTION 10

How should custom libraries be utilized in AWS Lambda? 

A. Host the library on Amazon S3 and reference to it from the Lambda function. 

B. Install the library locally and upload a ZIP file of the Lambda function. 

C. Import the necessary Lambda blueprint when creating the function. 

D. Modify the function runtime to include the necessary library. 

Correct Answer: D 

 

QUESTION 11

While developing an application that runs on Amazon EC2 in an Amazon VPC, a Developer identifies the need for
centralized storage of application-level logs. Which AWS service can be used to securely store these logs? 

A. Amazon EC2 VPC Flow Logs 

B. Amazon CloudWatch Logs 

C. Amazon CloudSearch 
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D. AWS CloudTrail 

Correct Answer: B 

 

QUESTION 12

Queries to an Amazon DynamoDB table are consuming a large amount of read capacity. The table has a significant
number of large attributes. The application does not need all of the attribute data. How can DynamoDB costs be
minimized while maximizing application performance? 

A. Batch all the writes, and perform the write operations when no or few reads are being performed. 

B. Create a global secondary index with a minimum set of projected attributes. 

C. Implement exponential backoffs in the application. 

D. Load balance the reads to the table using an Application Load Balancer. 

Correct Answer: B 

https://docs.aws.amazon.com/AWSEC2/latest/APIReference/query-api-troubleshooting.html 

 

QUESTION 13

A developer is storing sensitive data generated by an application in Amazon S3. The developer wants to encrypt the
data at rest. A company policy requires an audit trail of when the master key was used and by whom. 

Which encryption option will meet these requirements? 

A. Server-side encryption with Amazon S3 managed keys (SSE-S3) 

B. Server-side encryption with AWS KMS managed keys (SSE-KMS) 

C. Server-side encryption with customer-provided keys (SSE-C) 

D. Server-side encryption with self-managed keys 

Correct Answer: D 

 

 

QUESTION 14

A company stores all personally identifiable information (PII) in an Amazon DynamoDB table named PII in Account A.
An application running on Amazon EC2 instances in Account B requires access to the PII table. An administrator in
Account A created an IAM role named AccessPII with privileges to access the PII table, and made Account B a trusted
entity. 

Which combination of additional steps should developers take to access the table? (Choose two.) 

A. Ask an administrator in Account B to allow the EC2 IAM role permission to assume the AccessPII role. 
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B. Ask an administrator in Account B to allow the EC2 IAM role permission to assume the AccessPII role with
predefined service control policies. 

C. Ask an administrator in Account A to allow the EC2 IAM role permission to assume the AccessPII role with
predefined service control policies. 

D. Include the AssumeRole API in the application code logic to obtain credentials to access the PII table. 

E. Include the GetSessionToken API in the application code logic to obtain credentials to access the PII table. 

Correct Answer: CE 

 

QUESTION 15

A developer is provided with an HTTPS clone URL for an AWS CodeCommit repository. What needs to be configured
before cloning this repository? 

A. Use AWS KMS to set up public and private keys for use with AWS CodeCommit. 

B. Set up the Git credential helper to use an AWS credential profile, and enable the helper to send the path to the
repositories. 

C. Use AWS Certificate Manager to provision public and private SSL/TLS certificates. 

D. Generate encryption keys using AWS CloudHSM, then export the key for use with AWS CodeCommitl. 

Correct Answer: B 

AWS credential profile, and enabling the Git credential helper to send the path to repositories: Reference:
https://docs.aws.amazon.com/codecommit/latest/userguide/setting-up-https-unixes.html 
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