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QUESTION 1

A company is closing one of its remote data centers. This site runs a 100 TB on-premises data warehouse solution. The
company plans to use the AWS Schema Conversion Tool (AWS SCT) and AWS DMS for the migration to AWS. The
site network bandwidth is 500 Mbps. A Database Specialist wants to migrate the on-premises data using Amazon S3 as
the data lake and Amazon Redshift as the data warehouse. This move must take place during a 2-week period when
source systems are shut down for maintenance. The data should stay encrypted at rest and in transit. 

Which approach has the least risk and the highest likelihood of a successful data transfer? 

A. Set up a VPN tunnel for encrypting data over the network from the data center to AWS.Leverage AWS SCT and
apply the converted schema to Amazon Redshift. Once complete, start an AWS DMS task to move the data from the
source to Amazon S3. Use AWS Glue to load the data from Amazon S3 to Amazon Redshift. 

B. Leverage AWS SCT and apply the converted schema to Amazon Redshift. Start an AWS DMS task with two AWS
Snowball Edge devices to copy data from on-premises to Amazon S3 with AWS KMS encryption. Use AWS DMS to
finish copying data to Amazon Redshift. 

C. Leverage AWS SCT and apply the converted schema to Amazon Redshift. Once complete, use a fleet of 10 TB
dedicated encrypted drives using the AWS Import/Export feature to copy data from on-premises to Amazon S3 with
AWS KMS encryption. Use AWS Glue to load the data to Amazon redshift. 

D. Set up a VPN tunnel for encrypting data over the network from the data center to AWS.Leverage a native database
export feature to export the data and compress the files. Use the aws S3 cp multi-port upload command to upload these
files to Amazon S3 with AWS KMS encryption. Once complete, load the data to Amazon Redshift using AWS Glue. 

Correct Answer: B 

https://aws.amazon.com/blogs/database/new-aws-dms-and-aws-snowball-integration-enables-mass-database-
migrations-and-migrations-of-large-databases/ 

 

QUESTION 2

A company needs to migrate Oracle Database Standard Edition running on an Amazon EC2 instance to an Amazon
RDS for Oracle DB instance with Multi-AZ. The database supports an ecommerce website that runs continuously. The 

company can only provide a maintenance window of up to 5 minutes. 

Which solution will meet these requirements? 

A. Configure Oracle Real Application Clusters (RAC) on the EC2 instance and the RDS DB instance. Update the
connection string to point to the RAC cluster. Once the EC2 instance and RDS DB instance are in sync, fail over from
Amazon EC2 to Amazon RDS. 

B. Export the Oracle database from the EC2 instance using Oracle Data Pump and perform an import into Amazon
RDS. Stop the application for the entire process. When the import is complete, change the database connection string
and then restart the application. 

C. Configure AWS DMS with the EC2 instance as the source and the RDS DB instance as the destination. Stop the
application when the replication is in sync, change the database connection string, and then restart the application. 

D. Configure AWS DataSync with the EC2 instance as the source and the RDS DB instance as the destination. Stop the
application when the replication is in sync, change the database connection string, and then restart the application. 
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Correct Answer: C 

Reference: https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/ USER_UpgradeDBInstance.Oracle.html 

 

QUESTION 3

A company is developing a multi-tier web application hosted on AWS using Amazon Aurora as the database. The
application needs to be deployed to production and other non-production environments. A Database Specialist needs to
specify different MasterUsername and MasterUserPassword properties in the AWS CloudFormation templates used for
automated deployment. The CloudFormation templates are version controlled in the company\\'s code repository. The
company also needs to meet compliance requirement by routinely rotating its database master password for
production. 

What is most secure solution to store the master password? 

A. Store the master password in a parameter file in each environment. Reference the environment-specific parameter
file in the CloudFormation template. 

B. Encrypt the master password using an AWS KMS key. Store the encrypted master password in the CloudFormation
template. 

C. Use the secretsmanager dynamic reference to retrieve the master password stored in AWS Secrets Manager and
enable automatic rotation. 

D. Use the ssm dynamic reference to retrieve the master password stored in the AWS Systems Manager Parameter
Store and enable automatic rotation. 

Correct Answer: C 

"By using the secure string support in CloudFormation with dynamic references you can better maintain your
infrastructure as code. You\\'ll be able to avoid hard coding passwords into your templates and you can keep these
runtime configuration parameters separated from your code. Moreover, when properly used, secure strings will help
keep your development and production code as similar as possible, while continuing to make your infrastructure code
suitable for continuous deployment pipelines." https://aws.amazon.com/blogs/mt/using-aws-systems-manager-
parameter-store-secure-string-parameters-in-aws-cloudformation-templates/ https://aws.amazon.com/blogs/security/ho
w-to-use-aws-secretsmanager-rotate-credentials-amazon-rds-database-types-oracle/ 

 

QUESTION 4

A startup company in the travel industry wants to create an application that includes a personal travel assistant to
display information for nearby airports based on user location. The application will use Amazon DynamoDB and must be
able to access and display attributes such as airline names, arrival times, and flight numbers. However, the application
must not be able to access or display pilot names or passenger counts. 

Which solution will meet these requirements MOST cost-effectively? 

A. Use a proxy tier between the application and DynamoDB to regulate access to specific tables, items, and attributes. 

B. Use IAM policies with a combination of IAM conditions and actions to implement fine-grained access control. 

C. Use DynamoDB resource policies to regulate access to specific tables, items, and attributes. 

D. Configure an AWS Lambda function to extract only allowed attributes from tables based on user profiles. 
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Correct Answer: B 

https://aws.amazon.com/blogs/aws/fine-grained-access-control-for-amazon-dynamodb/ 

 

QUESTION 5

A manufacturing company has an. inventory system that stores information in an Amazon Aurora MySQL DB cluster.
The database tables are partitioned. The database size has grown to 3 TB. Users run one-time queries by using a SQL
client. Queries that use an equijoin to join large tables are taking a long time to run. 

Which action will improve query performance with the LEAST operational effort? 

A. Migrate the database to a new Amazon Redshift data warehouse. 

B. Enable hash joins on the database by setting the variable optimizer_switch to hash_join=on. 

C. Take a snapshot of the DB cluster. Create a new DB instance by using the snapshot, and enable parallel query
mode. 

D. Add an Aurora read replica. 

Correct Answer: B 

https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/AuroraMySQL.BestPra ctices.html 

 

QUESTION 6

A Database Specialist is performing a proof of concept with Amazon Aurora using a small instance to confirm a simple
database behavior. When loading a large dataset and creating the index, the Database Specialist encounters the
following error message from Aurora: ERROR: cloud not write block 7507718 of temporary file: No space left on device 

What is the cause of this error and what should the Database Specialist do to resolve this issue? 

A. The scaling of Aurora storage cannot catch up with the data loading. The Database Specialist needs to modify the
workload to load the data slowly. 

B. The scaling of Aurora storage cannot catch up with the data loading. The Database Specialist needs to enable
Aurora storage scaling. 

C. The local storage used to store temporary tables is full. The Database Specialist needs to scale up the instance. 

D. The local storage used to store temporary tables is full. The Database Specialist needs to enable local storage
scaling. 

Correct Answer: C 

Reference: https://serverfault.com/

 

QUESTION 7

A company migrated one of its business-critical database workloads to an Amazon Aurora Multi-AZ DB cluster. The
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company requires a very low RTO and needs to improve the application recovery time after database failovers. Which
approach meets these requirements? 

A. Set the max_connections parameter to 16,000 in the instance-level parameter group. 

B. Modify the client connection timeout to 300 seconds. 

C. Create an Amazon RDS Proxy database proxy and update client connections to point to the proxy endpoint. 

D. Enable the query cache at the instance level. 

Correct Answer: C 

Amazon RDS Proxy allows applications to pool and share connections established with the database, improving
database efficiency and application scalability. With RDS Proxy, failover times for Aurora and RDS databases are
reduced by up 

to 66% and database credentials, authentication, and access can be managed through integration with AWS Secrets
Manager and AWS Identity and Access Management (IAM). 

https://aws.amazon.com/rds/proxy/ 

 

QUESTION 8

A global company is developing an application across multiple AWS Regions. The company needs a database solution
with low latency in each Region and automatic disaster recovery. The database must be deployed in an active-active
configuration with automatic data synchronization between Regions. 

Which solution will meet these requirements with the LOWEST latency? 

A. Amazon RDS with cross-Region read replicas 

B. Amazon DynamoDB global tables 

C. Amazon Aurora global database 

D. Amazon Athena and Amazon S3 with S3 Cross Region Replication 

Correct Answer: B 

 

QUESTION 9

Amazon RDS for Oracle with Transparent Data Encryption is used by a financial services organization (TDE). At all
times, the organization is obligated to encrypt its data at rest. The decryption key must be widely distributed, and access
to the key must be restricted. The organization must be able to rotate the encryption key on demand to comply with
regulatory requirements. If any possible security vulnerabilities are discovered, the organization must be able to disable
the key. Additionally, the company\\'s overhead must be kept to a minimal. 

What method should the database administrator use to configure the encryption to fulfill these specifications? 

A. AWS CloudHSM 

B. AWS Key Management Service (AWS KMS) with an AWS managed key 
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C. AWS Key Management Service (AWS KMS) with server-side encryption 

D. AWS Key Management Service (AWS KMS) CMK with customer-provided material 

Correct Answer: D 

https://docs.aws.amazon.com/whitepapers/latest/kms-best-practices/aws-managed-and-customer-managed-cmks.html 

 

QUESTION 10

A gaming company is evaluating Amazon ElastiCache as a solution to manage player leaderboards. Millions of players
around the world will complete in annual tournaments. The company wants to implement an architecture that is highly
available. The company also wants to ensure that maintenance activities have minimal impact on the availability of the
gaming platform. 

Which combination of steps should the company take to meet these requirements? (Choose two.) 

A. Deploy an ElastiCache for Redis cluster with read replicas and Multi-AZ enabled. 

B. Deploy an ElastiCache for Memcached global datastore. 

C. Deploy a single-node ElastiCache for Redis cluster with automatic backups enabled. In the event of a failure, create
a new cluster and restore data from the most recent backup. 

D. Use the default maintenance window to apply any required system changes and mandatory updates as soon as they
are available. 

E. Choose a preferred maintenance window at the time of lowest usage to apply any required changes and mandatory
updates. 

Correct Answer: AE 

https://aws.amazon.com/blogs/database/configuring-amazon-elasticache-for-redis-for-higher-availability/ 

 

QUESTION 11

A Database Specialist is migrating an on-premises Microsoft SQL Server application database to Amazon RDS for
PostgreSQL using AWS DMS. The application requires minimal downtime when the RDS DB instance goes live. 

What change should the Database Specialist make to enable the migration? 

A. Configure the on-premises application database to act as a source for an AWS DMS full load with ongoing change
data capture (CDC) 

B. Configure the AWS DMS replication instance to allow both full load and ongoing change data capture (CDC) 

C. Configure the AWS DMS task to generate full logs to allow for ongoing change data capture (CDC) 

D. Configure the AWS DMS connections to allow two-way communication to allow for ongoing change data capture
(CDC) 

Correct Answer: A 
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"requires minimal downtime when the RDS DB instance goes live" in order to do CDC: "you must first ensure that
ARCHIVELOG MODE is on to provide information to LogMiner. AWS DMS uses LogMiner to read information from the
archive 

logs so that AWS DMS can capture changes" 

https://docs.aws.amazon.com/dms/latest/sbs/chap-oracle2postgresql.steps.configureoracle.html 

"If you want to capture and apply changes (CDC), then you also need the following privileges." 

 

QUESTION 12

A company is building a software as a service application. As part of the new user sign-on workflow, a Python script
invokes the CreateTable operation using the Amazon DynamoDB API. After the call returns, the script attempts to call 

PutItem. 

Occasionally, the PutItem request fails with a ResourceNotFoundException error, which causes the workflow to fail. The
development team has confirmed that the same table name is used in the two API calls. 

How should a database specialist fix this issue? 

A. Add an allow statement for the dynamodb:PutItem action in a policy attached to the role used by the application
creating the table. 

B. Set the StreamEnabled property of the StreamSpecification parameter to true, then call PutItem. 

C. Change the application to call DescribeTable periodically until the TableStatus is ACTIVE, then call PutItem. 

D. Add a ConditionExpression parameter in the PutItem request. 

Correct Answer: C 

https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_DescribeTable.html 

 

QUESTION 13

A company is going to use an Amazon Aurora PostgreSQL DB cluster for an application backend. The DB cluster
contains some tables with sensitive data. A Database Specialist needs to control the access privileges at the table
level. 

How can the Database Specialist meet these requirements? 

A. Use AWS IAM database authentication and restrict access to the tables using an IAM policy. 

B. Configure the rules in a NACL to restrict outbound traffic from the Aurora DB cluster. 

C. Execute GRANT and REVOKE commands that restrict access to the tables containing sensitive data. 

D. Define access privileges to the tables containing sensitive data in the pg_hba.conf file. 

Correct Answer: C 
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Reference: https://aws.amazon.com/blogs/database/managing-postgresql-users-and-roles/ 

 

QUESTION 14

A database specialist is responsible for an Amazon RDS for MySQL DB instance with one read replica. The DB
instance and the read replica are assigned to the default parameter group. The database team currently runs test
queries against 

a read replica. The database team wants to create additional tables in the read replica that will only be accessible from
the read replica to benefit the tests. 

Which should the database specialist do to allow the database team to create the test tables? 

A. Contact AWS Support to disable read-only mode on the read replica. Reboot the read replica. Connect to the read
replica and create the tables. 

B. Change the read_only parameter to false (read_only=0) in the default parameter group of the read replica. Perform a
reboot without failover. Connect to the read replica and create the tables using the local_only MySQL option. 

C. Change the read_only parameter to false (read_only=0) in the default parameter group. Reboot the read replica.
Connect to the read replica and create the tables. 

D. Create a new DB parameter group. Change the read_only parameter to false (read_only=0). Associate the read
replica with the new group. Reboot the read replica. Connect to the read replica and create the tables. 

Correct Answer: D 

https://aws.amazon.com/premiumsupport/knowledge-center/rds-read-replica/ 

 

QUESTION 15

A company has branch offices in the United States and Singapore. The company has a three-tier web application that
uses a shared database. The database runs on an Amazon RDS for MySQL DB instance that is hosted in the us-west-2
Region. The application has a distributed front end that is deployed in us-west-2 and in the ap-southeast-1 Region. The
company uses this front end as a dashboard that provides statistics to sales managers in each branch office. The
dashboard loads more slowly in the Singapore branch office than in the United States branch office. The company
needs a solution so that the dashboard loads consistently for users in each location. 

Which solution will meet these requirements in the MOST operationally efficient way? 

A. Take a snapshot of the DB instance in us-west-2. Create a new DB instance in ap-southeast-2 from the snapshot.
Reconfigure the ap-southeast-1 front-end dashboard to access the new DB instance. 

B. Create an RDS read replica in ap-southeast-1 from the primary DB instance in us-west-2. Reconfigure the ap-
southeast-1 front-end dashboard to access the read replica. 

C. Create a new DB instance in ap-southeast-1. Use AWS Database Migration Service (AWS DMS) and change data
capture (CDC) to update the new DB instance in ap-southeast-1. Reconfigure the ap-southeast-1 front-end dashboard
to access the new DB instance. 

D. Create an RDS read replica in us-west-2, where the primary DB instance resides.Create a read replica in ap-
southeast-1 from the read replica in us-west-2. Reconfigure the ap-southeast-1 front-end dashboard to access the read
replica in ap-southeast-1. 
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Correct Answer: B 

DBS-C01 VCE Dumps DBS-C01 Practice Test DBS-C01 Study Guide
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