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QUESTION 1

Which of the following is included within the security pillar of the AWS Well-Architected Framework? 

A. Identity federation 

B. Data protection 

C. Incident reporting 

D. Disaster recovery 

Correct Answer: B 

https://docs.aws.amazon.com/wellarchitected/latest/framework/sec-dataprot.html 

 

QUESTION 2

For which AWS service is the customer responsible for maintaining the underlying operating system? 

A. Amazon DynamoDB 

B. Amazon S3 

C. Amazon EC2 

D. AWS Lambda 

Correct Answer: C 

 

QUESTION 3

A company needs access to cloud support engineers 24 hours a day. 7 days a week. What is the LEAST expensive
AWS Support plan that meets this requirement? 

A. AWS Basic Support 

B. AWS Business Support 

C. AWS Developer Support 

D. AWS Enterprise Supportd 

Correct Answer: C 

 

QUESTION 4

A company uses Amazon S3 buckets. One of the company\\'s departments enabled S3 Cross-Region Replication for
those buckets to meet new requirements. The company\\'s bill for that month was larger than usual. Which AWS service
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or feature can the company use to confirm that the cost increase was caused by the data replication? 

A. Consolidated billing 

B. Cost Explorer 

C. AWS Pricing Calculator 

D. AWS Trusted Advisor 

Correct Answer: B 

Reference: https://aws.amazon.com/aws-cost-management/aws-cost-explorer/ 

 

QUESTION 5

Which AWS service, feature, or tool uses machine learning to continuously monitor cost and usage for unusual cloud
spending? 

A. Amazon Lookout for Metrics 

B. AWS Budgets 

C. Amazon CloudWatch 

D. AWS Cost Anomaly Detection 

Correct Answer: D 

D " AWS Cost Anomaly Detection is an AWS cost management feature that uses machine learning to continually
monitor your cost and usage to detect unusual spends." ref
https://docs.aws.amazon.com/wellarchitected/latest/managementand-governance-guide/aws-cloud- financial-
management-services-and-tools.html 

 

QUESTION 6

The continual reduction of AWS Cloud pricing is due to: 

A. pay-as-you go pricing 

B. the AWS global infrastructure 

C. economies of scale 

D. reserved storage pricing 

Correct Answer: C 

Reference: https://read.acloud.guru/there-are-four-reasons-to-explain-how-using-aws-can-change-the-economic-model-
of-the-it-services-850dcc8ea1aa?gi=3bcf6cd0e1e2 
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QUESTION 7

Which IT controls do AWS and the customer share, according to the AWS shared responsibility model? (Choose two.) 

A. Physical and environmental controls 

B. Patch management 

C. Cloud awareness and training 

D. Zone security 

E. Application data encryption 

Correct Answer: BC 

B and C according to aws: 

Shared Controls ?Controls which apply to both the infrastructure layer and customer layers, but in completely separate
contexts or perspectives. In a shared control, AWS provides the requirements for the infrastructure and the customer
must 

provide their own control implementation within their use of AWS services. Examples include: 

Patch Management ?AWS is responsible for patching and fixing flaws within the infrastructure, but customers are
responsible for patching their guest OS and applications. Configuration Management ?AWS maintains the configuration
of its 

infrastructure devices, but a customer is responsible for configuring their own guest operating systems, databases, and
applications. Awareness and Training- AWS trains AWS employees, but a customer must train their own employees. 

 

QUESTION 8

Which AWS service enables users to securely connect to AWS resources over the public internet? 

A. Amazon VPC peering 

B. AWS Direct Connect 

C. AWS VPN 

D. Amazon Pinpoint 

Correct Answer: A 

Reference: https://d1.awsstatic.com/whitepapers/aws-security-whitepaper.pdf (36) 

 

QUESTION 9

Which of the following are benefits of migrating to the AWS Cloud? (Choose two.) 

A. Operational resilience 
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B. Discounts for products on Amazon.com 

C. Business agility 

D. Business excellence 

E. Increased staff retention 

Correct Answer: AC 

Ref: https://www.easydeploy.io/blog/benefits-of-aws-migration/ 

 

QUESTION 10

A company is designing its AWS workloads so that components can be updated regularly and so that changes can be
made in small, reversible increments. Which pillar of the AWS Well-Architected Framework does this design support? 

A. Security 

B. Performance efficiency 

C. Operational excellence 

D. Reliability 

Correct Answer: C 

https://wa.aws.amazon.com/wellarchitected/2020-07-02T19-33-23/wat.pillar.operationalExcellence.en.html 

 

QUESTION 11

A company needs to identify personally identifiable information (PII), such as credit card numbers, from data that is
stored in Amazon S3. Which AWS service should the company use to meet this requirement? 

A. Amazon Inspector 

B. AWS Shield 

C. Amazon GuardDuty 

D. Amazon Macie 

Correct Answer: D 

Macie automatically detects a large and growing list of sensitive data types, including personally identifiable information
(PII) such as names, addresses, and credit card numbers. It also gives you constant visibility of the data security and
data privacy of your data stored in Amazon S3. 

 

QUESTION 12

What is the primary use case for Amazon GuardDuty? 
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A. Prevention of DDoS attacks 

B. Protection against SQL injection attacks 

C. Automatic monitoring for threats to AWS workloads 

D. Automatic provisioning of AWS resources 

Correct Answer: C 

"Amazon GuardDuty is a threat detection service that continuously monitors your AWS accounts and workloads for
malicious activity and delivers detailed security findings for visibility and remediation." 

 

QUESTION 13

What is an AWS Region? 

A. A broad set of global, cloud-based products that include compute, storage, and databases 

B. A physical location around the world where data centers are clustered 

C. One or more discrete data centers with redundant power, networking, and connectivity 

D. A service that developers use to build applications that deliver latencies of single-digit milliseconds to users 

Correct Answer: B 

AWS has the concept of a Region, which is a physical location around the world where we cluster data centers. We call
each group of logical data centers an Availability Zone. Each AWS Region consists of multiple, isolated, and physically
separate AZs within a geographic area. 

 

QUESTION 14

Which AWS services can a company use to achieve a loosely coupled architecture? (Choose two.) 

A. Amazon Workspaces 

B. Amazon Simple Queue Service (Amazon SQS) 

C. Amazon Connect 

D. AWS Trusted Advisor 

E. AWS Step Functions 

Correct Answer: BE 

 

QUESTION 15

Which AWS service provides a virtual desktop solution? 
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A. Amazon EC2 

B. AWS Elastic Beanstalk 

C. AWS Systems Manager 

D. Amazon Workspaces 

Correct Answer: D 
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