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QUESTION 1

Alibaba Cloud CloudMonitor is a service that monitors Alibaba Cloud resources and Internet applications. Which of the
following statements about CloudMonitor is accurate\\'? 

A. CloudMonitor cannot be used through the Alibaba Cloud console 

B. CloudMonitor must be independently bought and paid for activation 

C. CloudMonitor can monitor websites that are not deployed in Alibaba Cloud products. 

D. To use CloudMonitor for ECS monitoring, there no agent needs to be installed in ECS. 

Correct Answer: C 

 

QUESTION 2

Alibaba Cloud WAF cannot protect against large traffic DDoS attacks which can be solved by Alibaba Cloud Ant-DDoS
Service. 

A. True 

B. False 

Correct Answer: A 

 

QUESTION 3

You applied for an SSL certificate through Alibaba Cloud\\'s SSL Certificates Service During the application, 

you selected "Manual" at the "CSR "" step. You now want to install your certificate on a server running 

Apache. 

What must you do? 

A. You must revoke your certificate and re-apply, this time choosing "Automatic" at the "CSR Generation" step.
Otherwise, the SSL certificate cannot be downloaded 

B. You can download a crt file of type "Other" from the SSL Certificates Service console, then use openssl to convert
this file to pfx format for use with Apache 

C. SSL Certificates Service doesn\\'t support the type of certificates needed by Apache. They cannot be used together 

D. You can use the "generate pfx file" function built into the SSL Certificates Service to manually generate and
download the pfx file needed by Apache 

Correct Answer: D 
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QUESTION 4

You have set an alert policy for the disk usage of an ECS instance by using Alibaba Cloud CloudMonitor Each
measurement cycle lasts for 5 minutes, during which the average disk usage is measured If the average disk usage
exceeds 80% for five consecutive measurement cycles, an alert will be reported After your average disk usage exceeds
80%, how long will it take to receive an alert with the best case scenario? 

A. 30 minutes 

B. 0 minutes 

C. 40 minutes 

D. 20 minutes 

Correct Answer: A 

 

QUESTION 5

Various profit-oriented hacker groups exist on the Internet. They control a large number of server resources and can
launch network attacks against a target server at any time Among those, one type of attack is common and destructive,
which completely consumes resources of the target server so that normal customers cannot connect to the server.
Which of the following belongs to this type of attack? 

A. XSS attack 

B. Webshell attack 

C. DDoS attack 

D. SQL injection 

Correct Answer: C 

 

QUESTION 6

After you install the Alibaba Cloud Security center agent on a non with your Alibaba Cloud account*? 

A. The user name and password 

B. Your AccessKey 

C. Your account ID 

D. The installation verification key generated on the console 

Correct Answer: B 

 

QUESTION 7

After a customer uses Alibaba Cloud Anti-DDoS Premium Service, a 502 error is prompted. Which of the followings are
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the possible causes of the error? (Number of correct answers 3) 

A. Network congestion or jitter occurred 

B. The IP address of the origin site is exposed and suffered an attack 

C. The service was configured using the IP address method instead of the CI 

D. The Anti-DDoS Service IP range was not released As a result, the origin site is blocked. 

Correct Answer: ABD 

 

QUESTION 8

Alibaba Cloud Security Center provides patch management service, where are the patches published from? 

A. Contributed by netizens from open-source communities 

B. Officially published by operating system vendors 

C. Officially published by application vendors 

D. Developed by Alibaba Cloud 

Correct Answer: A 

 

QUESTION 9

Alibaba Cloud Security\\'s Data R.sk Control can effectively resolve junk registration, database hacking, and other
service risk identification problems To use this service. you need to first collect service data. Which of the following
methods can be used to collect information off Web application systems? 

A. JavaScript 

B. SDK 

C. JavaScript, SDK 

D. HTML5 

Correct Answer: A 

 

QUESTION 10

User A is the system administrator of a company, who often takes business trips to Shanghai Each time when he
remotely logs on to the Shanghai an alert is reported, prompting "Someone is remotely logging on to the server Please
pay attention to your server security" Which of the following methods can be used to quickly and automatically resolve
this issue? 

A. Open a ticket immediately to consult Alibaba Cloud engineers 
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B. Log on to the Alibaba Cloud Security Center, and add a frequent logon location to the configuration item of Security
Center. 

C. Ask the company leaders for help 

D. Call a friend, who is a famous hacker in the industry, for help. 

Correct Answer: B 

 

QUESTION 11

Border Gateway Protocol (BGP) is mainly used for interconnection between autonomous systems (AS) on the Internet
It. Controlling route transmission and selecting the best route Alibaba Cloud uses a BGP multi-line access mechanism
for all its IDCs in China. Which of the followings are advantages of a BGP multi-line IDC? (Number of correct answers
2) 

A. Larger bandwidth 

B. High-speed interconnection 

C. Low bandwidth cost 

D. Elimination of access barriers between North China and South China because China is big and North China and
South China has different telecom operators 

Correct Answer: BD 

 

QUESTION 12

Users can detach the Security Center client on Alibaba Cloud ECS instances, and reinstall it later when necessary. 

A. True 

B. False 

Correct Answer: A 

 

QUESTION 13

A customer built his website on Alibaba Cloud- To defend against Web attacks he activated Alibaba Cloud WAF
However, a week later, the customer finds that his website has suffered intrusion. Which of the following actions should
he take to ensure that WAF functions correctly and enhance system security? (Number of correct answers: 4) 

A. Use Security Center to remove Trojans and fix vulnerabilities 

B. Delete all snapshots and clear the server 

C. Secure other HTTP services on the ECS instance using WAF 

D. Configure a security group for the ECS instance. 
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E. Check whether or not the DNS resolution results point to the WAF address 

F. Resolve the website domain name to the site s source IP address 

Correct Answer: ACDE 

 

QUESTION 14

Cloud computing service security requires the joint effort of the cloud service supplier (such as Alibaba Cloud),
independent software vendor (ISV), and users The failure of any party to fulfill their responsibilities may lead to security
risks. Which of the following are the responsibilities of the cloud computing service users? (Number of correct answers
2) 

A. Ensure multi-channel power supply in the Cloud data center 

B. Provide security protection for physical infrastructure 

C. Regularly change the service system password 

D. Strengthen information security management in the company to prevent sensitive information leakage 

Correct Answer: CD 

 

QUESTION 15

Before using the HTTPS protection feature in Alibaba Cloud WAF, you must upload the server certificate and private
key beforehand. 

A. True 

B. False 

Correct Answer: A 
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