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QUESTION 1

Which four actions can be applied to traffic matching a URL Filtering Security Profile? (Choosefour.)
A. Reset Client

B. Override

C. Continue

D. Reset Server

E. Block

F. Alert

Correct Answer: BCEF

QUESTION 2

With IKE Phase 1, each device is identified to the other by a Peer ID. In most cases, the Peer ID is just the public IP
address of the device. In situations where the public IP address is not static, the Peer ID can be a text value.

A. True
B. False

Correct Answer: A

QUESTION 3

Which fields can be altered in the default Vulnerability profile?
A. Severity

B. Category

C.CVE

D. None

Correct Answer: D

QUESTION 4
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Taking into account only the information in the screenshot above, answer the following question:

A span port or a switch is connected to el/4, but there are no traffic logs. Which of the following conditions most likely
explains this behavior?

A. The interface is not assigned a virtual router.
B. The interface is not assigned an IP address.
C. The interface is not up.

D. There is no zone assigned to the interface.

Correct Answer: D

QUESTION 5

In an HA configuration, which three components are synchronized between the pair of firewalls? (Choose three.)
A. logs

B. objects

C. policies

D. networks

Correct Answer: BCD

QUESTION 6

When setting up GlobalProtect, what is the job of the GlobalProtect Portal? Select the best answer

A. To maintain the list of remote GlobalProtect Portals and list of categories for checking the client machine
B. To maintain the list of GlobalProtect Gateways and list of categories for checking the client machine

C. To load balance GlobalProtect client connections to GlobalProtect Gateways

D. None of the above
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Correct Answer: B

QUESTION 7

A "Continue" action can be configured on which of the following Security Profiles?
A. URL Filtering and File Blocking

B. URL Filtering only

C. URL Filtering, File Blocking, and Data Filtering

D. URL Filtering and Anti-virus

Correct Answer: A

QUESTION 8

Besides selecting the Heartbeat Backup option when creating an ActivePassive HA Pair, which of the following also
prevents "SplitBrain"?

A. Creating a custom interface under Service Route Configuration, and assigning this interface as the backup HAZ2 link.
B. Under "Packet Forwarding", selecting the VR Sync checkbox.

C. Configuring an independent backup HAL link.

D. Configuring a backup HAZ2 link that points to the MGT interface of the other device in the pair.

Correct Answer: D

QUESTION 9

With IKE, each device is identified to the other by a Peer ID. In most cases, this is just the public IP address of the
device. In situations where the public ID is not static, this value can be replaced with a domain name or other text value

A. True
B. False

Correct Answer: A

QUESTION 10

Traffic going to a public IP address is being translated by your PANW firewall to your web server\\'s private IP. Which IP
should the Security Policy use as the "Destination IP" in order to allow traffic to the server.

A. The server\\'s public IP
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B. The firewall\\'s gateway IP
C. The server\\'s private IP
D. The firewall\\'s MGT IP

Correct Answer: A

QUESTION 11

An interface in tap mode can transmit packets on the wire.
A. True

B. False

Correct Answer: B

QUESTION 12

What will the user experience when browsing a Blocked hacking website such as www.2600.com via Google
Translator?

A. The URL filtering policy to Block is enforced

B. It will be translated successfully

C. It will be redirected to www.2600.com

D. User will get "HTTP Error 503 - Service unavailable" message

Correct Answer: A

QUESTION 13

When employing the Brightcloud URL filtering database on the Palo Alto Networks firewalls, the order of checking within
a profile is:

A. Block List, Allow List, Custom Categories, Cache Files, Predefined Categories, Dynamic URL Filtering
B. Block List, Allow List, Cache Files, Custom Categories, Predefined Categories, Dynamic URL Filtering
C. Dynamic URL Filtering, Block List, Allow List, Cache Files, Custom Categories, Predefined Categories
D. None of the above

Correct Answer: A

QUESTION 14
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Which three interface types can control or shape network traffic? (Choose three.)
A. Layer 2

B. Tap

C. Virtual Wire

D. Layer 3

Correct Answer: ABD

QUESTION 15

What are two sources of information for determining if the firewall has been successful in communicating with an
external User-ID Agent?

A. System Logs and the indicator light under the User-ID Agent settings in the firewall
B. There\\'s only one location - System Logs

C. There\\'s only one location - Traffic Logs

D. System Logs and indicator light on the chassis

Correct Answer: A
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