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QUESTION 1

An administrator is decommissioning a company\\'s old accounting system and will be sending all the hardware to an off-
site recycler. Which of the following is the BEST method for the administrator to ensure no company data will be
exposed before sending drives to the recycler? 

A. Delete both the files and the folders from the hard drives, and then send them to the recycler 

B. After logging out and powering down the server, send the drives to the recycler 

C. Format all drives using the OS, and then send the drives to the recycler 

D. Physically destroy the drives, and then send the drives to the recycler 

Correct Answer: D 

 

QUESTION 2

A server has recently been configured as a network firewall. After the firewall was configured, users could no longer
access a remote server. Which of the following, if properly configured on the firewall, will allow users to have secure
access to the remote server? (Select TWO). 

A. Allow TCP port 21 

B. Allow TCP port 22 

C. Allow TCP port 23 

D. Allow TCP port 25 

E. Allow TCP port 161 

F. Allow TCP port 3389 

Correct Answer: BF 

 

QUESTION 3

A new server comes with four CPU sockets. Which of the following describes how many dual-core microprocessors will
fit on this server? 

A. 1 

B. 2 

C. 4 

D. 8 

Correct Answer: C 
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QUESTION 4

An employee is working from home and has to dial into the system. The employee is able to connect to the network but
is unable to authenticate. Which of the following is MOST likely offline? 

A. Router 

B. RADIUS server 

C. DHCP server 

D. Firewall 

Correct Answer: B 

 

QUESTION 5

A server administrator was hired by a company to manage and maintain 20 Windows-based servers in five geographical
locations. The server administrator is going to run patches manually to ensure they are applied, which would address
some major security-related items. Which of the following methods would MOST likely be the way to handle this task? 

A. Physically go to each server 

B. Schedule automatic patching 

C. Use the management interface on the server 

D. Use RDP to log into each server 

Correct Answer: D 

 

QUESTION 6

When looking at an organization\\'s file server configuration, an IT manager determines that several outages are tied to
a lack of redundancy in the disk controller configuration. Which of the following features would the IT manager look for in
a new configuration to correct this? 

A. Disk shadowing 

B. RAID 0 

C. Remote journaling 

D. Electronic vaulting 

E. Disk duplexing 

Correct Answer: E 
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QUESTION 7

A server administrator implements external storage for a file server. At a later time, another administrator wants to
extend this storage to a second server but is unable to connect to two servers simultaneously. Which of the following
storage types was implemented by the first administrator? 

A. DAS 

B. NAS 

C. VSAN 

D. SAN 

Correct Answer: A 

 

QUESTION 8

A company utilizes the GFS backup standard. Which of the following describes this backup method? 

A. Greatest, Final, Sequential 

B. Full, Partial, Incremental 

C. Monthly, Weekly, Daily 

D. Full, Differential, Incremental 

Correct Answer: C 

 

QUESTION 9

A network administrator is tasked to set up zoning for a SAN infrastructure that requires redundancy. Which of the
following types of hardware should the administrator implement? 

A. Multiple VLANs 

B. Multiple host nodes 

C. Multiple HBAs 

D. Multiple routers 

Correct Answer: C 

 

QUESTION 10

A server technician is updating the operating system on a server. Currently, the server is running the following services:
DHCP WINS DNS HTTP The updated server will be used to allow clients to access Web services, resolve host names
to IP addresses for mobile iOS clients, and provide network access to thin clients running a Linux operating system.
Which of the following services can be removed? 
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A. DHCP 

B. WINS 

C. DNS 

D. HTTP 

Correct Answer: B 

 

QUESTION 11

A server technician needs to access a remote Unix server for administration. The technician has requested that ports
23, 25, and 161 be opened on the router. After the ports are opened, the technician is still unable to connect to the Unix
server. Which of the following ports should be opened on the server to allow for remote administration? 

A. TCP 21 

B. TCP 22 

C. UDP 69 

D. TCP 3389 

Correct Answer: B 

 

QUESTION 12

A server administrator is updating the kernel for servers during the middle of the work day. After defining the steps
required to perform this scope of work, which of the following would be the NEXT step needed to complete this task? 

A. Perform the system updates 

B. Determine MTTR 

C. Request an impact analysis report 

D. Schedule time to perform updates 

Correct Answer: D 

 

QUESTION 13

When using multifactor authentication, which of the following describes something you have? 

A. An ID card 

B. A PIN 

C. A fingerprint 
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D. An access list 

Correct Answer: A 

 

QUESTION 14

A company implements a cold site for disaster recovery purposes due to a risk of hurricanes at its headquarters
location. Which of the following BEST describes why the company chose to use a cold site? 

A. Cold sites have fewer hurricanes than warm or hot sites. 

B. A hot or warm site would have a higher MTTR than a cold site 

C. Cold sites are the easiest to implement in the event of a disaster 

D. A hot or warm site would have higher setup and ongoing costs 

Correct Answer: D 

 

QUESTION 15

A server administrator is implementing disk redundancy in all database servers. Which of the following RAID
configurations should the administrator use so that a MINIMUM number of disks are required? 

A. RAID 0 

B. RAID 1 

C. RAID 5 

D. RAID 6 

Correct Answer: B 
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