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QUESTION 1

You are site surveying a network for VoWiFi. You have positioned an AP for a manual survey and are moving away
from the AP with a phone in Survey Mode in your hand and you are reading the RSSI value of the signal received from
the AP. You have previously determined that the noise floor was approximately -94 dBm on this floor of the building.
The phone\\'s documentation does not specify a recommended RSSI or SNR value for best performance. Based on the 

information provided and the type of device (VoWiFi phone) you are deploying, what minimum RSSI should you plan for
in all areas you are monitoring and where VoWiFi service is desired? 

A. -75 dBm 

B. -72 dBm 

C. -67 dBm 

D. -62 dBm 

E. -58 dBm 

Correct Answer: C 

 

 

QUESTION 2

When performing an indoor predictive site survey to make the WLAN planning and design cycle more efficient, what is a
best practice for configuration of the simulated APs in the predictive modeling software? 

A. All simulated APs should be set to 20 MHz channels only. 

B. Always use the default 2.2 dBi omnidirectional antenna patterns for simulated APs. 

C. If dynamic RRM will be used, AP transmit power should be set to an estimated average level of the expected client
devices, such as 25 mW. 

D. Defining custom AP and antenna patterns will yield more accurate prediction data than the pre- configured vendor
AP/antenna combinations. 

Correct Answer: C 

 

QUESTION 3

Given: You are evaluating the theoretical and real-world RF gain benefits of transmit and receive features introduced by
802.11n with MIMO. This exercise allows you to quantify the feature\\'s value in a real-world environment. 

What is the maximum theoretical signal gain of chip-based TxBF and MRC (as features) when compared to the same
AP using only a single antenna for transmit and receive (effectively simulating a 1x1 chip)? 

A. 2 Rx or Tx chains = 3 dBi gain 3 Rx or Tx chains = approx 5 dBi gain 4 Rx or Tx chains = 6 dBi gain 
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B. 2 Rx or Tx chains = 1 dBi gain 3 Rx or Tx chains = 2 dBi gain 4 Rx or Tx chains = 3 dBi gain 

C. 2 Rx or Tx chains = 3 dBi gain 3 Rx or Tx chains = 6 dBi gain 4 Rx or Tx chains = 9 dBi gain 

D. 2 Rx or Tx chains = approx 4-6.5 dBi gain 3 Rx or Tx chains = approx 7-10 dBi gain 4 Rx or Tx chains = approx
10-12 dBi gain 

E. The theoretical gains offered by each additional radio are different for TxBF and MRC. 

Correct Answer: A 

 

QUESTION 4

An associated STA detects a new BSS with the same SSID as the STA\\'s current BSS. The new BSS uses a different
IP subnet than the current BSS. If the STA is configured to use 802.1X/EAP preauthentication, what is likely to occur? 

A. The STA will not attempt to preauthenticate because the new BSS uses a different IP subnet. 

B. The STA will attempt to preauthenticate, but fail because the new BSS uses a different data-link broadcast domain. 

C. The STA will attempt to preauthenticate and succeed if DHCP is supported on the new subnet. 

D. The STA will attempt to preauthenticate and succeed if IP Mobility is enabled on the AP or WLAN controller. 

E. The STA will attempt to preauthenticate and succeed if the current AP has shared its cached PMK. 

Correct Answer: B 

 

QUESTION 5

Your customer location is equipped with DAS, originally deployed to relay a GSM signal indoors and provide 802.11
data coverage to static stations. What type of wireless application would be least likely to be supported by this RF
distribution model? 

A. On-demand video streaming over wireless 

B. Data connection with frequent roaming 

C. Location-based services for wireless assets or RFID tags 

D. VoWLAN if the codec is G.729. 

E. FTP over implicit TLS/SSL 

Correct Answer: C 

 

QUESTION 6

Given: A WLAN controller is connected to ABC Company\\'s core layer 3 Ethernet switch with an IEEE 802.1Q trunk
connection. The WLAN controller\\'s native VLAN is VLAN 6 and its IP address is 10.0.14.2 /24. Lightweight APs
supporting centralized forwarding are connected to the network on VLANs 7, 8, and 9, and they each build a layer 3
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tunnel back to the WLAN controller\\'s IP address. The dynamically assigned IP addresses received by each AP from a
DHCP server will be . 

A. Associated with the VLAN on which they are connected. 

B. Associated with the native VLAN of the WLAN controller. 

C. Associated with VLAN 1, the default VLAN for new APs 

D. Associated with a non-routable VLAN until the MAC address of the AP is removed from the controller\\'s MAC filter 

Correct Answer: A 

 

 

QUESTION 7

To achieve a 450 Mbps MCS, what 802.11n features (from the numbered list below) are required? 

1.

 Frame aggregation 

2.

 Short GI 

3.

 40 MHz channels 

4.

 2 spatial streams 

5.

 3 spatial streams 

6.

 Transmit beamforming (TxBF) 

A. 1, 2, 3, 4 

B. 1, 2, 3, 5 

C. 1, 2, 3, 4, 6 

D. 1, 2, 3, 5, 6 

E. 2, 3, 4 

F. 2, 3, 5 
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Correct Answer: F 

 

 

QUESTION 8

ABC Manufacturing has a heavily-used dual-band (2.4 / 5 GHz) WLAN, but sporadic RF interference across the 2.4
GHz band is causing dropped VoWiFi calls and leading to data connectivity and throughput problems. 
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What steps should ABC Manufacturing take to most effectively remedy this problem? 

A. Solution 1 

B. Solution 2 
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C. Solution 3 

D. Solution 4 

Correct Answer: B 

 

 

QUESTION 9

One of your customers plans on providing wireless coverage to a warehouse facility. After performing an initial
walkthrough, you collect the following information: 

- The central part of the warehouse is between 400 and 600 feet (122 to 183 meters) from the warehouse switches
mounted on the walls. 

-The warehouse map was provided by the customer and is displayed in the exhibit. 

-

 The warehouse storage is composed of metallic racks with varying inventory levels and contents, from electronics and
plastic toys to food pallets and juice bottles. 

-

 Workers need basic data coverage from their working location, and are not highly mobile. They usually work from one
single aisle, and their laptop is on a cart with wheels. 
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What would be your recommendation to provide coverage to the central area (indicated by a blue circle) of the
warehouse? 

A. Equip workers laptops with a directional antenna and install APs less than 328 feet (100m) away from the switch. 

B. In this case, extend the cable length just beyond 328 feet (100 m) and position APs as close as possible to the
central area of the warehouse. 

C. Position APs along the walls, and equip the APs with Yagi antennas to cover the central area. 

D. Install APs for client access in the central area and use a mesh backhaul link to connect to the DS. 

Correct Answer: D 
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QUESTION 10

Given: For this fill-in the blank question, each answer option contains an answer for the first and second blanks,
separated by a dash "--". Choose the answer option that correctly fills in both blanks in the following sentence. 

A WLAN may use 802.11 admission control to________, and admission control requirements are configured separately
for each________ 

A. Block stations with inadequate security parameters -- SSID 

B. Identify voice-enabled wireless devices -- AP radio (that is, 2.4 GHz or 5 GHz) 

C. Regulate the available bandwidth resources -- Access Category 

D. Mark ingress and egress frames with priority values -- TCP/IP port 

E. Administer VoWiFi use policy -- VLAN 

Correct Answer: C 

 

 

QUESTION 11

In a PC-based spectrum analyzer, what data chart identifies the overall RF utilization of a specific frequency in the
environment being surveyed? 

A. FFT Max Hold 

B. FFT Average 

C. Swept Spectrogram 

D. Duty cycle 

E. Sweep Time 

F. Bandwidth resolution 

Correct Answer: D 

 

QUESTION 12

During a post-deployment verification, you are requested to troubleshoot an area where users are experiencing poor
throughput. They are using data communication only, mainly from laptops. You captured the frame displayed in the
exhibit from the location where problems are reported. This frame is typical of those that were captured by the analyzer. 
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What does this frame reveal about the RF network in this area? 

A. One station seems to be streaming video, thus may have reserved significant bandwidth via admission control 

B. Contention Free is in place in this network, which may starve some non-QoS stations from access 

C. Multipath or excessive collisions seem to be an issue in this area 

D. The AP seems to be too far to provide enough coverage to this area 

E. Stations are using null data frames as protection mechanisms to reserve the medium 

F. The station that sent this frame is causing a DoS attack by using extended Duration values 

Correct Answer: C 

 

 

QUESTION 13
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Given: As the wireless network administrator for XYZ Company, you are planning to upgrade your aging wireless
network infrastructure, as well as some clients, to support 802.11n. In your research, you have discovered that your new
wireless client devices and infrastructure are 802.11n, WMM, and WMM-PS certified by the Wi-Fi Alliance. Some of
your existing client devices are 802.11a/b/g devices that do not support WMM. 

Given this information, what scenario is possible when your company\\'s employees begin using both types of client
devices on the new WLAN? 

A. All WMM-PS certified client devices will be prevented from utilizing WMM-PS features until all stations in use on the
wireless medium are WMM-PS certified. 

B. The WLAN infrastructure will set the dozing times of the WMM-PS certified client devices based upon their WMM
access category, while the non-WMM-PS client devices will continue to use PS- Poll frames. 

C. Performance and battery life will be inconsistent between WMM-PS and non-WMM-PS client devices when used with
applications that support WMM-PS. 

D. WMM-PS enabled APs will allow both WMM-PS and non-WMM-PS stations to use the trigger- and-delivery
mechanism, but WMM-PS stations will get priority. 

E. When all STAs are using Power Save features, WMM-PS STAs will experience poor performance due to PS
protection mechanisms. 

Correct Answer: C 

 

QUESTION 14

In a centralized WLAN architecture, what new problem may arise when you change the data forwarding model from
centralized to distributed? (Choose 2) 

A. APs that were designed for a centralized forwarding model may not support all features in distributed forwarding
mode. 

B. The Ethernet switch ports to which APs are connected may need to be reconfigured to support VLAN tagging and
QoS at the network edge. 

C. All RRM controls will also need to be distributed to a master AP that acts as a channel and transmit power arbiter for
other APs in the ESS. 

D. Centralized control functions, such as key management and distribution, RRM, and load balancing will no longer be
supported. 

E. APs will not have the processing capabilities to support AES-CCMP, so TKIP will be the recommended encryption
method. 

Correct Answer: AB  

 

QUESTION 15

Given: Use the exhibit as a reference. ABC Company has a WLAN controller with 10 controller- based APs; the Voice
SSID is configured for centralized data forwarding. Each AP is connected to an access port on a layer-2 Ethernet
switch. Each layer-2 switch is uplinked to a single layer-3 core Ethernet switch. The WLAN controller is connected
directly to the layer-3 core Ethernet switch. Layer-3 tunnels are created between all controller-based APs and the WLAN
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controller. A voice server is connected to the layer-3 Ethernet switch. 

When a voice-enabled QoS STA sends an IP data packet to a voice server in this scenario, the DSCP value carried in
the STA\\'s IP data packet gets mapped to what and by which device? 

A. The DSCP value is mapped to an IEEE 802.1Q priority tag value by the WLAN controller. 

B. The DSCP value is mapped to the DSCP value in the encapsulating IP header by the layer-3 switch. 

C. The DSCP value is mapped to an IEEE 802.1p (802.1D-2004) UP value by the access point. 

D. The DSCP value is mapped to an IEEE 802.1Q VLAN tag by the access point. 

E. The DSCP value is mapped to the VLAN ID by the layer-2 Ethernet switch. 

Correct Answer: A 
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