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QUESTION 1

Which of the following policies would Joe, a user, have to agree to when he brings in his personal tablet to connect to
the company\\'s guest wireless Internet? 

A. NDA 

B. IRP 

C. BYOD 

D. SLA 

Correct Answer: C 

 

QUESTION 2

Jeff, a network technician, is installing a wireless router. Which of the following should Jeff consider to get the BEST
signal strength? 

A. WAP placement 

B. PoE devices 

C. MAC filtering 

D. Encryption type 

Correct Answer: A 

 

QUESTION 3

A network administrator wants to narrow the scope of a subnet to two usable IP addresses within a class C network.
Which of the following is the correct CIDR notation? 

A. 10.10.50.0/30 

B. 172.16.20.0/30 

C. 192.1.0.124/30 

D. 192.168.0.192/24 

E. 192.170.10.0/24 

Correct Answer: C 

 

QUESTION 4
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A network technician directly connected two laptops together via 802.11 protocol. Under which of the following network
topologies are the laptops operating? (Choose two.) 

A. Bus 

B. Ad hoc 

C. Point-to-point 

D. Point-to-multipoint 

E. Star 

F. Mesh 

G. Ring 

Correct Answer: AC 

 

QUESTION 5

A network technician has unable to make a from a datacenter. The technician attempts to use the cables to connect
desktops to the network without success. Which of the following is MOST likely the issue? 

A. The cables have an incorrect pin out 

B. The cables UTP instead of STP. 

C. The cables are 6 instead of Cat 5. 

D. The cables plenum rated. 

Correct Answer: D 

 

QUESTION 6

A network technician needs to configure a device with an embedded OS so it can be connected to a wireless handheld
scanner. Which of the following technologies should be configured on the OS to create the wireless connection? 

A. Partial mesh 

B. Ad hoc 

C. Ring 

D. Bus 

Correct Answer: B 

 

QUESTION 7
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A network manager is drafting a document mat outlines what employees can and cannot do when using personal tablets
that are connected to the network. Which of the following is the manager drafting? 

A. An AUP policy 

B. A BYOD policy 

C. A DLP policy 

D. An NDA policy 

Correct Answer: A 

 

QUESTION 8

A document outlining the types of actions allowed on the corporate network would be BEST defined as an: 

A. AUP. 

B. NDA. 

C. MOU. 

D. MOA. 

Correct Answer: A 

 

QUESTION 9

A UTM is deployed on the external edge of the main corporate office. The office connects to the WAN port of the edge
router. The edge router at the main office connects to the remote offices using GRE IPSec tunnels. A network
administrator notices that a worm that was not detected by the UTM has spread from the remote sites into the corporate
network. The UTM currently has traffic rules applied that should block the port used by the worm. Which of the following
steps would MOST likely correct this issue? 

A. Move the UTM onto the LAN side of the network 

B. Enable TLS inspection on the UTM 

C. Enable stateful inspection on the UTM 

D. Configure the UTM to deny encrypted files from being transferred 

Correct Answer: C 

 

QUESTION 10

Company A has leased a second office located two floors below its main office. Company B is located on the floor in
between Company A\\'s office and is performing research on electromagnetic fields. The core switch at the MDF is
connected to the switch at the IDF with a 131ft (40m) Cat 6 UTP cable. Both gigabit switches support Cat 7a and have
SFP ports available. Company A\\'s second office has reported intermittent issues with slow and sometimes dropped
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connections to the main office network. Which of the following steps will MOST likely resolve the connectivity issues?
(Choose two.) 

A. Connect the switches using an 802.11ac bridge. 

B. Connect the switches with a fiber cable via SFP. 

C. Connect the switches with a Cat 6 STP cable. 

D. Connect the switches with a Cat 7a UTP cable. 

E. Connect the switches using a plenum-rated Cat 7a UTP cable. 

F. Connect the switches using a gigabit powerline adapter. 

Correct Answer: BE 

 

QUESTION 11

A technician has installed a Linux server in the tax office. The server can access most of the resources on the network,
but it cannot connect to another server that has a share for backup. The technician learns that the target server is on a
different subnet. Which of the following tools should the technician use to ensure the Linux server can reach the backup
location? 

A. netstat 

B. traceroute 

C. route 

D. dig 

E. ifconfig 

Correct Answer: B 

 

QUESTION 12

When connecting to a network device through a remote connection for configuration purposes, which of the following
protocols is MOST secure? 

A. SFTP 

B. SSH 

C. SNMPv1 

D. LDAPS 

Correct Answer: B 
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QUESTION 13

Users are reporting that the company website is responding. A technician performs the following steps: 

1.

 Pings the loopback address 

2.

 Pings the default gateway 

3.

 Pings the DNS server 

4.

 Pings the IP address of the web server 

All tests are successful, but users still report the server is unreachable. The technician next performs an nslockup and
receives the proper server IP address. Which of the following would cause the website to be unreachable? 

A. Unresponsive service 

B. Incorrect gateway 

C. Name not resolving 

D. Rogue DHCP server 

E. DNS forward lookup error 

Correct Answer: A 

 

 

QUESTION 14

A network technician is helping an end user who is working on a spreadsheet for a very important client. The client can
see the file on the remote share but is not able to open the document to print it. This issue is associated with which of
the following OSI layers? 

A. Layer 2 

B. Layer 3 

C. Layer 6 

D. Layer 7 

Correct Answer: D 
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QUESTION 15

A network technician wants to remotely and securely access the desktop of a Linux workstation. The desktop is running
remote control software without encryption. Which of the following should the technician use to secure the connection? 

A. SSH in tunnel mode 

B. RDP set to console connection 

C. EAP-PEAP 

D. SFTP 

Correct Answer: A 
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