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QUESTION 1

What are three valid Juniper Networks IPS attack object types? (Choose three.)
A. signature

B. anomaly

C. trojan

D. virus

E. chain

Correct Answer: ABE

QUESTION 2

You need to implement Junos Screen options to protect traffic coming through the ge-0/0/0 and ge-0/0/1 interfaces

which are located in the trust and DMZ zones, respectively.
Where would you enable the Junos Screen options?

A. in the trust and DMZ zone settings

B. on the ge-0/0/0 and ge-0/0/1 interfaces

C. in a security policy

D. in the global security zone settings

Correct Answer: A

QUESTION 3

Which two statements regarding screens on SRX Series devices are correct? (Choose two.)
A. Reconnaissance screens associated with IP options are applicable to IPv4 and IPv6.

B. Packets detected by one screen are not evaluated by subsequent screens.

C. Packets detected by one screen are still evaluated by subsequent screens.

D. Reconnaissance screens associated with IP options are applicable to IPv4 only.

Correct Answer: BD

QUESTION 4
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Which two statements are correct regarding the cluster ID? (Choose two.)

A. You can have up to 15 unique cluster IDs on a single chassis cluster device.

B. The cluster ID value of 0 indicates that this is the primary chassis cluster on this device.
C. The cluster ID is used to calculate the reth interface\\'s virtual MAC addresses.

D. You must reboot both nodes if you change the cluster ID value.

Correct Answer: CD

QUESTION 5

Click the Exhibit button.

Besgsion ID: 109, Policy name: pooll-to-poolZ, Timeout: 2

In: 172.20.201.10/5 —>= 172.20.101.10/610585;icmp, If: ge-0/0/4.201
cut: 172.20.101.10/61055 —> 172.20.101.5/5;icmp, If: ge—0/0/4. 101

Which type of NAT is being used in the exhibit?

A. no NAT

B. destination NAT

C. source NAT

D. port address translation (PAT)

Correct Answer: C

QUESTION 6

Which two configuration elements are required for a route-based VPN? (Choose two.)
A. secure tunnel interface

B. security policy to permit the IKE traffic

C. a route for the tunneled transit traffic

D. tunnel policy for transit traffic referencing the IPsec VPN

Correct Answer: AC

QUESTION 7

Which three functions are provided by the Junos OS for security platforms? (Choose three.)
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A. VPN establishment

B. stateful ARP lookups

C. Dynamic ARP inspection

D. Network Address Translation

E. inspection of packets at higher levels (Layer 4 and above)

Correct Answer: ADE

QUESTION 8
Host A opens a Telnet connection to Host B. Host A then opens another Telnet connection to Host B.

These connections are the only communication between Host A and Host B. The security policy configuration permits
both connections.

How many sessions exist between Host A and Host B?
Al
B.2
C.3
D.4

Correct Answer: B

QUESTION 9

During packet flow on an SRX Series device, which two processes occur before route lookup? (Choose two.)
A. static NAT

B. destination NAT

C. source NAT

D. reverse static NAT

Correct Answer: AB

QUESTION 10

You want to create an out-of-band management zone and assign the ge-0/0/0.0 interface to that zone. From the [edit]
hierarchy, which command do you use to configure this assignment?

A. set security zones management interfaces ge-0/0/0.0
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B. set zones functional-zone management interfaces ge-0/0/0.0
C. set security zones functional-zone management interfaces ge-0/0/0.0
D. set security zones functional-zone out-of-band interfaces ge-0/0/0.0

Correct Answer: C

QUESTION 11

Which three advanced permit actions within security policies are valid? (Choose three.)
A. Mark permitted traffic for firewall user authentication.

B. Mark permitted traffic for SCREEN options.

C. Associate permitted traffic with an IPsec tunnel.

D. Associate permitted traffic with a NAT rule.

E. Mark permitted traffic for IDP processing.

Correct Answer: ACE

QUESTION 12

Which two statements are true about pool-based destination NAT? (Choose two.)
A. It also supports PAT.

B. PAT is not supported.

C. It allows the use of an address pool.

D. It requires you to configure an address in the junos-global zone.

Correct Answer: AC

QUESTION 13

Which configuration allows direct access to the 10.10.10.0/24 network without NAT, but uses NAT for all other traffic
from the untrust zone to the egress interface?

A. [edit security nat source rule-set internal] user@host# show from zone trust; to zone untrust; rule internet-access {
match {

source-address 0.0.0.0/0;

}
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then {

source-nat interface;

}
}

rule server-access {

match {

destination-address 10.10.10.0/24;
}

then {

source-nat off;

}
}

B. [edit security nat source rule-set internal] user@host# show from zone trust; to zone untrust; rule internet-access {
match { source-address 0.0.0.0/0; } then { source-nat interface; } } rule server-access { match { source-address
10.10.10.0/24; } then { source-nat off; } }

C. [edit security nat source rule-set internal] user@host# show from zone trust; to zone untrust; rule server-access {
match { destination-address 10.10.10.0/24; } then { source-nat off; } } rule internet-access { match { source-address
0.0.0.0/0; } then { source-nat interface; } }

D. [edit security nat source rule-set internal] user@host# show from zone trust; to zone untrust; rule internet-access {
match { source-address 0.0.0.0/0; } then {

accept;
}
}

rule server-access {

match {

destination-address 10.10.10.0/24;
}

then {

reject;

}

}
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Correct Answer: C

QUESTION 14

What is the correct syntax for applying node-specific parameters to each node in a chassis cluster?
A. set apply-groups node$

B. set apply-groups (node)

C. set apply-groups $(node)

D. set apply-groups (node)all

Correct Answer: C

QUESTION 15

Which command do you use to manually remove antivirus patterns?

A. request security utm anti-virus juniper-express-engine pattern-delete
B. request security utm anti-virus juniper-express-engine pattern-reload
C. request security utm anti-virus juniper-express-engine pattern-remove
D. delete security utm anti-virus juniper-express-engine antivirus-pattern

Correct Answer: A
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