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QUESTION 1

Which of the following laws is the first to implement penalties for the creator of viruses, worms, and other types of
malicious code that causes harm to the computer systems? 

A. Gramm-Leach-Bliley Act 

B. Computer Fraud and Abuse Act 

C. Computer Security Act 

D. Digital Millennium Copyright Act 

Correct Answer: B 

 

QUESTION 2

Which of the following statements is true about auditing? 

A. It is used to protect the network against virus attacks. 

B. It is used to track user accounts for file and object access, logon attempts, etc. 

C. It is used to secure the network or the computers on the network. 

D. It is used to prevent unauthorized access to network resources. 

Correct Answer: B 

 

QUESTION 3

Which of the following is a formula, practice, process, design, instrument, pattern, or compilation of information which is
not generally known, but by which a business can obtain an economic advantage over its competitors? 

A. Utility model 

B. Cookie 

C. Copyright 

D. Trade secret 

Correct Answer: D 

 

QUESTION 4

Which of the following statements about system hardening are true? Each correct answer represents a complete
solution. Choose two. 
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A. It can be achieved by installing service packs and security updates on a regular basis. 

B. It is used for securing the computer hardware. 

C. It can be achieved by locking the computer room. 

D. It is used for securing an operating system. 

Correct Answer: AD 

 

QUESTION 5

Which of the following concepts represent the three fundamental principles of information security? Each correct answer
represents a complete solution. Choose three. 

A. Confidentiality 

B. Integrity 

C. Availability 

D. Privacy 

Correct Answer: ABC 

 

QUESTION 6

Which of the following are the ways of sending secure e-mail messages over the Internet? Each correct answer
represents a complete solution. Choose two. 

A. TLS 

B. PGP 

C. S/MIME 

D. IPSec 

Correct Answer: BC 

 

QUESTION 7

Which of the following access control models are used in the commercial sector? Each correct answer represents a
complete solution. Choose two. 

A. Clark-Biba model 

B. Clark-Wilson model 

C. Bell-LaPadula model 
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D. Biba model 

Correct Answer: BD 

 

QUESTION 8

You are a project manager of a large construction project. Within the project you are working with several vendors to
complete different phases of the construction. Your client has asked that you arrange for some of the materials a vendor
is to install next week in the project to be changed. According to the change management plan what subsystem will
need to manage this change request? 

A. Cost 

B. Resources 

C. Contract 

D. Schedule 

Correct Answer: C 

 

QUESTION 9

Which of the following is the best method to stop vulnerability attacks on a Web server? 

A. Using strong passwords 

B. Configuring a firewall 

C. Implementing the latest virus scanner 

D. Installing service packs and updates 

Correct Answer: D 

 

QUESTION 10

Which of the following Acts enacted in United States allows the FBI to issue National Security Letters (NSLs) to Internet
service providers (ISPs) ordering them to disclose records about their customers? 

A. Electronic Communications Privacy Act of 1986 

B. Wiretap Act 

C. Computer Fraud and Abuse Act 

D. Economic Espionage Act of 1996 

Correct Answer: A 
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QUESTION 11

Which of the following BCP teams provides clerical support to the other teams and serves as a message center for the
user-recovery site? 

A. Security team 

B. Data preparation and records team 

C. Administrative support team 

D. Emergency operations team 

Correct Answer: C 

 

QUESTION 12

Change Management is used to ensure that standardized methods and procedures are used for efficient handling of all
changes. Who decides the category of a change? 

A. The Problem Manager 

B. The Process Manager 

C. The Change Manager 

D. The Service Desk 

E. The Change Advisory Board 

Correct Answer: C 

 

QUESTION 13

Which of the following subphases are defined in the maintenance phase of the life cycle models? 

A. Change control 

B. Configuration control 

C. Request control 

D. Release control 

Correct Answer: ACD 

 

QUESTION 14

Electronic communication technology refers to technology devices, such as computers and cell phones, used to
facilitate communication. Which of the following is/are a type of electronic communication? Each correct answer
represents a complete solution. Choose all that apply. 
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A. Internet telephony 

B. Instant messaging 

C. Electronic mail 

D. Post-it note 

E. Blogs 

F. Internet teleconferencing 

Correct Answer: ABCEF 

 

 

QUESTION 15

Which of the following recovery plans includes specific strategies and actions to deal with specific variances to
assumptions resulting in a particular security problem, emergency, or state of affairs? 

A. Disaster recovery plan 

B. Contingency plan 

C. Continuity of Operations Plan 

D. Business continuity plan 

Correct Answer: B 
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