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QUESTION 1

In which of the following network topologies does the data travel around a loop in a single direction and pass through
each device? 

A. Ring topology 

B. Tree topology 

C. Star topology 

D. Mesh topology 

Correct Answer: A 

 

QUESTION 2

John works as an Ethical Hacker for company Inc. He wants to find out the ports that are open in company\\'s server
using a port scanner. However, he does not want to establish a full TCP connection. Which of the following scanning
techniques will he use to accomplish this task? 

A. TCP FIN 

B. Xmas tree 

C. TCP SYN/ACK 

D. TCP SYN 

Correct Answer: D 

 

QUESTION 3

You work as a Network Administrator for NetTech Inc. The company\\'s network is connected to the Internet. For
security, you want to restrict unauthorized access to the network with minimum administrative effort. You want to
implement a hardware-based solution. What will you do to accomplish this? 

A. Connect a brouter to the network. 

B. Implement a proxy server on the network. 

C. Connect a router to the network. 

D. Implement firewall on the network. 

Correct Answer: D 

 

QUESTION 4
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Which of the following types of attacks cannot be prevented by technical measures only? 

A. Social engineering 

B. Brute force 

C. Smurf DoS 

D. Ping flood attack 

Correct Answer: A 

 

QUESTION 5

Which of the following is an input device that is used for controlling machines such as cranes, trucks, underwater
unmanned vehicles, wheelchairs, surveillance cameras, and zero turning radius lawn mowers? 

A. PS/2 

B. Joystick 

C. Microphone 

D. AGP 

Correct Answer: B 

 

QUESTION 6

Which of the following layers of the OSI model provides non-repudiation services? 

A. The application layer 

B. The data-link layer 

C. The presentation layer 

D. The physical layer 

Correct Answer: A 

 

QUESTION 7

Sam is creating an e-commerce site. He wants a simple security solution that does not require each customer to have
an individual key. Which of the following encryption methods will he use? 

A. Asymmetric encryption 

B. Symmetric encryption 

C. S/MIME 
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D. PGP 

Correct Answer: B 

 

QUESTION 8

Andrew works as a Network Administrator for Infonet Inc. The company\\'s network has a Web server that hosts the
company\\'s Web site. Andrew wants to increase the security of the Web site by implementing Secure Sockets Layer
(SSL). Which of the following types of encryption does SSL use? Each correct answer represents a complete solution.
Choose two. 

A. Synchronous 

B. Secret 

C. Asymmetric 

D. Symmetric 

Correct Answer: CD 

 

QUESTION 9

Which of the following terms related to risk management represents the estimated frequency at which a threat is
expected to occur? 

A. Safeguard 

B. Annualized Rate of Occurrence (ARO) 

C. Single Loss Expectancy (SLE) 

D. Exposure Factor (EF) 

Correct Answer: B 

 

QUESTION 10

Which of the following is a form of gate that allows one person to pass at a time? 

A. Biometric 

B. Man-trap 

C. Turnstile 

D. Fence 

Correct Answer: C 
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QUESTION 11

You are the Network Administrator for a bank. In addition to the usual security issues, you are concerned that your
customers could be the victim of phishing attacks that use fake bank Web sites. Which of the following would protect
against this? 

A. MAC 

B. Mutual authentication 

C. Three factor authentication 

D. Two factor authentication 

Correct Answer: B 

 

QUESTION 12

In which of the following types of tests are the disaster recovery checklists distributed to the members of disaster
recovery team and asked to review the assigned checklist? 

A. Parallel test 

B. Simulation test 

C. Full-interruption test 

D. Checklist test 

Correct Answer: D 

 

QUESTION 13

John used to work as a Network Administrator for We-are-secure Inc. Now he has resigned from the company for
personal reasons. He wants to send out some secret information of the company. To do so, he takes an image file and
simply uses a tool image hide and embeds the secret file within an image file of the famous actress, Jennifer Lopez, and
sends it to his Yahoo mail id. Since he is using the image file to send the data, the mail server of his company is unable
to filter this mail. Which of the following techniques is he performing to accomplish his task? 

A. Email spoofing 

B. Social engineering 

C. Web ripping 

D. Steganography 

Correct Answer: D 

 

QUESTION 14
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Your customer is concerned about security. He wants to make certain no one in the outside world can see the IP
addresses inside his network. What feature of a router would accomplish this? 

A. Port forwarding 

B. NAT 

C. MAC filtering 

D. Firewall 

Correct Answer: B 

 

QUESTION 15

Which of the following cryptographic algorithm uses public key and private key to encrypt or decrypt data ? 

A. Asymmetric 

B. Hashing 

C. Numeric 

D. Symmetric 

Correct Answer: A 
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