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QUESTION 1

eBox Platform is an open source unified network server (or a Unified Network Platform) for SMEs. In which of the
following forms can eBox Platform be used? 

A. Unified Communications Server 

B. Network Infrastructure Manager 

C. Gateway 

D. Sandbox 

Correct Answer: ABC 

eBox Platform is an open source unified network server (or a Unified Network Platform) for SMEs. eBoxPlatform can act
as a Gateway, Network Infrastructure Manager, Unified Threat Manager, Office Server, Unified Communications Server
or a combination of them. Besides, eBox Platform includes a development framework to ease the development of new
Unix-based services. Answer: D is incorrect. eBox Platform cannot act as a sandbox. A sandbox is a security
mechanism for separating running programs. It is often used to execute untested code, or untrusted programs, from
unverified third-parties, suppliers, and untrusted users. 

 

QUESTION 2

Which of the following tools can be used by a user to hide his identity? 

A. War dialer 

B. IPchains 

C. Proxy server 

D. Rootkit 

E. Anonymizer 

Correct Answer: BCE 

A user can hide his identity using any firewall (such as IPChains), a proxy server, or an anonymizer. 

 

QUESTION 3

ACID (atomicity, consistency, isolation, and durability) is an acronym and mnemonic device for learning and
remembering the four primary attributes ensured to any transaction by a transaction manager. Which of the following
attributes of ACID confirms that the committed data will be saved by the system such that, even in the event of a failure
or system restart, the data will be available in its correct state? 

A. Durability 

B. Atomicity 
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C. Isolation 

D. Consistency 

Correct Answer: A 

Durability is the attribute of ACID which confirms that the committed data will be saved by the system such that, even in
the event of a failure or system restart, the data will be available in its correct state. Answer: B is incorrect. Atomicity is 

the attribute of ACID which confirms that, in a transaction involving two or more discrete pieces of information, either all
of the pieces are committed or none are. Answer: D is incorrect. Consistency is the attribute of ACID which confirms
that 

a transaction either creates a new and valid state of data, or, if any failure occurs, returns all data to its state before the
transaction was started. 

Answer: C is incorrect. Isolation is the attribute of ACID which confirms that a transaction in process and not yet
committed must remain isolated from any other transaction. 

 

QUESTION 4

Which of the following is an example of penetration testing? 

A. Configuring firewall to block unauthorized traffic 

B. Implementing HIDS on a computer 

C. Simulating an actual attack on a network 

D. Implementing NIDS on a network 

Correct Answer: C 

Penetration testing is a method of evaluating the security of a computer system or network by simulating an attack from
a malicious source, known as a Black Hat Hacker, or Cracker. The process involves an active analysis of the system for
any potential vulnerabilities that may result from poor or improper system configuration, known and/or unknown
hardware or software flaws, or operational weaknesses in process or technical countermeasures. This analysis is
carried out from the position of a potential attacker, and can involve active exploitation of security vulnerabilities. Any
security issues that are found will be presented to the system owner together with an assessment of their impact and
often with a proposal for mitigation or a technical solution. The intent of a penetration testing is to determine feasibility of
an attack and the amount of business impact of a successful exploit, if discovered. It is a component of a full security of
penetration testing. 

 

QUESTION 5

What will be the output of the following command? echo $(date %M) > date.txt 

A. The current time (Month) will be written in the date.txt file. 

B. It will create a variable $(date %M). 

C. It will print a string "date %M". 
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D. The current time (Minutes) will be written in the date.txt file. 

Correct Answer: D 

The date command with the %M specifier prints the current time (Minutes). Since the output is redirected towards the
date.txt file, the current time (Minutes) will be printed in the date.txt file. 

 

QUESTION 6

Many organizations create network maps of their network system to visualize the network and understand the
relationship between the end devices and the transport layer that provide services. Which of the following are the
techniques used for network mapping by large organizations? 

Each correct answer represents a complete solution. Choose three. 

A. Route analytics 

B. Active Probing 

C. SNMP-based approaches 

D. Packet crafting 

Correct Answer: ABC 

Many organizations create network maps of their network system. These maps can be made manually using simple
tools such as Microsoft Visio, or the mapping process can be simplified by using tools that integrate auto network
discovery with Network mapping. Many of the vendors from the Notable network Mappers list enable a user to do the
following: Customize the maps Include one\\'s own labels Add un-discoverable items Add background images
Sophisticated mapping is used to help visualize the network and understand relationships between end devices and the
transport layers that provide service. Items such as bottlenecks and root cause analysis can be easier to spot using
these tools. There are three main techniques used for network mapping: SNMP-based approaches, Active Probing, and
Route analytics. The SNMP-based approach retrieves data from Router and Switch MIBs in order to build the network
map. The Active Probing approach relies on a series of trace route like probe packets in order to build the network map.
The Route analytics approach relies on information from the routing protocols to build the network map. Each of the
three approaches has advantages and disadvantages in the methods that they use. Answer: D is incorrect. Packet
crafting is a technique that allows probing firewall rule-sets and finding entry points into the targeted system or network.
This can be done with a packet generator. A packet generator is a type of software that generates random packets or
allows the user to construct detailed custom packets. Packet generators utilize raw sockets. This is useful for testing
implementations of IP stacks for bugs and security vulnerabilities. 

 

QUESTION 7

DRAG DROP 

John works as a Network Administrator for Blue Well Inc. The company uses Windows Vista operating system. He
wants to configure the firewall access for specific programs. What steps will he take to accomplish the task? 

Select and Place: 
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Correct Answer: 

 

A firewall is a set of related programs configured to protect private networks connected to the Internet from intrusion. It
is used to regulate the network traffic between different computer networks. It permits or denies the transmission of a
network packet to its destination based on a set of rules. A firewall is often installed on a separate computer so that an
incoming packet does not get into the network directly. 

 

QUESTION 8

What does CSS stand for? 

A. Cascading Style Sheet 

B. Coded System Sheet 

C. Cyclic Style Sheet 

D. Cascading Style System 

Correct Answer: A 

A Cascading Style Sheet (CSS) is a separate text file that keeps track of design and formatting information, such as
colors, fonts, font sizes, and margins, used in Web pages. CSS is used to provide Web site authors greater control on
the 
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appearance and presentation of their Web pages. It has codes that are interpreted and applied by the browser on to the
Web pages and their elements. CSS files have .css extension. 

There are three types of Cascading Style Sheets: 

1.

 External Style Sheet 

2.

 Embedded Style Sheet 

3.

 Inline Style Sheet 

 

QUESTION 9

Which of the following is used to execute a SQL statement from the SQL buffer? 

A. Entering an asterisk (*) 

B. Pressing [RETURN] once 

C. Pressing [RETURN] twice 

D. Entering a slash (/) 

E. Pressing [ESC] twice. 

Correct Answer: D 

A SQL statement or a PL/SQL block can be executed by entering a semicolon (;) or a slash (/), or by using the RUN
command at SQL prompt. When a semicolon (;) is entered at the end of a command, the command is completed and 

executed. When a slash (/) is entered, the command in the buffer is executed. It can also be used to execute a PL/SQL
block. The RUN command is used to execute a command in the buffer. Note: The SQL buffer stores the most recently 

used SQL commands and PL/SQL blocks. It does not store SQL* Plus commands. It can be edited or saved to a file.
Note: A SQL command can be saved in the buffer by entering a blank line. 

Reference: Oracle8i Online Documentation, Contents: "SQL*PLUS Users Guide and Reference", "Learning SQL*PLUS
Basics,3 of 4", "Understanding SQL COMMAND Syntax" 

 

QUESTION 10

You work as a Network Administrator for Infosec Inc. Nowadays, you are facing an unauthorized access in your Wi-Fi
network. Therefore, you analyze a log that has been recorded by your favorite sniffer, Ethereal. You are able to
discover 

the cause of the unauthorized access after noticing the following string in the log file: 
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(Wlan.fc.type_subtype eq 32 and llc.oui eq 0x00601d and llc.pid eq 0x0001) When you find All your 802.11b are belong
to us as the payload string, you are convinced about which tool is being used for the unauthorized access. 

Which of the following tools have you ascertained? 

A. AiroPeek 

B. AirSnort 

C. Kismet 

D. NetStumbler 

Correct Answer: D 

NetStumbler, a war driving tool, uses an organizationally unique identifier (OID) of 0x00601A, D protocol identifier (PID)
of 0x0001. Each version has a typical payload string. For example, NetStumbler 3.2.3 has a payload string: \\'All your 

802.11b are belong to us\\'. Therefore, when you see the OID and PID values, you discover that the attacker is using
NetStumbler, and when you see the payload string, you are able to ascertain that the attacker is using NetStumbler
3.2.3. 

 

QUESTION 11

Which of the following tools works both as an encryption-cracking tool and as a keylogger? 

A. Magic Lantern 

B. KeyGhost Keylogger 

C. Alchemy Remote Executor 

D. SocketShield 

Correct Answer: A 

Magic Lantern works both as an encryption-cracking tool and as a keylogger. Answer: C is incorrect. Alchemy Remote
Executor is a system management tool that allows Network Administrators to execute programs on remote network 

computers without leaving their workplace. From the hacker\\'s point of view, it can be useful for installing keyloggers,
spyware, Trojans, Windows rootkits and such. One necessary condition for using the Alchemy Remote Executor is that
the 

user/attacker must have the administrative passwords of the remote computers on which the malware is to be installed.
Answer: B is incorrect. The KeyGhost keylogger is a hardware keylogger that is used to log all keystrokes on a
computer. 

It is a tiny device that clips onto the keyboard cable. Once the KeyGhost keylogger is attached to the computer, it quietly
logs every key pressed on the keyboard into its own internal Flash memory (just as with smart cards). When the log 

becomes full, it overwrites the oldest keystrokes with the newest ones. 

Answer: D is incorrect. SocketShield provides a protection shield to a computer system against malware, viruses,
spyware, and various types of keyloggers. SocketShield provides protection at the following two levels: 
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1. Blocking: In this level, SocketShield uses a list of IP addresses that are known as purveyor of exploits. All http
requests for any page in these domains are simply blocked. 2.Shielding: In this level, SocketShield blocks all the current
and past IP addresses that are the cause of unauthorized access. 

 

QUESTION 12

Mark is an attacker. He wants to discover wireless LANs by listening to beacons or sending probe requests and thereby
provide a launch point for further attacks. 

Which of the following tools can he use to accomplish the task? 

A. DStumbler 

B. Wellenreiter 

C. KisMAC 

D. Airmon-ng 

Correct Answer: ACD 

War driving is an attack in which the attacker discovers wireless LANs by listening to beacons or sending probe
requests, thereby providing a launch point for further attacks. Airmon-ng, DStumbler, KisMAC, MacStumbler,
NetStumbler, 

Wellenreiter, and WiFiFoFum are the tools that can be used to perform a war driving attack. 

Answer: B is incorrect. Wellenreiter is a tool that is used to perform MAC spoofing attacks. 

 

QUESTION 13

You are tasked with creating an ACL to apply to Fa0/0 based on the following requirements: 

The ACL must be protocol specific. 

All traffic from host 10.10.45.2 and subnet 10.10.1.32/27 must be denied access through the router. Telnet and SSH
must be denied for ALL hosts except the management host with the IP address of 10.10.0.100. 

This management host must not only have Telnet and SSH access, but access to any port in the TCP and UDP suite to
any destination. 

HTTP, HTTPS, and DNS requests must be allowed for all hosts on subnets 10.10.2.0/24 and 10.10.3.0/24 to any
destination. 

All remaining traffic must be denied. 

Cisco IOS applies an implied deny all at the end of an ACL. However, you must provide this configuration manually so
that engineers can see hit counts on the deny all traffic when running the show ip access-lists command. Which of the 

following sets of commands will you choose to complete the configuration on Router A? 

A. RouterA(config)#access-list 110 deny ip host 10.10.45.2 anyRouterA(config)#access-list 110 deny ip 10.10.1.32
0.0.0.31 anyRouterA(config)#access-list 110 permit tcp host 10.10.0.100 anyRouterA (config)#access-list 110 permit
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udp host 10.10.0.100 anyRouterA(config)#access-list 110 permit tcp 10.10.2.0 0.0.1.255 any eq
80RouterA(config)#access-list 110 permit tcp 10.10.2.0 0.0.1.255 any eq 443RouterA(config)#access-list 110 permit
udp 10.10.2.0 0.0.1.255 any eq 53RouterA(config)#access- list 110 deny ip any anyRouterA(config)#interface
fa0/0RouterA(config-if)#ip access-group 110 out 

B. RouterA(config)#access-list 110 deny ip host 10.10.45.2 anyRouterA(config)#access-list 110 deny ip 10.10.1.32
0.0.0.31 anyRouterA(config)#access-list 110 permit ip host 10.10.0.100 anyRouterA(config) #access-list 110 permit tcp 

10.10.2.0 0.0.1.255 any eq 80RouterA(config)#access-list 110 permit tcp 10.10.2.0 0.0.1.255 any eq
443RouterA(config)#access-list 110 permit udp 10.10.2.0 0.0.1.255 any eq 53RouterA(config)#access-list 110 deny ip
any any RouterA (config)#interface fa0/0RouterA(config-if) #ip access-group 110 in 

C. RouterA(config)#access-list 110 deny ip host 10.10.45.2 anyRouterA(config)#access-list 110 deny ip 10.10.1.32
0.0.0.31 anyRouterA(config)#access-list 110 permit tcp host 10.10.0.100 anyRouterA (config)#access-list 110 permit
udp host 10.10.0.100 anyRouterA(config)#access-list 110 permit tcp 10.10.2.0 0.0.1.255 any eq
80RouterA(config)#access-list 110 permit tcp 10.10.2.0 0.0.1.255 any eq 443RouterA(config)#access-list 110 permit
udp 10.10.2.0 0.0.1.255 anyeq 53RouterA(config)#access- list 110 deny ip any any RouterA(config)#interface
fa0/0RouterA(config-if)#ip access-group 110 in 

D. RouterA(config)#access-list 99 deny ip host 10.10.45.2 anyRouterA(config)#access-list 99 deny ip 10.10.1.32
0.0.0.31 anyRouterA(config)#access-list 99 permit tcp host 10.10.0.100 anyRouterA(config) #access-list 99 permit udp
host 

10.10.0.100 anyRouterA(config)#access-list 99 permit tcp 10.10.2.0 0.0.1.255 any eq 80RouterA(config)#access-list 99
permit tcp 10.10.2.0 0.0.1.255 any eq 443RouterA (config)#access-list 99 permit udp 10.10.2.0 0.0.1.255 any eq
53RouterA(config)#access-list 99 deny ip any anyRouterA(config)#interface fa0/0 RouterA(config-if)#ip access-group 99
in 

Correct Answer: C 

This ACL is an extended ACL. It meets the traffic requirements and is applied to Fa0/0 in the appropriate direction of in,
which matches traffic going into the interface. In addition, this ACL meets the needs for subnets 10.10.2.0/24 and
10.10.3.0/24 by applying the subnet and wildcard mask of 10.10.2.0 0.0.1.255 for the lines that apply http, https, and
dns. These subnets are covered by the wildcard mask 0.0.1.255. This wildcard mask is applied to a range of hosts from 

10.10.2.0 through 10.10.3.255 which covers both of the subnets required. This is handy since both subnets are next to
each other in their network numbers. Note: If the network numbers were not next to each other, for example
10.10.2.0/24 and 10.10.20.0/24, then the wildcard mask of 0.0.1.255 would be incorrect. A wildcard mask of 0.0.0.255
would be required. The configuration of the ACL would then be applied using the following commands:
RouterA(config)#access-list 110 permit tcp 10.10.2.0 0.0.0.255 any eq 80 RouterA(config)#access-list 110 permit tcp
10.10.2.0 0.0.0.255 any eq 443 RouterA(config)#access-list 110 permit udp 10.10.2.0 0.0.0.255 any eq 53
RouterA(config)#access-list 110 permit tcp 10.10.20.0 0.0.0.255 any eq 80 RouterA(config)#access-list 110 permit tcp
10.10.20.0 0.0.0.255 any eq 443 RouterA (config)#access-list 110 permit udp 10.10.20.0 0.0.0.255 any eq 53 

 

QUESTION 14

John works as a Network Administrator for Perfect Solutions Inc. The company has a Linux-based network. John is
working as a root user on the Linux operating system. He has a data.txt file in which each column is separated by the
TAB character. Now, he wants to use this file as input for a data mining software he has created. The problem
preventing him from accomplishing his task is that with his data mining software, he has used TAB as a delimiter to
distinguish between columns. Hence, he is unable to use this file as input for the software. However, if he somehow
replaces the TAB characters of the file with SPACE characters, he can use this file as an input file for his data mining
software. 

Which of the following commands will John use to replace the TAB characters of the file with SPACE characters? 
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A. expand -t 1 data.txt > data.txt 

B. cat data.txt 

C. chmod 755 data.txt 

D. touch data.txt 

Correct Answer: A 

According to the scenario, John can replace the TAB characters with single space characters with the expand
command. With the expand -t 1 data.txt > data.txt command, the TABs of data.txt are changed into single spaces and
are redirected by using the > command into the data.txt file. Now, John can use the data.txt file as the input file for his
data mining software. 

 

QUESTION 15

You have recently joined as a Network Auditor in XYZ CORP. The company has a Windows-based network. You have
been assigned the task to determine whether or not the company\\'s goal is being achieved. 

As an auditor, which of the following tasks should you perform before conducting the data center review? Each correct
answer represents a complete solution. Choose three. 

A. Review the future IT organization chart. 

B. Meet with IT management to determine possible areas of concern. 

C. Review the company\\'s IT policies and procedures. 

D. Research all operating systems, software applications, and data center equipment operating within the data center. 

Correct Answer: BCD 

The auditor should be adequately educated about the company and its critical business activities before conducting a
data center review. The objective of the data center is to align data center activities with the goals of the business while
maintaining the security and integrity of critical information and processes. To adequately determine if whether or not
the client\\'s goal is being achieved, the auditor should perform the following before conducting the review: Meet with IT
management to determine possible areas of concern. Review the current IT organization chart. Review job descriptions
of data center employees. Research all operating systems, software applications, and data center equipment operating
within the data center. Review the company\\'s IT policies and procedures. Evaluate the company\\'s IT budget and
systems planning documentation. Review the data center\\'s disaster recovery plan. Answer: A is incorrect. An auditor
should review the current organization chart. Reviewing the future organization chart would not help in finding the
current threats to the organization. 
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