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QUESTION 1

In which of the following attacks does an attacker create the IP packets with a forged (spoofed) source IP address with
the purpose of concealing the identity of the sender or impersonating another computing system? 

A. Rainbow attack 

B. IP address spoofing 

C. Cross-site request forgery 

D. Polymorphic shell code attack 

Correct Answer: B 

 

QUESTION 2

You work as an Incident handling manager for a company. The public relations process of the company includes an
event that responds to the e-mails queries. But since few days, it is identified that this process is providing a way to
spammers to perform different types of e-mail attacks. Which of the following phases of the Incident handling process
will now be involved in resolving this process and find a solution? 

Each correct answer represents a part of the solution. (Choose all that apply.) 

A. Eradication 

B. Contamination 

C. Preparation 

D. Recovery 

E. Identification 

Correct Answer: ABD 

 

QUESTION 3

Which of the following statements about reconnaissance is true? 

A. It describes an attempt to transfer DNS zone data. 

B. It is a computer that is used to attract potential intruders or attackers. 

C. It is any program that allows a hacker to connect to a computer without going through the normal authentication
process. 

D. It is also known as half-open scanning. 

Correct Answer: A 
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QUESTION 4

As indicated in the following image, an analyst runs the dir and more commands. What can the analyst conclude about
Judges.txt? 

A. The file size is 35 bytes 

B. The file is encoded by Quarterly_Results.txt 

C. It is on a FAT partition 

D. It is an alternate data stream 

Correct Answer: A 

 

QUESTION 5

Victor works as a professional Ethical Hacker for SecureEnet Inc. He wants to scan the wireless network of the
company. He uses a tool that is a free open-source utility for network exploration. The tool uses raw IP packets to
determine the following: 

What ports are open on our network systems. 

What hosts are available on the network. 

Identify unauthorized wireless access points. 

What services (application name and version) those hosts are offering. 

What operating systems (and OS versions) they are running. 
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What type of packet filters/firewalls are in use. 

Which of the following tools is Victor using? 

A. Nessus 

B. Kismet 

C. Nmap 

D. Sniffer 

Correct Answer: C 

 

 

QUESTION 6

Adam works as an Incident Handler for Umbrella Inc. He is informed by the senior authorities that the server of the
marketing department has been affected by a malicious hacking attack. Supervisors are also claiming that some
sensitive data are also stolen. 

Adam immediately arrived to the server room of the marketing department and identified the event as an incident. He
isolated the infected network from the remaining part of the network and started preparing to image the entire system.
He captures volatile data, such as running process, ram, and network connections. 

Which of the following steps of the incident handling process is being performed by Adam? 

A. Recovery 

B. Eradication 

C. Identification 

D. Containment 

Correct Answer: D 

 

QUESTION 7

Which of the following programs can be used to detect stealth port scans performed by a malicious hacker? 

Each correct answer represents a complete solution. (Choose all that apply.) 

A. nmap 

B. scanlogd 

C. libnids 

D. portsentry 

Correct Answer: BCD 
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QUESTION 8

Which of the following tools will show all TCP and UDP connections on a Windows system? 

A. Net 

B. TCPView 

C. Netcat 

D. Psinfo 

Correct Answer: B 

TCPView shows all TCP and UDP endpoints on your system. The listing includes the name of the process that owns
each endpoint, the state of TCP connections, and the remote addresses. Psinfo, net, and netcat do not have this
capability. 

 

QUESTION 9

What is the purpose of configuring a password protected screen saver on a computer? 

A. For preventing unauthorized access to a system. 

B. For preventing a system from a Denial of Service (DoS) attack. 

C. For preventing a system from a social engineering attack. 

D. For preventing a system from a back door attack. 

Correct Answer: A 

 

QUESTION 10

Which of the following is a computer worm that caused a denial of service on some Internet hosts and dramatically
slowed down general Internet traffic? 

A. Klez 

B. Code red 

C. SQL Slammer 

D. Beast 

Correct Answer: C 

 

QUESTION 11
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Which of the following is the most common vulnerability that can affect desktop applications written in native code? 

A. SpyWare 

B. DDoS attack 

C. Malware 

D. Buffer overflow 

Correct Answer: D 

 

QUESTION 12

Which of the following tools will you use to prevent from session hijacking? Each correct answer represents a complete
solution. (Choose all that apply.) 

A. OpenSSH 

B. Rlogin 

C. Telnet 

D. SSL 

Correct Answer: AD 

 

QUESTION 13

A client wants a system so that they can monitor connection queues on network equipment for too many half-open
connections, as well as look for bandwidth consumption from the same types of connections. What kind of attacks will
this type of system defend against? 

A. Smurf attacks 

B. Passive scans 

C. CPUHog attacks 

D. SYN Floods 

Correct Answer: C 

 

QUESTION 14

Which of the following can be used to perform session hijacking? 

Each correct answer represents a complete solution. (Choose all that apply.) 

A. Cross-site scripting 
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B. Session fixation 

C. ARP spoofing 

D. Session sidejacking 

Correct Answer: ABD 

 

QUESTION 15

Which of the following steps of incident response is steady in nature? 

A. Containment 

B. Eradication 

C. Preparation 

D. Recovery 

Correct Answer: C 
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