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QUESTION 1

In which order are firewall policies processed on the FortiGate unit? 

A. They are processed from the top down according to their sequence number. 

B. They are processed based on the policy ID number shown in the left hand column of the policy window. 

C. They are processed on best match. 

D. They are processed based on a priority value assigned through the priority column in the policy window. 

Correct Answer: A 

 

 

QUESTION 2

In an IPSec gateway-to-gateway configuration, two FortiGate units create a VPN tunnel between two separate private
networks. 

Which of the following configuration steps must be performed on both FortiGate units to support this configuration?
(Select all that apply.) 

A. Create firewall policies to control traffic between the IP source and destination address. 

B. Configure the appropriate user groups on the FortiGate units to allow users access to the IPSec VPN connection. 

C. Set the operating mode of the FortiGate unit to IPSec VPN mode. 

D. Define the Phase 2 parameters that the FortiGate unit needs to create a VPN tunnel with the remote peer. 

E. Define the Phase 1 parameters that the FortiGate unit needs to authenticate the remote peers. 

Correct Answer: ADE 

 

 

QUESTION 3

Each UTM feature has configurable UTM objects such as sensors, profiles or lists that define how the feature will
function. 

How are UTM features applied to traffic? 

A. One or more UTM features are enabled in a firewall policy. 

B. In the system configuration for that UTM feature, you can identify the policies to which the feature is to be applied. 

C. Enable the appropriate UTM objects and identify one of them as the default. 
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D. For each UTM object, identify which policy will use it. 

Correct Answer: A 

 

 

QUESTION 4

The Idle Timeout setting on a FortiGate unit applies to which of the following? 

A. Web browsing 

B. FTP connections 

C. User authentication 

D. Administrator access 

E. Web filtering overrides. 

Correct Answer: D 

 

QUESTION 5

The command structure of the FortiGate CLI consists of commands, objects, branches, tables, and parameters. Which
of the following items describes user? 

A. A command. 

B. An object. 

C. A table. 

D. A parameter. 

Correct Answer: B 

 

 

QUESTION 6

You are the administrator in charge of a FortiGate unit which acts as a VPN gateway. You have chosen to use Interface
Mode when configuring the VPN tunnel and you want users from either side to be able to initiate new sessions. There is
only 1 subnet at either end and the FortiGate unit already has a default route. 

Which of the following configuration steps are required to achieve these objectives? (Select all that apply.) 

A. Create one firewall policy. 

B. Create two firewall policies. 
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C. Add a route for the remote subnet. 

D. Add a route for incoming traffic. 

E. Create a phase 1 definition. 

F. Create a phase 2 definition. 

Correct Answer: BCEF 

 

 

QUESTION 7

Because changing the operational mode to Transparent resets device (or vdom) to all defaults, which precautions
should an Administrator take prior to performing this? (Select all that apply.) 

A. Backup the configuration. 

B. Disconnect redundant cables to ensure the topology will not contain layer 2 loops. 

C. Set the unit to factory defaults. 

D. Update IPS and AV files. 

Correct Answer: AB 

 

 

QUESTION 8

Which of the following email spam filtering features is NOT supported on a FortiGate unit? 

A. Multipurpose Internet Mail Extensions (MIME) Header Check 

B. HELO DNS Lookup 

C. Greylisting 

D. Banned Word 

Correct Answer: C 

 

QUESTION 9

Which of the following statements best describes the proxy behavior on a FortiGate unit during an FTP client upload
when FTP splice is disabled? 

A. The proxy will not allow a file to be transmitted in multiple streams simultaneously. 

B. The proxy sends the file to the server while simultaneously buffering it. 
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C. If the file being scanned is determined to be infected, the proxy deletes it from the server by sending a delete
command on behalf of the client. 

D. If the file being scanned is determined to be clean, the proxy terminates the connection and leaves the file on the
server. 

Correct Answer: A 

 

 

QUESTION 10

Which of the following statements are correct regarding logging to memory on a FortiGate unit? (Select all that apply.) 

A. When the system has reached its capacity for log messages, the FortiGate unit will stop log- ging to memory. 

B. When the system has reached its capacity for log messages, the FortiGate unit overwrites the oldest messages. 

C. If the FortiGate unit is reset or loses power, log entries captured to memory will be lost. 

D. None of the above. 

Correct Answer: BC 

 

 

QUESTION 11

When creating administrative users, the assigned _____________determines user rights on the FortiGate unit. 

Correct Answer: access profile  

 

QUESTION 12

Which of the following statements regarding Banned Words are correct? (Select all that apply.) 

A. The FortiGate unit can scan web pages and email messages for instances of banned words. 

B. When creating a banned word list, an administrator can indicate either specific words or patterns. 

C. Banned words can be expressed as simple text, wildcards or regular expressions. 

D. Content is automatically blocked if a single instance of a banned word appears. 

E. The FortiGate unit updates banned words on a periodic basis. 

Correct Answer: ABC 

 

QUESTION 13
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Which statement is correct regarding virus scanning on a FortiGate unit? 

A. Virus scanning is enabled by default. 

B. Fortinet Customer Support enables virus scanning remotely for you. 

C. Virus scanning must be enabled in a protection profile and the protection profile must be as- signed to a firewall
policy. 

D. Enabling virus scanning in a protection profile enables virus scanning for all traffic flowing through the FortiGate. 

Correct Answer: C 

 

 

QUESTION 14

Which of the following statements regarding Banned Words are correct? (Select all that apply.) 

A. The FortiGate unit can scan web pages and email messages for instances of banned words. 

B. When creating a banned word list, an administrator can indicate either specific words or pat- terns. 

C. Banned words can be expressed as wildcards or regular expressions. 

D. Content is automatically blocked if a single instance of a banned word appears. 

E. The FortiGate unit includes a pre-defined library of common banned words. 

Correct Answer: ABC 

 

QUESTION 15

A FortiGate unit is configured to receive push updates from the FortiGuard Distribution Network, however, updates are
not being received. Which of the following statements are possible reasons for this? (Select all that apply.) 

A. The external facing interface of the FortiGate unit is configured to use DHCP. 

B. The FortiGate unit has not been registered. 

C. There is a NAT device between the FortiGate unit and the FortiGuard Distribution Network and no override push IP is
configured. 

D. The FortiGate unit is in Transparent mode which does not support push updates. 

Correct Answer: ABC 
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