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QUESTION 1

Configure autofs. 

Configure the autofs automatically mount to the home directory of LDAP, as required: 

server.domain11.example.com use NFS to share the home to your system. This file system contains a pre configured
home directory of user ldapuserX. 

Home directory of ldapuserX is: 

server.domain11.example.com /home/guests/ldapuser 

Home directory of ldapuserX should automatically mount to the ldapuserX of the local /home/guests Home directory\\'s
write permissions must be available for users ldapuser1\\'s password is password 

Correct Answer: Check the anser in explanation. 

yum install -y autofs mkdir /home/rehome 

/etc/auto.master /home/rehome/etc/auto.ldap Keep then exit cp /etc/auto.misc /etc/auto.ldap 

/etc/auto.ldap ldapuserX -fstype=nfs,rw server.domain11.example.com:/home/guests/ Keep then exit systemctl start
autofs systemctl enable autofs su - ldapuserX// test 

If the above solutions cannot create files or the command prompt is -bash-4.2$, it maybe exist multi-level directory, this
needs to change the server.domain11.example.com:/home/guests/ to server.domain11.example.com:/home/guests/
ldapuserX. What is multi-level directory? It means there is a directory of ldapuserX under the /home/guests/ldapuserX in
the questions. This directory is the real directory. 

 

QUESTION 2

Add users: user2, user3. 

The Additional group of the two users: user2, user3 is the admin group Password: redhat 

Correct Answer: Check the anser in explanation. 

# useradd -G admin user2 # useradd -G admin user3 # passwd user2 redhat # passwd user3 redhat 

 

QUESTION 3

In the system, mounted the iso image /root/examine.iso to/mnt/iso directory. And enable automatically mount
(permanent mount) after restart system. 

Correct Answer: Check the anser in explanation. 

mkdir -p /mnt/iso /etc/fstab: /root/examine.iso /mnt/iso iso9660 loop 0 0 mount -a mount | grep examine 
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QUESTION 4

Copy /etc/fstab document to /var/TMP directory. According the following requirements to configure the permission of this
document. 

The owner of this document must be root. 

This document belongs to root group. 

User mary have read and write permissions for this document. 

User alice have read and execute permissions for this document. 

Create user named bob, set uid is 1000. Bob have read and write permissions for this document. 

All users has read permission for this document in the system. 

Correct Answer: Check the anser in explanation. 

cp /etc/fstab /var/tmp chown root:root /var/tmp/fstab chmod a-x /var/tmp/fstab setfacl –m u:mary:rw /var/tmp/fstab setfacl
–m u:alice:rx /var/tmp/fstab useradd –u 1000 bob 

 

QUESTION 5

Create a logical volume 

Create a new logical volume as required: 

Name the logical volume as database, belongs to datastore of the volume group, size is 50 PE. 

Expansion size of each volume in volume group datastore is 16MB. 

Use ext3 to format this new logical volume, this logical volume should automatically mount to /mnt/database 

Correct Answer: Check the anser in explanation. 

fdisk -cu /dev/vda// Create a 1G partition, modified when needed partx –a /dev/vda pvcreate /dev/vdax vgcreate
datastore /dev/vdax –s 16M lvcreate– l 50 –n database datastore mkfs.ext3 /dev/datastore/database mkdir
/mnt/database mount /dev/datastore/database /mnt/database/ df –Th vi /etc/fstab /dev/datastore /database
/mnt/database/ ext3 defaults 0 0 mount –a Restart and check all the questions requirements. 

 

QUESTION 6

Part 1 (on Node1 Server) 

Task 7 [Accessing Linux File Systems] 

Find all the files owned by user natasha and redirect the output to /home/alex/files. 

Find all files that are larger than 5MiB in the /etc directory and copy them to /find/largefiles. 

Correct Answer: Check the anser in explanation. 
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[root@node1 ~]# find / -name natasha -type f > /home/natasha/files [root@node1 ~]# cat /home/natasha/files
/var/spool/mail/natasha /mnt/shares/natasha [root@node1 ~]# mkdir /find [root@node1 ~]# find /etc -size +5M >
/find/largefiles [root@node1 ~]# cat /find/largefiles /etc/selinux/targeted/policy/policy.31 /etc/udev/hwdb.bin 

 

QUESTION 7

Add 3 users: harry, natasha, tom. 

The requirements: The Additional group of the two users: harry, Natasha is the admin group. The user: tom\\'s login
shell should be non-interactive. 

Correct Answer: Check the anser in explanation. 

# useradd -G admin harry # useradd -G admin natasha # useradd -s /sbin/nologin tom # id harry;id Natasha (Show
additional group) # cat /etc/passwd (Show the login shell) OR # system-config-users 

 

QUESTION 8

Part 1 (on Node1 Server) 

Task 5 [Controlling Access to Files with ACLs] 

Copy the file /etc/fstab to /var/tmp. Configure the following permissions on /var/tmp/fstab. 

The file /var/tmp/fstab is owned by root user 

The file /var/tmp/fstab is belongs to the root group 

The file /var/tmp/fstab should be executable by anyone 

The user harry is able to read and write on /var/tmp/fstab 

The user natasha can neither read or write on /var/tmp/fstab 

All other users (Current or future) have the ability to read /var/tmp/fstab 

Correct Answer: Check the anser in explanation. 

* [root@node1 ~]# cp -p /etc/fstab /var/tmp/ [root@node1 ~]# ls -lrt /etc/fstab [root@node1 ~]# ls -lrt /var/tmp/fstab
[root@node1 ~]# chmod a+x /var/tmp/fstab [root@node1 ~]# getfacl /var/tmp/fstab [root@node1 ~]# setfacl -m
u:harry:rw- /var/tmp/fstab [root@node1 ~]# setfacl -m u:natasha:--- /var/tmp/fstab [root@node1 ~]# getfacl /var/tmp/fstab
getfacl: Removing leading \\'/\\' from absolute path names # file: var/tmp/fstab # owner: root # group: root user::rwx
user:harry:rwuser:natasha:--group::r-x mask::rwx other::r-x 

* [root@node1 ~]# su - natasha [natasha@node1 ~]$ cat /var/tmp/fstab cat: /var/tmp/fstab: Permission denied 

 

QUESTION 9

Configure iptables, there are two domains in the network, the address of local domain is 172.24.0.0/16 other domain is
172.25.0.0/16, now refuse domain 172.25.0.0/16 to access the server. 
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Correct Answer: Check the anser in explanation. 

iptables -F service iptables save iptables -A INPUT -s 172.25.0.0/16 -j REJECT service iptables save service iptables
restart 

 

QUESTION 10

Who ever creates the files/directories on a data group owner should automatically be in the same group owner as data. 

Correct Answer: Check the anser in explanation. 

1.

 chmod g+s /data 

2.

 Verify using: ls -ld /data Permission should be like this: drwxrws--- 2 root sysadmin 4096 Mar 16 18:08 /data If SGID bit
is set on directory then who every users creates the files on directory group owner automatically the owner of parent
directory. To set the SGID bit: chmod g+s directory To Remove the SGID bit: chmod g-s directory 

 

QUESTION 11

Copy /etc/fstab to /var/tmp name admin, the user1 could read, write and modify it, while user2 without any permission. 

Correct Answer: Check the anser in explanation. 

# cp /etc/fstab /var/tmp/ # chgrp admin /var/tmp/fstab # setfacl -m u:user1:rwx /var/tmp/fstab # setfacl -m u:user2:---
/var/tmp/fstab # ls -l -rw-rw-r--+ 1 root admin 685 Nov 10 15:29 /var/tmp/fstab 

 

QUESTION 12

Configure your Host Name, IP Address, Gateway and DNS. Host name: station.domain40.example.com
/etc/sysconfig/network hostname=abc.com hostname abc.com IP Address:172.24.40.40/24 Gateway172.24.40.1
DNS:172.24.40.1 

Correct Answer: Check the anser in explanation. 

# cd /etc/syscofig/network-scripts/ # ls # vim ifcfg-eth0 (Configure IP Address, Gateway and DNS)
IPADDR=172.24.40.40 GATEWAY=172.24.40.1 DNS1=172.24.40.1 # vim /etc/sysconfig/network (Configure Host
Name) HOSTNAME= station.domain40.example.com OR Graphical Interfaces: System->Preference->Network
Connections (Configure IP Address, Gateway and DNS) Vim /etc/sysconfig/network (Configure Host Name) 

 

QUESTION 13

Search a String 

Find out all the columns that contains the string seismic within /usr/share/dict/words, then copy all these columns to
/root/lines.tx in original order, there is no blank line, all columns must be the accurate copy of the original columns. 
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Correct Answer: Check the anser in explanation. 

grep seismic /usr/share/dict/words> /root/lines.txt 

 

QUESTION 14

Find the files owned by harry, and copy it to catalog: /opt/dir 

Correct Answer: Check the anser in explanation. 

# cd /opt/ 

# mkdir dir 

# find / -user harry -exec cp -rfp {} /opt/dir/ \; 

 

QUESTION 15

SELinux must be running in the Enforcing mode. 

Correct Answer: Check the anser in explanation. 

getenforce // Check the current mode of SELinux // SELinux runs in enforcing mode // Check getenforce 1 getenforce
vim /etc/selinux/config selinux=enforcing // To temporarily enable SELinux wg sestatus 
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