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QUESTION 1

Travis, a computer forensics investigator, is finishing up a case he has been working on for over a month involving
copyright infringement and embezzlement. His last task is to prepare an investigative report for the president of the
company he has been working for. Travis must submit a hard copy and an electronic copy to this president. In what
electronic format should Travis send this report? 

A. TIFF-8 

B. DOC 

C. WPD 

D. PDF 

Correct Answer: D 

 

QUESTION 2

A forensics investigator needs to copy data from a computer to some type of removable media so he can examine the
information at another location. The problem is that the data is around 42GB in size. What type of removable media
could the investigator use? 

A. Blu-Ray single-layer 

B. HD-DVD 

C. Blu-Ray dual-layer 

D. DVD-18 

Correct Answer: C 

 

QUESTION 3

Before you are called to testify as an expert, what must an attorney do first? 

A. engage in damage control 

B. prove that the tools you used to conduct your examination are perfect 

C. read your curriculum vitae to the jury 

D. qualify you as an expert witness 

Correct Answer: D 

 

QUESTION 4
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You are working as a Computer forensics investigator for a corporation on a computer abuse case. You discover
evidence that shows the subject of your investigation is also embezzling money from the company. The company CEO
and the corporate legal counsel advise you to contact law enforcement and provide them with the evidence that you
have found. The law enforcement officer that responds requests that you put a network sniffer on your network and
monitor all traffic to the subject\\'s computer. You inform the officer that you will not be able to comply with that request
because doing so would: 

A. Violate your contract 

B. Cause network congestion 

C. Make you an agent of law enforcement 

D. Write information to the subject\\'s hard drive 

Correct Answer: C 

 

QUESTION 5

Julia is a senior security analyst for Berber Consulting group. She is currently working on a contract for a small
accounting firm in Florid a. They have given her permission to perform social engineering attacks on the company to
see if their in- house training did any good. Julia calls the main number for the accounting firm and talks to the
receptionist. Julia says that she is an IT technician from the company\\'s main office in Iowa. She states that she needs
the receptionist\\'s network username and password to troubleshoot a problem they are having. Julia says that Bill
Hammond, the CEO of the company, requested this information. After hearing the name of the CEO, the receptionist
gave Julia all the information she asked for. What principal of social engineering did Julia use? 

A. Social Validation 

B. Scarcity 

C. Friendship/Liking 

D. Reciprocation 

Correct Answer: D 

 

QUESTION 6

Paul\\'s company is in the process of undergoing a complete security audit including logical and physical security
testing. After all logical tests were performed; it is now time for the physical round to begin. None of the employees are
made aware of this round of testing. The security-auditing firm sends in a technician dressed as an electrician. He waits
outside in the lobby for some employees to get to work and follows behind them when they access the restricted areas.
After entering the main office, he is able to get into the server room telling the IT manager that there is a problem with
the outlets in that room. What type of attack has the technician performed? 

A. Tailgating 

B. Backtrapping 

C. Man trap attack 

D. Fuzzing 

EC0-349 PDF Dumps | EC0-349 Practice Test | EC0-349 Study Guide                                3 / 7

https://www.pass4itsure.com/EC0-349.html
https://www.pass4itsure.com/EC0-349.html
https://www.pass4itsure.com/EC0-349.html


https://www.pass4itsure.com/EC0-349.html
2023 Latest pass4itsure EC0-349 PDF and VCE dumps Download

Correct Answer: A 

 

QUESTION 7

You work as an IT security auditor hired by a law firm in Boston to test whether you can gain access to sensitive
information about the company clients. You have rummaged through their trash and found very little information. You do
not want to set off any alarms on their network, so you plan on performing passive foot printing against their Web
servers. What tool should you use? 

A. Ping sweep 

B. Nmap 

C. Netcraft 

D. Dig 

Correct Answer: C 

 

QUESTION 8

To preserve digital evidence, an investigator should ____________________. 

A. Make two copies of each evidence item using a single imaging tool 

B. Make a single copy of each evidence item using an approved imaging tool 

C. Make two copies of each evidence item using different imaging tools 

D. Only store the original evidence item 

Correct Answer: C 

 

QUESTION 9

What type of attack sends SYN requests to a target system with spoofed IP addresses? 

A. SYN flood 

B. Ping of death 

C. Cross site scripting 

D. Land 

Correct Answer: A 

 

QUESTION 10
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When investigating a Windows System, it is important to view the contents of the page or swap file because: 

A. Windows stores all of the systems configuration information in this file 

B. This is file that windows use to communicate directly with Registry 

C. A Large volume of data can exist within the swap file of which the computer user has no knowledge 

D. This is the file that windows use to store the history of the last 100 commands that were run from the command line 

Correct Answer: C 

 

QUESTION 11

The offset in a hexadecimal code is: 

A. The last byte after the colon 

B. The 0x at the beginning of the code 

C. The 0x at the end of the code 

D. The first byte after the colon 

Correct Answer: B 

 

QUESTION 12

Which of the following file system is used by Mac OS X? 

A. EFS 

B. HFS+ 

C. EXT2 

D. NFS 

Correct Answer: B 

 

QUESTION 13

What is kept in the following directory? HKLM\SECURITY\Policy\Secrets 

A. Cached password hashes for the past 20 users 

B. Service account passwords in plain text 

C. IAS account names and passwords D. Local store PKI Kerberos certificates 

Correct Answer: B 
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QUESTION 14

With Regard to using an Antivirus scanner during a computer forensics investigation, You should: 

A. Scan the suspect hard drive before beginning an investigation 

B. Never run a scan on your forensics workstation because it could change your systems configuration 

C. Scan your forensics workstation at intervals of no more than once every five minutes during an investigation 

D. Scan your Forensics workstation before beginning an investigation 

Correct Answer: D 

 

QUESTION 15

Why is it a good idea to perform a penetration test from the inside? 

A. It is never a good idea to perform a penetration test from the inside 

B. Because 70% of attacks are from inside the organization 

C. To attack a network from a hacker\\'s perspective 

D. It is easier to hack from the inside 

Correct Answer: B 
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