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QUESTION 1

Which of the following fields of management focuses on establishing and maintaining consistency of a system\\'s or
product\\'s performance and its functional and physical attributes with its requirements, design, and operational
information throughout its life? 

A. Configuration management 

B. Risk management 

C. Change management 

D. Procurement management 

Correct Answer: A 

Configuration management is a field of management that focuses on establishing and maintaining consistency of a
system\\'s or product\\'s performance and its functional and physical attributes with its requirements, design, and
operational information throughout its life. Configuration Management System is a subsystem of the overall project
management system. It is a collection of formal documented procedures used to identify and document the functional
and physical characteristics of a product, result, service, or component of the project. It also controls any changes to
such characteristics, and records and reports each change and its implementation status. It includes the documentation,
tracking systems, and defined approval levels necessary for authorizing and controlling changes. Audits are performed
as part of configuration management to determine if the requirements have been met. Answer: D is incorrect. The
procurement management plan defines more than just the procurement of team members, if needed. It defines how
procurements will be planned and executed, and how the organization and the vendor will fulfill the terms of the
contract. Answer: B is incorrect. Risk Management is used to identify, assess, and control risks. It includes analyzing the
value of assets to the business, identifying threats to those assets, and evaluating how vulnerable each asset is to those
threats. Answer: C is incorrect. Change Management is used to ensure that standardized methods and procedures are
used for efficient handling of all changes. 

 

QUESTION 2

DoD 8500.2 establishes IA controls for information systems according to the Mission Assurance Categories (MAC) and
confidentiality levels. Which of the following MAC levels requires high integrity and medium availability? 

A. MAC III 

B. MAC IV 

C. MAC I 

D. MAC II 

Correct Answer: D 

The various MAC levels are as follows: MAC I: It states that the systems have high availability and high integrity. MAC
II: It states that the systems have high integrity and medium availability. MAC III: It states that the systems have basic
integrity and availability. 

 

QUESTION 3
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Samantha works as an Ethical Hacker for we-are-secure Inc. She wants to test the security of the we-are-secure server
for DoS attacks. She sends large number of ICMP ECHO packets to the target computer. Which of the following DoS
attacking techniques will she use to accomplish the task? 

A. Smurf dos attack 

B. Land attack 

C. Ping flood attack 

D. Teardrop attack 

Correct Answer: C 

According to the scenario, Samantha is using the ping flood attack. In a ping flood attack, an attacker sends a large
number of ICMP packets to the target computer using the ping command, i.e., ping -f target_IP_address. When the
target computer receives these packets in large quantities, it does not respond and hangs. However, for such an attack
to take place, the attacker must have sufficient Internet bandwidth, because if the target responds with an "ECHO reply
ICMP packet" message, the attacker must have both the incoming and outgoing bandwidths available for
communication. Answer: A is incorrect. In a smurf DoS attack, an attacker sends a large amount of ICMP echo request
traffic to the IP broadcast addresses. These ICMP requests have a spoofed source address of the intended victim. If the
routing device delivering traffic to those broadcast addresses delivers the IP broadcast to all the hosts, most of the IP
addresses send an ECHO reply message. However, on a multi- access broadcast network, hundreds of computers
might reply to each packet when the target network is overwhelmed by all the messages sent simultaneously. Due to
this, the network becomes unable to provide services to all the messages and crashes. Answer: D is incorrect. In a
teardrop attack, a series of data packets are sent to the target computer with overlapping offset field values. As a result,
the target computer is unable to reassemble these packets and is forced to crash, hang, or reboot. Answer: B is
incorrect. In a land attack, the attacker sends a spoofed TCP SYN packet in which the IP address of the target is filled in
both the source and destination fields. On receiving the spoofed packet, the target system becomes confused and goes
into a frozen state. Now-a-days, antivirus can easily detect such an attack. 

 

QUESTION 4

Fill in the blank with an appropriate phrase The is a formal state transition system of computer security policy that
describes a set of access control rules designed to ensure data integrity. 

A. Biba model 

Correct Answer: A 

The Biba model is a formal state transition system of computer security policy that describes a set of access control
rules designed to ensure data integrity. Data and subjects are grouped into ordered levels of integrity. The model is
designed so that subjects may not corrupt data in a level ranked higher than the subject, or be corrupted by data from a
lower level than the subject. 

 

QUESTION 5

Which of the following requires all general support systems and major applications to be fully certified and accredited
before these systems and applications are put into production? Each correct answer represents a part of the solution.
Choose all that apply. 

A. NIST 
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B. Office of Management and Budget (OMB) 

C. FIPS 

D. FISMA 

Correct Answer: BD 

FISMA and Office of Management and Budget (OMB) require all general support systems and major applications to be
fully certified and accredited before they are put into production. General support systems and major applications are
also referred to as information systems and are required to be reaccredited every three years. Answer: A is incorrect.
The National Institute of Standards and Technology (NIST), known between 1901 and 1988 as the National Bureau of
Standards (NBS), is a measurement standards laboratory which is a non- regulatory agency of the United States
Department of Commerce. The institute\\'s official mission is to promote U.S. innovation and industrial competitiveness
by advancing measurement science, standards, and technology in ways that enhance economic security and improve
quality of life. Answer: C is incorrect. The Federal Information Processing Standards (FIPS) are publicly announced
standards developed by the United States federal government for use by all non- military government agencies and by
government contractors. Many FIPS standards are modified versions of standards used in the wider community (ANSI,
IEEE, ISO, etc.). Some FIPS standards were originally developed by the U.S. government. For instance, standards for
encoding data (e.g., country codes), but more significantly some encryption standards, such as the Data Encryption
Standard (FIPS 46-3) and the Advanced Encryption Standard (FIPS 197). In 1994, NOAA (Noaa) began broadcasting
coded signals called FIPS (Federal Information Processing System) codes along with their standard weather broadcasts
from local stations. These codes identify the type of emergency and the specific geographic area (such as a county)
affected by the emergency. 

 

QUESTION 6

Which of the following security architectures defines how to integrate widely disparate applications for a world that is
Web-based and uses multiple implementation platforms? 

A. Sherwood Applied Business Security Architecture 

B. Enterprise architecture 

C. Service-oriented architecture 

D. Service-oriented modeling and architecture 

Correct Answer: C 

In computing, a service-oriented architecture (SOA) is a flexible set of design principles used during the phases of
systems development and integration. A deployed SOA- based architecture will provide a loosely-integrated suite of
services that can be used within multiple business domains. SOA also generally provides a way for consumers of
services, such as web-based applications, to be aware of available SOA-based services. For example, several
disparate departments within a company may develop and deploy SOA services in different implementation languages;
their respective clients will benefit from a well understood, well defined interface to access them. XML is commonly used
for interfacing with SOA services, though this is not required. SOA defines how to integrate widely disparate applications
for a world that is Web- based and uses multiple implementation platforms. Rather than defining an API, SOA defines
the interface in terms of protocols and functionality. An endpoint is the entry point for such an SOA implementation. 
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(Layer interaction in Service-oriented architecture) Answer: A is incorrect. SABSA (Sherwood Applied Business Security
Architecture) is a framework and methodology for Enterprise Security Architecture and Service Management. SABSA is
a model and a methodology for developing risk- driven enterprise information security architectures and for delivering
security infrastructure solutions that support critical business initiatives. The primary characteristic of the SABSA model
is that everything must be derived from an analysis of the business requirements for security, especially those in which
security has an enabling function through which new business opportunities can be developed and exploited. Answer: D
is incorrect. The service-oriented modeling and architecture (SOMA) includes an analysis and design method that
extends traditional object-oriented and component-based analysis and design methods to include concerns relevant to
and supporting SOA. Answer: B is incorrect. Enterprise architecture describes the terminology, the composition of
subsystems, and their relationships with the external environment, and the guiding principles for the design and
evolution of an enterprise. 

 

QUESTION 7

Numerous information security standards promote good security practices and define frameworks or systems to
structure the analysis and design for managing information security controls. Which of the following are the international
information security standards? Each correct answer represents a complete solution. Choose all that apply. 

A. AU audit and accountability 
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B. Human resources security 

C. Organization of information security 

D. Risk assessment and treatment 

Correct Answer: BCD 

Following are the various international information security standards: Risk assessment and treatment: Analysis of the
organization\\'s information security risks Security policy: Management direction Organization of information security:
Governance of information security Asset management: Inventory and classification of information assets Human
resources security: Security aspects for employees joining, moving, and leaving an organization Physical and
environmental security: Protection of the computer facilities Communications and operations management:
Management of technical security controls in systems and networks Access control: Restriction of access rights to
networks, systems, applications, functions, and data Information systems acquisition, development and maintenance:
Building security into applications Information security incident management: Anticipating and responding appropriately
to information security breaches Business continuity management: Protecting, maintaining, and recovering business-
critical processes and systems Compliance: Ensuring conformance with information security policies, standards, laws,
and regulations Answer: A is incorrect. AU audit and accountability is a U.S. Federal Government information security
standard. 

 

QUESTION 8

Digital rights management (DRM) consists of compliance and robustness rules. Which of the following features does the
robustness rule have? Each correct answer represents a complete solution. Choose three. 

A. It specifies the various levels of robustness that are needed for asset security. 

B. It specifies minimum techniques for asset security. 

C. It specifies the behaviors of the DRM implementation and applications accessing the implementation. 

D. It contains assets, such as device key, content key, algorithm, and profiling data. 

Correct Answer: ABD 

The DRM (digital rights management) technology includes the following rules: 

1.Compliance rule: This rule specifies the behaviors of the DRM implementation, and applications that are accessing the
implementation. The compliance rule specifies the following elements: 

Definition of specific license rights Device requirements Revocation of license path or penalties when the
implementation is not robust enough or noncompliant 2.Robustness rule: This rule has the following features: It specifies
the various 

levels of robustness that are needed for asset security. It contains assets, such as device key, content key, algorithm,
and profiling data. It specifies minimum techniques for asset security. 

 

QUESTION 9

Certification and Accreditation (CandA or CnA) is a process for implementing information security. It is a systematic
procedure for evaluating, describing, testing, and authorizing systems prior to or after a system is in operation. Which of
the following statements are true about Certification and Accreditation? Each correct answer represents a complete
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solution. Choose two. 

A. Certification is a comprehensive assessment of the management, operational, and technical security controls in an
information system. 

B. Accreditation is a comprehensive assessment of the management, operational, and technical security controls in an
information system. 

C. Accreditation is the official management decision given by a senior agency official to authorize operation of an
information system. 

D. Certification is the official management decision given by a senior agency official to authorize operation of an
information system. 

Correct Answer: AC 

Certification and Accreditation (CandA or CnA) is a process for implementing information security. It is a systematic
procedure for evaluating, describing, testing, and authorizing systems prior to or after a system is in operation. The
CandA process is used extensively in the U.S. Federal Government. Some CandA processes include FISMA, NIACAP,
DIACAP, and DCID 6/3. Certification is a comprehensive assessment of the management, operational, and technical
security controls in an information system, made in support of security accreditation, to determine the extent to which
the controls are implemented correctly, operating as intended, and producing the desired outcome with respect to
meeting the security requirements for the system. Accreditation is the official management decision given by a senior
agency official to authorize operation of an information system and to explicitly accept the risk to agency operations
(including mission, functions, image, or reputation), agency assets, or individuals, based on the implementation of an
agreed-upon set of security controls. 

 

QUESTION 10

Which of the following are the levels of public or commercial data classification system? Each correct answer represents
a complete solution. Choose all that apply. 

A. Sensitive 

B. Private 

C. Unclassified 

D. Confidential 

E. Secret 

F. Public 

Correct Answer: ABDF 

The public or commercial data classification is also built upon a four-level model, which are as follows: Public Sensitive
Private Confidential Each level (top to bottom) represents an increasing level of sensitivity. The public level is similar to
unclassified level military classification system. This level of data should not cause any damage if disclosed. Sensitive is
a higher level of classification than public level data. This level of data requires a greater level of protection to maintain
confidentiality. The Private level of data is intended for company use only. Disclosure of this level of data can damage
the company. The Confidential level of data is considered very sensitive and is intended for internal use only. Disclosure
of this level of data can cause serious damage to the company. Answer: C and E are incorrect. Unclassified and secret
are the levels of military data classification. 
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QUESTION 11

John works as a professional Ethical Hacker. He has been assigned the project of testing the security of www.we-are-
secure.com. He finds that the We-are-secure server is vulnerable to attacks. As a countermeasure, he suggests that the
Network Administrator should remove the IPP printing capability from the server. He is suggesting this as a
countermeasure against . 

A. SNMP enumeration 

B. IIS buffer overflow 

C. NetBIOS NULL session 

D. DNS zone transfer 

Correct Answer: B 

Removing the IPP printing capability from a server is a good countermeasure against an IIS buffer overflow attack. A
Network Administrator should take the following steps to prevent a Web server from IIS buffer overflow attacks: Conduct
frequent scans for server vulnerabilities. Install the upgrades of Microsoft service packs. Implement effective firewalls.
Apply URLScan and IISLockdown utilities. Remove the IPP printing capability. Answer: D is incorrect. The following are
the DNS zone transfer countermeasures: Do not allow DNS zone transfer using the DNS property sheet: a.Open DNS.
b.Right-click a DNS zone and click Properties. c.On the Zone Transfer tab, clear the Allow zone transfers check box.
Configure the master DNS server to allow zone transfers only from secondary DNS servers: a.Open DNS. b.Right-click
a DNS zone and click Properties. c.On the zone transfer tab, select the Allow zone transfers check box, and then do
one of the following: To allow zone transfers only to the DNS servers listed on the name servers tab, click on the Only to
the servers listed on the Name Server tab. To allow zone transfers only to specific DNS servers, click Only to the
following servers, and add the IP address of one or more servers. Deny all unauthorized inbound connections to TCP
port 53. Implement DNS keys and encrypted DNS payloads. Answer: A is incorrect. The following are the
countermeasures against SNMP enumeration: 1.Removing the SNMP agent or disabling the SNMP service 2.Changing
the default PUBLIC community name when \\'shutting off SNMP\\' is not an option 3.Implementing the Group Policy
security option called Additional restrictions for anonymous connections 4.Restricting access to NULL session pipes and
NULL session shares 5.Upgrading SNMP Version 1 with the latest version 6.Implementing Access control list filtering to
allow only access to the read-write community from approved stations or subnets Answer: C is incorrect. NetBIOS NULL
session vulnerabilities are hard to prevent, especially if NetBIOS is needed as part of the infrastructure. One or more of
the following steps can be taken to limit NetBIOS NULL session vulnerabilities: 1.Null sessions require access to the
TCP 139 or TCP 445 port, which can be disabled by a Network Administrator. 2.A Network Administrator can also
disable SMB services entirely on individual hosts by unbinding WINS Client TCP/IP from the interface. 3.A Network
Administrator can also restrict the anonymous user by editing the registry values: a.Open regedit32, and go to
HKLM\SYSTEM\CurrentControlSet\LSA. b.Choose edit > add value. Value name: RestrictAnonymous Data Type:
REG_WORD Value: 2 

 

QUESTION 12

At which of the following levels of robustness in DRM must the security functions be immune to widely available tools
and specialized tools and resistant to professional tools? 

A. Level 2 

B. Level 4 

C. Level 1 
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D. Level 3 

Correct Answer: C 

At Level 1 of robustness in DRM, the security functions must be immune to widely available tools and specialized tools
and resistant to professional tools. 

 

QUESTION 13

Which of the following security design principles supports comprehensive and simple design and implementation of
protection mechanisms, so that an unintended access path does not exist or can be readily identified and eliminated? 

A. Least privilege 

B. Economy of mechanism 

C. Psychological acceptability 

D. Separation of duties 

Correct Answer: B 

The economy of mechanism is a security design principle, which supports simple and comprehensive design and
implementation of protection mechanisms, so that an unintended access path does not exist or can be readily identified
and eliminated. Answer: D is incorrect. Separation of duties defines that the completion of a specific sensitivity activity or
access to sensitive object depends on the satisfaction of multiple conditions. Answer: C is incorrect. Psychological
acceptability defines the ease of use and intuitiveness of the user interface that controls and interacts with the access
control mechanisms. Answer: A is incorrect. Least privilege maintains that an individual, process, or other type of entity
should be given the minimum privileges and resources for the minimum period of time required to complete a task. 

 

QUESTION 14

You are responsible for network and information security at a large hospital. It is a significant concern that any change
to any patient record can be easily traced back to the person who made that change. What is this called? 

A. Availability 

B. Confidentiality 

C. Non repudiation 

D. Data Protection 

Correct Answer: C 

Non repudiation refers to mechanisms that prevent a party from falsely denying involvement in some data transaction. 

 

QUESTION 15

Which of the following testing methods tests the system efficiency by systematically selecting the suitable and minimum
set of tests that are required to effectively cover the affected changes? 
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A. Integration testing 

B. Acceptance testing 

C. Regression testing 

Correct Answer: 

Regression testing focuses on finding defects after a major code change has occurred. Specifically, it seeks to uncover
software regressions, or old bugs that have come back. Such regressions occur whenever software functionality that
was previously working correctly stops working as intended. Typically, regressions occur as an unintended
consequence of program changes, when the newly developed part of the software collides with the previously existing
code. Regression testing tests the system efficiency by systematically selecting the suitable and minimum set of tests
that are required to effectively cover the affected changes. Answer: A is incorrect. Unit testing is a type of testing in
which each independent unit of an application is tested separately. During unit testing, a developer takes the smallest
unit of an application, isolates it from the rest of the application code, and tests it to determine whether it works as
expected. Unit testing is performed before integrating these independent units into modules. The most common
approach to unit testing requires drivers and stubs to be written. Drivers and stubs are programs. A driver simulates a
calling unit, and a stub simulates a called unit. Answer: C is incorrect. Acceptance testing is performed on the
application before its implementation into the production environment. It is done either by a client or an application
specialist to ensure that the software meets the requirement for which it was made. Answer: B is incorrect. Integration
testing is a software testing that seeks to verify the interfaces between components against a software design. Software
components may be integrated in an iterative way or all together ("big bang"). Normally the former is considered a better
practice since it allows interface issues to be localized more quickly and fixed. Integration testing works to expose
defects in the interfaces and interaction between the integrated components (modules). Progressively larger groups of
tested software components corresponding to elements of the architectural design are integrated and tested until the
software works as a system. 
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