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QUESTION 1

The functional analysis process is used for translating system requirements into detailed function criteria. Which of the
following are the elements of functional analysis process Each correct answer represents a complete solution. Choose
all that apply. 

A. Model possible overall system behaviors that are needed to achieve the system requirements. 

B. Develop concepts and alternatives that are not technology or component bound. 

C. Decompose functional requirements into discrete tasks or activities, the focus is still on technology not functions or
components. 

D. Use a top-down with some bottom-up approach verification. 

Correct Answer: ABD 

 

QUESTION 2

Which of the following memorandums reminds the departments and agencies of the OMB principles for including and
funding security as an element of agency information technology systems and architectures and of the decision criteria
which is used to evaluate security for information systems investments 

A. OMB M-00-13 

B. OMB M-99-18 

C. OMB M-00-07 

D. OMB M-03-19 

Correct Answer: C 

 

QUESTION 3

Which of the following guidelines is recommended for engineering, protecting, managing, processing, and 

controlling national security and sensitive (although unclassified) information 

A. Federal Information Processing Standard (FIPS) 

B. Special Publication (SP) 

C. NISTIRs (Internal Reports) 

D. DIACAP by the United States Department of Defense (DoD) 

Correct Answer: B 
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QUESTION 4

Lisa is the project manager of the SQL project for her company. She has completed the risk response planning with her
project team and is now ready to update the risk register to reflect the risk response. Which of the following statements
best describes the level of detail Lisa should include with the risk 

responses she has created 

A. The level of detail must define exactly the risk response for each identified risk. 

B. The level of detail is set of project risk governance. 

C. The level of detail is set by historical information. 

D. The level of detail should correspond with the priority ranking. 

Correct Answer: D 

 

QUESTION 5

Which of the following techniques are used after a security breach and are intended to limit the extent of any damage
caused by the incident 

A. Corrective controls 

B. Safeguards 

C. Detective controls 

D. Preventive controls 

Correct Answer: A 

 

QUESTION 6

Which of the following types of firewalls increases the security of data packets by remembering the state of connection
at the network and the session layers as they pass through the filter 

A. Stateless packet filter firewall 

B. PIX firewall 

C. Stateful packet filter firewall 

D. Virtual firewall 

Correct Answer: C 

 

QUESTION 7

In 2003, NIST developed a new Certification and Accreditation (CandA) guideline known as FIPS 199. What levels of
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potential impact are defined by FIPS 199 Each correct answer represents a complete solution. Choose all that apply. 

A. High 

B. Medium 

C. Low 

D. Moderate 

Correct Answer: ABC 

 

QUESTION 8

Which of the following DITSCAPNIACAP model phases is used to confirm that the evolving system development and
integration complies with the agreements between role players documented in the first phase 

A. Verification 

B. Validation 

C. Post accreditation 

D. Definition 

Correct Answer: A 

 

QUESTION 9

Under which of the following CNSS policies, NIACAP is mandatory for all the systems that process USG classified
information 

A. NSTISSP No. 11 

B. NSTISSP No. 101 

C. NSTISSP No. 7 

D. NSTISSP No. 6 

Correct Answer: D 

 

QUESTION 10

FIPS 199 defines the three levels of potential impact on organizations low, moderate, and high. Which of the following
are the effects of loss of confidentiality, integrity, or availability in a high level potential impact 

A. The loss of confidentiality, integrity, or availability might cause severe degradation in or loss of mission capability to
an extent. 

B. The loss of confidentiality, integrity, or availability might result in major financial losses. 
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C. The loss of confidentiality, integrity, or availability might result in a major damage to organizational assets. 

D. The loss of confidentiality, integrity, or availability might result in severe damages like life threatening injuries or loss
of life. 

Correct Answer: ABCD 

 

QUESTION 11

According to U.S. Department of Defense (DoD) Instruction 8500.2, there are eight Information Assurance (IA) areas,
and the controls are referred to as IA controls. Which of the following are among the eight areas of IA defined by DoD
Each correct answer represents a complete solution. Choose all that apply. 

A. DC Security Design and Configuration 

B. EC Enclave and Computing Environment 

C. VI Vulnerability and Incident Management 

D. Information systems acquisition, development, and maintenance 

Correct Answer: ABC 

 

QUESTION 12

Della works as a security engineer for BlueWell Inc. She wants to establish configuration management and control
procedures that will document proposed or actual changes to the information system. Which of the following phases of
NIST SP 800-37 CandA methodology will define the above task 

A. Security Certification 

B. Security Accreditation 

C. Initiation 

D. Continuous Monitoring 

Correct Answer: D 

 

QUESTION 13

Which of the following federal laws establishes roles and responsibilities for information security, risk management,
testing, and training, and authorizes NIST and NSA to provide guidance for security planning and implementation 

A. Computer Fraud and Abuse Act 

B. Government Information Security Reform Act (GISRA) 

C. Federal Information Security Management Act (FISMA) 

D. Computer Security Act 
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Correct Answer: B 

 

QUESTION 14

Which of the following are the major tasks of risk management Each correct answer represents a complete solution.
Choose two. 

A. Risk identification 

B. Building Risk free systems 

C. Assuring the integrity of organizational data 

D. Risk control 

Correct Answer: AD 

 

QUESTION 15

Fill in the blank with an appropriate phrase. _________________ is used to verify and accredit systems by making a
standard process, set of activities, general tasks, and management structure. 

Correct Answer: DITSCAPNIACAP 

Latest CISSP-ISSEP
Dumps

CISSP-ISSEP PDF Dumps CISSP-ISSEP Practice Test

Powered by TCPDF (www.tcpdf.org)

Latest CISSP-ISSEP Dumps | CISSP-ISSEP PDF Dumps | CISSP-ISSEP Practice Test                               6 / 6

https://www.pass4itsure.com/cissp-issep.html
https://www.pass4itsure.com/cissp-issep.html
https://www.pass4itsure.com/cissp-issep.html
https://www.pass4itsure.com/cissp-issep.html
http://www.tcpdf.org
https://www.pass4itsure.com/cissp-issep.html
https://www.pass4itsure.com/cissp-issep.html
https://www.pass4itsure.com/cissp-issep.html

