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QUESTION 1

Single Loss Expectancy (SLE) represents an organization\\'s loss from a single threat. Which of the following formulas
best describes the Single Loss Expectancy (SLE)? 

A. SLE = Asset Value (AV) * Exposure Factor (EF) 

B. SLE = Asset Value (AV) * Annualized Rate of Occurrence (ARO) 

C. SLE = Annualized Loss Expectancy (ALE) * Annualized Rate of Occurrence (ARO) 

D. SLE = Annualized Loss Expectancy (ALE) * Exposure Factor (EF) 

Correct Answer: A 

 

QUESTION 2

Which of the following is a technique used for modifying messages, providing Information and Cyber security, and
reducing the risk of hacking attacks during communications and message passing over the Internet? 

A. Risk analysis 

B. OODA loop 

C. Cryptography 

D. Firewall security 

Correct Answer: C 

 

QUESTION 3

Which of the following authentication methods prevents unauthorized execution of code on remote systems? 

A. TACACS 

B. S-RPC 

C. RADIUS 

D. CHAP 

Correct Answer: B 

 

QUESTION 4

Which of the following statements about a stream cipher are true? Each correct answer represents a complete solution.
Choose three. 
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A. It typically executes at a higher speed than a block cipher. 

B. It divides a message into blocks for processing. 

C. It typically executes at a slower speed than a block cipher. 

D. It divides a message into bits for processing. 

E. It is a symmetric key cipher. 

Correct Answer: ADE 

 

QUESTION 5

Which of the following categories of access controls is deployed in the organization to prevent all direct contacts with
systems? 

A. Detective access control 

B. Physical access control 

C. Technical access control 

D. Administrative access control 

Correct Answer: B 

 

QUESTION 6

In which of the following cryptographic attacking techniques does the attacker pick up the information to be encrypted
and take a copy of it with the encrypted data? 

A. Chosen ciphertext attack 

B. Known plaintext attack 

C. Chosen plaintext attack 

D. Ciphertext only attack 

Correct Answer: C 

 

QUESTION 7

You work as a Security Manager for Tech Perfect Inc. A number of people are involved with you in the DRP efforts. You
have maintained several different types of plan documents, intended for different audiences. Which of the following
documents will be useful for you as well as public relations personnel who require a non-technical perspective on the
entire organization\\'s disaster recovery efforts? 

A. Technical guide 
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B. Executive summary 

C. Checklist 

D. Department-specific plan 

Correct Answer: B 

 

QUESTION 8

Your customer is concerned about security. He wants to make certain no one in the outside world can see the IP
addresses inside his network. What feature of a router would accomplish this? 

A. Port forwarding 

B. NAT 

C. MAC filtering 

D. Firewall 

Correct Answer: B 

 

QUESTION 9

You are responsible for a Microsoft based network. Your servers are all clustered. Which of the following are the likely
reasons for the clustering? Each correct answer represents a complete solution. Choose two. 

A. Reduce power consumption 

B. Ease of maintenance 

C. Failover 

D. Load balancing 

Correct Answer: AB 

 

QUESTION 10

You work as an Incident handling manager for Orangesect Inc. You detect a virus attack incident in the network of your
company. You develop a signature based on the characteristics of the detected virus. Which of the following phases in
the Incident handling process will utilize the signature to resolve this incident? 

A. Eradication 

B. Identification 

C. Recovery 

D. Containment 
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Correct Answer: A 

 

QUESTION 11

An organization wants to allow a certificate authority to gain access to the encrypted data and create digital signatures
on behalf of the user. The data is encrypted using the public key from a user\\'s certificate. Which of the following
processes fulfills the above requirements? 

A. Key escrow 

B. Key storage 

C. Key revocation 

D. Key recovery 

Correct Answer: A 

 

QUESTION 12

Which of the following SDLC phases consists of the given security controls: Misuse Case Modeling Security Design and
Architecture Review Threat and Risk Modeling Security Requirements and Test Cases Generation 

A. Design 

B. Maintenance 

C. Deployment 

D. Requirements Gathering 

Correct Answer: A 

 

QUESTION 13

Which of the following types of attacks cannot be prevented by technical measures only? 

A. Social engineering 

B. Brute force 

C. Smurf DoS 

D. Ping flood attack 

Correct Answer: A 

 

QUESTION 14
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Which of the following are the phases of the Certification and Accreditation (CandA) process? Each correct answer
represents a complete solution. Choose two. 

A. Detection 

B. Continuous Monitoring 

C. Initiation 

D. Auditing 

Correct Answer: BC 

 

QUESTION 15

An authentication method uses smart cards as well as usernames and passwords for authentication. Which of the
following authentication methods is being referred to? 

A. Mutual 

B. Anonymous 

C. Multi-factor 

D. Biometrics 

Correct Answer: C 
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