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QUESTION 1

A human resources manager at a software development company has been tasked with recruiting personnel for a new
cyber defense division in the company. This division will require personnel to have high technology skills and industry
certifications. Which of the following is the BEST method for this manager to gain insight into this industry to execute the
task? 

A. Interview candidates, attend training, and hire a staffing company that specializes in technology jobs 

B. Interview employees and managers to discover the industry hot topics and trends 

C. Attend meetings with staff, internal training, and become certified in software management 

D. Attend conferences, webinars, and training to remain current with the industry and job requirements 

Correct Answer: D 

 

QUESTION 2

A software development manager is taking over an existing software development project. The team currently suffers
from poor communication due to a long delay between requirements documentation and feature delivery. This gap is
resulting in an above average number of security-related bugs making it into production. Which of the following
development methodologies is the team MOST likely using now? 

A. Agile 

B. Waterfall 

C. Scrum 

D. Spiral 

Correct Answer: B 

 

QUESTION 3

Noticing latency issues at its connection to the Internet, a company suspects that it is being targeted in a Distributed
Denial of Service attack. A security analyst discovers numerous inbound monlist requests coming to the company\\'s
NTP servers. Which of the following mitigates this activity with the LEAST impact to existing operations? 

A. Block in-bound connections to the company\\'s NTP servers. 

B. Block IPs making monlist requests. 

C. Disable the company\\'s NTP servers. 

D. Disable monlist on the company\\'s NTP servers. 

Correct Answer: D 
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QUESTION 4

The company is considering issuing non-standard tablet computers to executive management. Which of the following is
the FIRST step the security manager should perform? 

A. Apply standard security policy settings to the devices. 

B. Set up an access control system to isolate the devices from the network. 

C. Integrate the tablets into standard remote access systems. 

D. Develop the use case for the devices and perform a risk analysis. 

Correct Answer: D 

 

QUESTION 5

After the install process, a software application executed an online activation process. After a few months, the system
experienced a hardware failure. A backup image of the system was restored on a newer revision of the same brand and
model device. After the restore, the specialized application no longer works. Which of the following is the MOST likely
cause of the problem? 

A. The binary files used by the application have been modified by malware. 

B. The application is unable to perform remote attestation due to blocked ports. 

C. The restored image backup was encrypted with the wrong key. 

D. The hash key summary of hardware and installed software no longer match. 

Correct Answer: D 

 

QUESTION 6

Company XYZ provides cable television service to several regional areas. They are currently installing fiber-to-the-home
in many areas with hopes of also providing telephone and Internet services. The telephone and Internet services
portions of the company will each be separate subsidiaries of the parent company. The board of directors wishes to
keep the subsidiaries separate from the parent company. However all three companies must share customer data for
the purposes of accounting, billing, and customer authentication. The solution must use open standards, and be simple
and seamless for customers, while only sharing minimal data between the companies. Which of the following solutions
is BEST suited for this scenario? 

A. The companies should federate, with the parent becoming the SP, and the subsidiaries becoming an IdP. 

B. The companies should federate, with the parent becoming the IdP, and the subsidiaries becoming an SSP. 

C. The companies should federate, with the parent becoming the IdP, and the subsidiaries becoming an SP. 

D. The companies should federate, with the parent becoming the ASP, and the subsidiaries becoming an IdP. 

Correct Answer: C 
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QUESTION 7

A team is established to create a secure connection between software packages in order to list employee\\'s remaining
or unused benefits on their paycheck stubs. Which of the following business roles would be MOST effective on this
team? 

A. Network Administrator, Database Administrator, Programmers 

B. Network Administrator, Emergency Response Team, Human Resources 

C. Finance Officer, Human Resources, Security Administrator 

D. Database Administrator, Facilities Manager, Physical Security Manager 

Correct Answer: C 

 

QUESTION 8

Due to cost and implementation time pressures, a security architect has allowed a NAS to be used instead of a SAN for
a non-critical, low volume database. Which of the following would make a NAS unsuitable for a business critical, high
volume database application that required a high degree of data confidentiality and data availability? (Select THREE). 

A. File level transfer of data 

B. Zoning and LUN security 

C. Block level transfer of data 

D. Multipath 

E. Broadcast storms 

F. File level encryption 

G. Latency 

Correct Answer: AEG 

 

QUESTION 9

select id, firstname, lastname from authors 

User input= firstname= Hack;man 

lastname=Johnson 

Which of the following types of attacks is the user attempting? 

A. XML injection 

B. Command injection 

C. Cross-site scripting 
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D. SQL injection 

Correct Answer: D 

 

QUESTION 10

Executive management is asking for a new manufacturing control and workflow automation solution. This application will
facilitate management of proprietary information and closely guarded corporate trade secrets. 

The information security team has been a part of the department meetings and come away with the following notes: 

-Human resources would like complete access to employee data stored in the application. They would like automated
data interchange with the employee management application, a cloud-based SaaS application. -Sales is asking for easy
order tracking to facilitate feedback to customers. 

-Legal is asking for adequate safeguards to protect trade secrets. They are also concerned with data ownership
questions and legal jurisdiction. 

-Manufacturing is asking for ease of use. Employees working the assembly line cannot be bothered with additional steps
or overhead. System interaction needs to be quick and easy. 

-Quality assurance is concerned about managing the end product and tracking overall performance of the product being
produced. They would like read-only access to the entire workflow process for monitoring and baselining. 

The favored solution is a user friendly software application that would be hosted onsite. It has extensive ACL
functionality, but also has readily available APIs for extensibility. It supports read-only access, kiosk automation, custom
fields, and data encryption. 

Which of the following departments\\' request is in contrast to the favored solution? 

A. Manufacturing 

B. Legal 

C. Sales 

D. Quality assurance 

E. Human resources 

Correct Answer: E 

 

QUESTION 11

A university Chief Information Security Officer is analyzing various solutions for a new project involving the upgrade of
the network infrastructure within the campus. The campus has several dorms (two-four person rooms) and
administrative buildings. The network is currently setup to provide only two network ports in each dorm room and ten
network ports per classroom. Only administrative buildings provide 2.4 GHz wireless coverage. 

The following three goals must be met after the new implementation: 

1.
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 Provide all users (including students in their dorms) connections to the Internet. 

2.

 Provide IT department with the ability to make changes to the network environment to improve performance. 

3.

 Provide high speed connections wherever possible all throughout campus including sporting event areas. 

Which of the following risk responses would MOST likely be used to reduce the risk of network outages and financial
expenditures while still meeting each of the goals stated above? 

A. Avoid any risk of network outages by providing additional wired connections to each user and increasing the number
of data ports throughout the campus. 

B. Transfer the risk of network outages by hiring a third party to survey, implement and manage a 5.0 GHz wireless
network. 

C. Accept the risk of possible network outages and implement a WLAN solution to provide complete 5.0 GHz coverage
in each building that can be managed centrally on campus. 

D. Mitigate the risk of network outages by implementing SOHO WiFi coverage throughout the dorms and upgrading only
the administrative buildings to 5.0 GHz coverage using a one for one AP replacement. 

Correct Answer: C 

 

QUESTION 12

Every year, the accounts payable employee, Ann, takes a week off work for a vacation. She typically completes her
responsibilities remotely during this week. Which of the following policies, when implemented, would allow the company
to audit this employee\\'s work and potentially discover improprieties? 

A. Job rotation 

B. Mandatory vacations 

C. Least privilege 

D. Separation of duties 

Correct Answer: A 

 

QUESTION 13

A system administrator needs to meet the maximum amount of security goals for a new DNS infrastructure. The
administrator deploys DNSSEC extensions to the domain names and infrastructure. Which of the following security
goals does this meet? (Select TWO). 

A. Availability 

B. Authentication 
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C. Integrity 

D. Confidentiality 

E. Encryption 

Correct Answer: BC 

 

QUESTION 14

The Information Security Officer (ISO) is reviewing a summary of the findings from the last COOP tabletop exercise. The
Chief Information Officer (CIO) wants to determine which additional controls must be implemented to reduce the risk of
an extended customer service outage due to the VoIP system being unavailable. Which of the following BEST describes
the scenario presented and the document the ISO is reviewing? 

A. The ISO is evaluating the business implications of a recent telephone system failure within the BIA. 

B. The ISO is investigating the impact of a possible downtime of the messaging system within the RA. 

C. The ISO is calculating the budget adjustment needed to ensure audio/video system redundancy within the RFQ. 

D. The ISO is assessing the effect of a simulated downtime involving the telecommunication system within the AAR. 

Correct Answer: D 

 

QUESTION 15

An organization has several production critical SCADA supervisory systems that cannot follow the normal 30-day
patching policy. Which of the following BEST maximizes the protection of these systems from malicious software? 

A. Configure a firewall with deep packet inspection that restricts traffic to the systems 

B. Configure a separate zone for the systems and restrict access to known ports 

C. Configure the systems to ensure only necessary applications are able to run 

D. Configure the host firewall to ensure only the necessary applications have listening ports 

Correct Answer: C 
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