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QUESTION 1

Which statement is true about application-specific vulnerabilities?

A. They exist in third-party components and are fixed by applying security patches.

B. They are caused by insecure coding and are fixed by modifying the application code.

C. They are detected using application security scanners and exist in third-party components.
D. They are known vulnerabilities and are fixed by modifying the application code.

Correct Answer: B

QUESTION 2

You are scanning a Web site in a pre-production environment. You notice that your scan is running very slowly and
there are numerous communication errors. What would you do to resolve the problem?

A. increase the number of threads and decrease the timeout limit
B. decrease the number of threads and increase the timeout limit
C. increase the number of threads and increase the timeout limit
D. set the timeout to O for infinite timeout

Correct Answer: B

QUESTION 3

AppScanreported a large number of idden files, which you know do not exist on your Web server. What is the likely
cause?

A. You did not define a custom error page.

B. AppScan created all these files on the server.
C. You did not exclude third-party domains.

D. Somebody put the files on the server.

Correct Answer: A

QUESTION 4
Your site contains the following URL.:

http://www.mycompany.com/smb/default.jsp?page=wireless productiD=65343, In this URL, the page parameter defines
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a unique page and the productID parameter defines a different product page, based on a template.

How would you configure AppScan to thoroughly explore this site while avoiding redundant URLs? (Choose two.)
A. ensure JavaScript Execute is turned on

B. ignore the page parameter

C. turn off Redundant Path limit

D. track the page parameter

E. Track theproductID parameter

F. Ignore theproductID parameter

Correct Answer: CF

QUESTION 5

In the AppScan Application Data view, what can help you determine if your application was fully explored? (Choose
two.)

A. Visited URLs
B. JavaScripts
C. Cookies

D. Broken links

Correct Answer: AD

QUESTION 6

What information does reasoning displayed in the Request / Response tab provide?
A. how to avoid this type of issue

B. whyAppScan concluded that there is an issue

C. howAppScan constructed the test

D. why this issue causes non-compliance

Correct Answer: B

QUESTION 7
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AppScan received the following test response:

An Error Has Occurred

Summary:

Syntax error in string in query expression \\'userid = \\'\\'. Error Message:
System.Data.OleDb.OleDbException: Syntax error in string in query expression \Wuserid = \\\\'. at
System.Data.OleDb.OleDbCommand.ExecuteCommandTextForSingleResult(tagDBPARAMS dbParams, Object
executeResult) at ?

Which type of vulnerability does this error message indicate?

A. SQL Injection

B. Blind SQL Injection

C. XSs

D. Possible Server Path Disclosure Found

Correct Answer: A

QUESTION 8

What are the implications of Malicious File Execution vulnerabilities?
A. user impersonation and authentication bypass

B. authentication bypass and site defacement

C. site defacement and complete takeover of the application

D. complete takeover of the application and user impersonation

Correct Answer: C

QUESTION 9

How do you test a Web service with AppScan?

A. interact with the Web service methods manually and then runAppScan to send the generated tests automatically
B. explore the Web service automatically and then manually sends the generated tests one by one

C. create a Python script for testing the service

D. explore the Web service automatically and then runAppScan to send the generated tests automatically

Correct Answer: A
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QUESTION 10

To construct a test, AppScan changed an HTTP request by removing the File CFileand First_name parameters and
changing the value of the Email_address mail_address parameter to ">alert(23443)"> Which type of vulnerability is
AppScan testing for?

A. SQL Injection

B. XPath Injection

C. Cross-site Scripting

D. Possible Server Path Disclosure Found

Correct Answer: C

QUESTION 11

After 30 minutes your scan stops with an out-of-session error. What is a possible cause of this error?
A. Redundant path limit was too low.

B. A parameter was not tracked.

C. Flash parsing was turned off.

D. Platform authentication was not configured.

Correct Answer: B

QUESTION 12

Why is it important to encrypt the HTTP traffic for an authenticated connection between a client and Web server?
A. to prevent SQL injection

B. to prevent sensitive information from being stolen

C. to prevent Cross-site Scripting

D. to prevent Web site defacement

Correct Answer: B
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