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QUESTION 1

You have a new computer and want to restrict other people from replacing the operating system. 

Which action prevents a user from installing an alternate operating system by using physical media if the user has
physical media if the user has physical access to the computer? 

A. installing drive-level encryption 

B. disabling removable devices and drives 

C. password protecting the computer BIOS 

D. removing the user from the administrators group 

Correct Answer: B 

 

QUESTION 2

Which of the following viruses cannot be detected by signature-based antivirus? 

A. Macro virus 

B. Boot sector virus 

C. MBR virus 

D. Polymorphic virus 

Correct Answer: D 

A polymorphic virus has the ability to change its own signature at the time of infection. This virus is very complicated
and hard to detect. When the user runs the infected file in the disk, it loads the virus into the RAM. The new virus starts
making its own copies and infects other files of the operating system. The mutation engine of the polymorphic virus
generates a new encrypted code, thus changing the signature of the virus. Therefore, polymorphic viruses cannot be
detected by signature-based antivirus. Answer: A is incorrect. A macro virus is a virus that consists of a macro code
which infects the system. A Macro virus can infect a system rapidly. Since this virus has VB event handlers, it is
dynamic in nature and displays random activation. The victim has only to open a file having a macro virus in order to
infect the system with the virus. DMV, Nuclear, and Word Concept are some good examples of macro viruses. Answer:
C is incorrect. A Master boot record (MBR) virus replaces the boot sector data with its own malicious code. Every time
when the computer starts up, the boot sector virus executes. It can then generate activity that is either annoying (system
will play sounds at certain times) or destructive (erase the hard drive of the system). Because the code in the Master
Boot Record executes before any operating system is started, no operating system can detect or recover from
corruption of the Master Boot Record. Answer: B is incorrect. A boot sector virus infects the master boot files of the hard
disk or floppy disk. Boot record programs are responsible for booting the operating system and the boot sector virus
copies these programs into another part of the hard disk or overwrites these files. Therefore, when the floppy or the hard
disk boots, the virus infects the computer. 

 

QUESTION 3

What does NAT do? 
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A. It encrypts and authenticates IP packets. 

B. It provides caching and reduces network traffic. 

C. It translates public IP addresses to private addresses and vice versa. 

D. It analyzes incoming and outgoing traffic packets. 

Correct Answer: C 

Reference: http://en.wikipedia.org/wiki/Network_address_translation 

 

QUESTION 4

You are an intern at Wide World Importers and help manage 1000 workstations. All the workstations are members of an
Active Domain. 

You need to push out an internal certificate to Internet Explorer on all workstations. 

What is the quickest method to do this? 

A. Local policy 

B. Logon script 

C. Windows Update 

D. Group policy 

Correct Answer: A 

 

QUESTION 5

Which of the following is defined as a digitally signed statement used to authenticate and to secure information on open
networks? 

A. Kerberos 

B. Public certificate 

C. Single sign-on (SSO) 

D. SEAL 

Correct Answer: B 

A public certificate is defined as a digitally signed statement used to authenticate and to secure information on open
networks Answer: C is incorrect. Single sign-on (SSO) is defined as a mechanism in which a single action of user
authentication and authorization is used to allow a user to access all computers and systems where he got a access
permission, without entering passwords for multiple times. Answer: A is incorrect. Kerberos is defined as a secure
method used for authenticating a request for a service in a computer network. Answer: D is incorrect. SEAL is an
alternative encryption algorithm to software- based DES, 3DES, and AES. It uses a 160-bit encryption key. SEAL
provides less impact to the CPU than other software- based encryption algorithms. In Cisco IOS IPSec implementations,
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SEAL supports the SEAL algorithm. It can be configured through the command-line interface using the crypto ipsec
transform-set command and the esp-seal transform option. 

 

QUESTION 6

What is a common method for password collection? 

A. Email attachments 

B. Back door intrusions 

C. SQL Injection 

D. Network sniffers 

Correct Answer: D 

 

QUESTION 7

Which of the following can be installed and configured to prevent suspicious emails from entering the user\\'s network? 

A. Kerberos 

B. Single sign-on (SSO) 

C. TCP/IP protocol 

D. Microsoft Forefront and Threat Management Gateway 

Correct Answer: D 

To prevent suspicious emails from entering the network, it is required to install Microsoft Forefront and Threat
Management Gateway and configure it so that it can block any malicious emails. Exchange server has many spam
filtering tools 

but Forefront and TMG are additional security measures used for enhancing the protection of the system. 

Answer: B is incorrect. Single sign-on (SSO) is defined as a mechanism in which a single action of user authentication
and authorization is used to allow a user to access all computers and systems where he got a access permission,
without 

entering passwords for multiple times. 

Answer: A is incorrect. Kerberos is defined as a secure method used for authenticating a request for a service in a
computer network. Answer: C is incorrect. TCP/IP protocol is used to define the rule computers are required to follow
for 

communicating with each other over the internet. 

 

QUESTION 8
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To protect systems from buffer overflow errors, you can use: 

A. Antivirus software 

B. Data Execution Prevention 

C. A proxy server 

D. An Intruder Prevention System 

Correct Answer: B 

 

QUESTION 9

Which of the following states that a user should never be given more privileges than are required to carry out a task? 

A. Security through obscurity 

B. Segregation of duties 

C. Principle of least privilege 

D. Role-based security 

Correct Answer: C 

The principle of least privilege states that a user should never be given more privileges than are required to carry out a
task. The user should not be logged on as an administrator, if the user is not doing administrative work on a computer. 

The administrator account should be used for performing tasks, such as changing system time, installing software, or
creating standard accounts. Answer: D is incorrect. Role-based security provided by the .NET Framework allows,
grants, or 

denies access to resources based on a Windows user\\'s identity. It is built on the principle that the user is authenticated
and can be authorized or assigned roles and permissions. 

Answer: B is incorrect. Segregation of duties is used to determine whether decision-making, executive tasks, or control
tasks are carried out by a person to avoid unauthorized or unintended changes or the misuse of the organization\\'s
assets. 

Whether the person needs access to information can also be determined. The risk of information being intentionally or
unintentionally used, altered, or destroyed is increased by unnecessary access. It is called the \\'need to know\\'
principle. 

Answer: A is incorrect. Security through obscurity is a principle in security engineering, which attempts to use secrecy
(of design, implementation, etc.) to provide security. A system relying on security through obscurity may have theoretical
or 

actual security vulnerabilities, but its owners or designers believe that the flaws are not known, and that attackers are
unlikely to find them. 

 

QUESTION 10
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The client computers on your network are stable and do not need any new features. Which is a benefit of applying
operating system updates to these clients? 

A. Keep the software licensed 

B. Keep the server ports available 

C. Update the hardware firewall 

D. Close existing vulnerabilities 

Correct Answer: D 

 

QUESTION 11

Which of the following are the types of group scopes? Each correct answer represents a complete solution. Choose all
that apply. 

A. Global 

B. Domain Users 

C. Universal 

D. Domain local 

Correct Answer: ACD 

Answer: D, A, and C Following are the types of group scopes: 1.Domain local 2.Global 3.Universal 

 

QUESTION 12

Which of the following actions should be taken so that the computer requires confirmation before installing an ActiveX
component? 

A. Configuring a firewall on the network 

B. Configuring the settings on the Web Browser 

C. Installing an anti-virus software 

D. Configuring DMZ on the network 

Correct Answer: B 

Configuring the settings on the Web browser will enable a computer to ask for confirmation before installing an ActiveX
component. This will enable users to prevent the download of potentially unsafe controls onto the computer. ActiveX 

controls are software components that can be integrated into Web pages and applications, within a computer or among
computers in a network, to reuse the functionality. Reusability of controls reduces development time of applications and 

improves program interfaces. 
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They enhance the Web pages with formatting features and animation. ActiveX controls can be used in applications
written in different programming languages that recognize Microsoft\\'s Component Object Model (COM). These
controls 

always run in a container. ActiveX controls simplify and automate the authoring tasks, display data, and add functionality
to Web pages. 

Answer: A and D are incorrect. Configuring a firewall or DMZ will not help in accomplishing the task. 

 

QUESTION 13

Your Web server crashes at exactly the point where it reaches 1 million total visits. You discover the cause of the server
crash is malicious code. Which description best fits this code? 

A. Virus 

B. Worm 

C. Polymorphic Virus 

D. Logic Bomb 

Correct Answer: D 

A logic bomb is malware that executes its malicious activity when a certain condition is met, often when a certain
date/time is reached. In this case it waited for the Web server to pass a certain threshold. 

 

QUESTION 14

You create a web server for your school. When users visit your site, they get a certificate error that says your site is not
trusted. 

What should you do to fix this problem? 

A. Install a certificate from a trusted Certificate Authority (CA). 

B. Use a digital signature. 

C. Generate a certificate request. 

D. Enable Public Keys on your website. 

Correct Answer: A 

 

QUESTION 15

For each of the following statements, select Yes if the statement is true. Otherwise, select No. Each correct selection is
worth one point. 

Hot Area: 
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Correct Answer: 
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