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1.A customer has a Contivity 4600 with public and private interfaces. Remote users can not
tunnel into the Contivity from their remote locations. The customer suspects that there

may be a problem with a WAN LINK of the Contivity. What parameters can be verified to
isolate the fault? (Choose three.)

A. Ensure that the ATM WAN link is up

B. Ensure that the HDLC WAN link is up

C. Verify that the physical connectivity exists

D. Ensure that the Gigabit Ethernet link is up

E. Examine the PPP status to ensure it is passing IP packets and fourth
Answer: B, C, E

2.Where would the support engineer go to find the contents of FLASH stored in non-volatile
memory?

A. Status "= Report B.
Status @ System C.
Status "= Statistics

D. Status "= Health Check
Answer: C

3.Which log contains detailed information about the encryption level negotiated during the
establishment of a user tunnel?

A. event log B.
system log C.
security log

D. accounting log
Answer: A
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An administrator is logged into a looal Contivity. The Cmtivity event log shown in the
exhibit displays the results of Branch Offioe tunnel between a Contivity 4600 and a
Contivity 1700. What can be said about the Branch otfioetunnei?(Chocce two.)
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A. The tunnel was initiated from the local switch.

B. The tunnel was initiated from the remote switch.

C. The tunnel is a peer-to-peer static routing tunnel.

D. The tunnel is a peer-to-peer dynamic routing tunnel.

E. Perfect Forward Secrecy is required on one end of the tunnel but not configured.
Answer: A D

5.Exhibit

:.'E.HUEDIIT 132225 0 Secunty [11] Sesson. IPSEC[hareu] attempling
ogin

03/14/2001 13 22 25 0 Secunty [0 | Sesson IPSEClbgroup] has no aclive
sALHONS

03/14/2000 132225 0 Security (0] Session: IPSEC[bgrous)
bonges_loi_hie has no active accounts

3/14/20071 132225 0 1SAKMP [0Z] Dakley Agzezsive Mode propozal
accepted hom 1000 126
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aulhenbeaton usnirg RADILS
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10,00 1867(1645)"

03/14/2001 13:2236 0 Security [12] RADIUS. "10.0.0.167" setver timed out
authenboatng Ve
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avaiable Radwz tervers
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Given the Contivity event log shown in the exhibit, why can the user NOT bring up the
IPSec tunnel?

A. The Group ID/Password is not valid.

B. The RADIUS server did not respond.

C. The client sent a message with a failure

D. The RADIUS server responded with a rejection.

E. The Username/Password the user is trying is not valid.
Answer: B
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6.A support engineer has been tasked to troubleshoot a customer's Contivity network. The
support engineer logs into the Contivity to view information in the routing table and
identify UTUNNEL routes. What does the UTUNNEL status information mean?

A. Access list are enabled

B. Route Policy Services are enabled

C. Client Address Redistribution is enabled

D. The UTUNNEL route is the same as a Static route
Answer: C

7.Exhibit

03/14/2001 14:11:35 0 CSPW [12] Rule{OVERRIDE 1) Frewal
(100.0133512.192.1681.12 2048, icmp). achorr Drop

031472001 14.11:35 0 CSFW (03] UDP/TCP Hdr. Hesd08 00 42 5¢ 02 00
01 88 ef 02000085 0CSFW (03

0371472001 14:11:35 0 CSFW [03] UDP/TCP Hdr. Hend08 00 42 S¢ 02 00
0S00)

03/14/2001 14:11:38 0 CSFW [12] Rule[DEFAULT 1) Frewall
[100.0126:1535-192. 1681 20 2048, icmp)]. achon Allow

Given the Contivity event log shown in the exhibit, What can be concluded about the
Firewall Policy? (Choose two.)

A. Logging is configured

B. Only two rules are in the policy

C. All rules are in the override group

D. Specific ICMP packets are dropped
E. All rules are in the default rule group
Answer:AD

8.A customer wants to check routing status information for their Contivity system. They
manage the Contivity using a web browser. What status information can the customer see
from the web browser on the routing OSPF status screen? (Choose four.)

A. The contents of the LSDB

B. The list of Neighbors on the Contivity

C. The summary information on the Contivity

D. The encryption information on the Contivity

E. The interface information about OSPF on the Contivity
F. The information regarding filtered routes on the Contivity
Answer:ABCE

9.Exhibit
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1 1
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A remote user has reported that they can not login to a Contivity device. Given the
Contivity 2700 event log shown in the exhibit, what may have caused this problem to
occur?

A. IPSec is not enabled on the Contivity

B. There is no active session between the user and the server.

C. There is an encryption type mis-match between the user and server.

D. The user name does not exist in any of the enabled authentication methods on the Contivity
Answer: C

Note: the log "No Proposal Chosen" mean 2 questions showing logs, one for a user and 1 for a
BOT. Why won't the tunnel come up?

-Encryption mismatch

10.A support engineer has been tasked to install a Contivity 4600 at a customer site. The
engineer suspects that the redundant power supply became unseated during shipping. They
would like to see a warning message on the Contivity system. Which status screen will show
the warning message?

A. Statistics Screen

B. Event log Screen

C. Security Log Screen
D. Health Check Screen
Answer: D
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