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QUESTION 1

What is one of the reasons that customers need a Visibility and Enforcement solution? 

A. Storage is moving from on-premises to cloud-based 

B. Businesses can\\'t see or protect devices on their network 

C. Organizations need the ability to block high-risk websites 

D. Network traffic is growing at an exponential rate 

Correct Answer: B 

 

QUESTION 2

What percent of threats did ASA with FirePOWER block that earned AMP the highest security effectiveness scores in
third-party testing? 

A. 95.6% 

B. 99.2% 

C. 98.5% 

D. 100% 

Correct Answer: D 

 

QUESTION 3

What are two key Cisco loT use cases? (Choose Two) 

A. Connected Health 

B. Parks and Recreation 

C. Industrial Security 

D. Financial Institutions 

E. Mobile Utilities 

Correct Answer: AC 

 

QUESTION 4

How do AMP file trajectory capabilities help customers deal with malware? 
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A. tracks suspicious fie across the network to determine the scope of an outbreak 

B. regulates device access to malicious files on the network 

C. eliminates malicious files from company and personal devices 

D. tracks a file before it enters the network 

Correct Answer: A 

 

QUESTION 5

What do Cisco NGFW fully integrated platforms offer that allow other security components to participate to achieve
pervasive and consistent enforcement? 

A. Context telemetry, and profiling sources 

B. intelligence sources, telemetry, and shared intelligence 

C. Telemetry, shared intelligence, and profiling sources 

D. Context, telemetry and intelligence sources 

Correct Answer: A 

 

QUESTION 6

Which two security areas are part of Cisco\\'s campus and branch solutions? (Choose two.) 

A. Network Analytics 

B. File Retrospection and Trajectory 

C. Remote Access VPN 

D. Behavioral Indication of Compromise 

E. Mobile Access 

Correct Answer: AC 

 

QUESTION 7

What are two critical networking challenges? (Choose Two) 

A. Access 

B. Automation 

C. Orchestation 
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D. Threat protection 

E. Visibility 

Correct Answer: DE 

 

QUESTION 8

Which two features are part of Cisco Web security? (Choose Two) 

A. user authentication 

B. device profling and onboarding 

C. intrusion prevention 

D. user identity tracking 

E. URL fiteinganddynamic content analysis 

Correct Answer: CE 

 

QUESTION 9

Which feature of Cognitive Intelligence can separate statistically normal traffic from anomalous traffic? 

A. Trust modeling 

B. Anomaly modeling 

C. Anomaly detection 

D. Event classification 

Correct Answer: D 

 

QUESTION 10

Which two products empower customers to create secure next-gen networks? (Choose Two) 

A. ISE 

B. AMP 

C. ACI 

D. SD-Access 

E. MFA 

Correct Answer: CD 
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QUESTION 11

What are two ways that Cisco helps customers secure loT deployments? (Choose Two) 

A. secure remote access 

B. segmentationandvisibility 

C. cross-architecture automation 

D. network analysis 

E. limited access points 

Correct Answer: AB 

 

QUESTION 12

What are two steps organizations must take to secure loT? (Choose Two) 

A. remediate malfunctions 

B. acquire subscription solutions 

C. block contractors 

D. update equipment 

E. prevent blackouts 

Correct Answer: AD 

 

QUESTION 13

What is a key feature of Application Visibility and Control? 

A. Automated remediation APIs 

B. Scalable policy inheritance 

C. Retrospective security 

D. Control of protocol-hopping apps that evade traditional firewalls 

Correct Answer: D 

 

QUESTION 14

Which feature of ISE enables ecosystem partner platforms to execute network actions with the Cisco network
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infrastructure? 

A. context-aware access 

B. centralized policy management 

C. device profiling 

D. platform exchange grid 

Correct Answer: B 

 

QUESTION 15

What does TrustSec assign to the user or device traffic at ingress that enforces the access policy based on the tag in
the infrastructure? 

A. Ingress VLAN 

B. Access Control List 

C. Security Group Tag 

D. VXLAN 

Correct Answer: C 
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