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QUESTION 1

If the marketing message detection feature mislabels legitimate mail as marketing, which action corrects this error?
A. Turn off Marketing Message Detection.

B. Whitelistthe domains that send the mislabeled messages.

C. Send samples of mislabeled legitimate mail to ham@access.ironport.com.

D. Send samples of mislabeled legitimate mail to adds@access.ironport.com.

Correct Answer: C

QUESTION 2

Using the customer requirements select the appropriate licenses keys that are needed. Customer wants to implement
CRES on their outgoing mail. Incoming mail is handled by a hosted service. (Choose two.)

A. IronPort Email Encryption

B. Bounce Verification

C. IronPort Anti-Spam

D. Incoming Mail Handling / Receiving
E. Outbreak Filters

F. Sophos Anti-Virus

Correct Answer: AD

QUESTION 3
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Content Filter Settings

Marne: | I.\!\ttachment_ﬁle_filted

Currently Used by Policies: | Default Palicy
Description:

©

- R

Conditions
-
Add Condition... | @
Order | Cendition | Rule ’\ | Delete
a5 i Attachment File Info : attacl t-filename == "pdf" i

add Action...

1 1
Order | Action | Rule

1 ! Quarantine | quarantine {"Policy™)

Refer to the exhibit. Based on the content filter which attachments will be quarantined? (Choose two.)
A. A. pdf attachment.

B. A .exe attachment.

C. A .pdf attachment that has had its file extension changed to .exe

D. A .msi attachment that has had its file extension changed to .pdf

Correct Answer: AD

QUESTION 4

Which of the following features need to be enabled to create reports representing email trends across a company with
several C-Series appliances? (Choose two.)

A. Centralized Reporting on the M-Series
B. Localized Reporting on the M-Series
C. Centralized Reporting on the C-Series
D. Localized Reporting on the C-Series

Correct Answer: AC

QUESTION 5
At what point in the SMTP conversation can the SMTP client send message headers?
A. Between RCPTTO and DATA

B. Between HELO and MAIL FROM
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C. Between DATA and a period"." on a single line
D. Between MAIL FROM and RCPTTO

Correct Answer: C

QUESTION 6

In a "one armed installation” using a single listener, how would the system differentiate between incoming and outgoing
email?

A. Malil flow direction is determined by the "Recipient to" field in the SMTP envelope.
B. Mail flow direction is determined by the type of listener, public verses private.

C. Mail flow direction is determined by using the source IP address.

D. Mail flow direction is determined by the "Mail From" field in the SMTP envelope.

Correct Answer: C

QUESTION 7

Tue Mar 3 19:49:03 2009 Info: New SMTP ICID 3 interface Data 1 (192.168.10.102) address 192.168.
10.200 reverse dns host mail.outside.com verified wves
Tuc Mar 2 192:1492:03 2002 Infe: ICID 2 ACCEDT 2C SUSDQ@ LIET match ockhro[-2.0:-1.0] SBRE -2.7

Tue Mar 3 19:49:03 2009 Info: Stsart MID 7 ICID 3 ?
Tue Mar 3 19:49:03 2009 Info: MID 7 ICID 3 From: éﬁnstalltest@Outside.COM>
Tue Mar 3 19:49:03 2009 Info: MID 7 ICID 3 Toiéggrian@exchange.bravo.com> Rejected by RAT
Tue Mar 3 19:49:03 2009 Info: ICID 3 lost 3
Tus Mar 3 1%:49:03 2002 Info: Message aborné% MID 7 Zeceiving akborted
Tue Mar 3 19:49:03 2009 Info: Message fi i%hed MID 7 aborted
3 19:49:03 2009 Info: ICID 3 close

Tue Mar

Refer to the exhibit. You have finished installing a C-160 that is designed to filter incoming and relay outgoing mail for
the mail server exchange.bravo.com. This is a one armed installation. The incoming mail cannot be received from any
source on the internet. According to the mail log, what is the most likely problem?

A. The mail server needs to point to a private listener instead of a public listener.

B. Exchange.bravo.com needs to be configured on the RELAYLIST

C. An SMTP route needs to be configured for exchange.bravo.com

D. Exchange.bravo.com needs to be configured in the RAT

E. Exchange.bravo.com needs to be removed from the SUSPECTLIST

Correct Answer: C

QUESTION 8
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Which ESA feature is used to apply smart identifiers?
A. Content filters

B. RSA data loss prevention engine

C. Encryption policies

D. Text resources

Correct Answer: A

QUESTION 9

Which two service problems can the Cisco Email Security Appliance solve? (Choose two.)
A.DLP

B. IPS

C. Antispam

D. URL filtering

Correct Answer: AC

QUESTION 10

Which of the following vendors produce Anti-Virus engines for the C-Series? (Choose two.)
A. Symantec

B. TrendMicro

C. BrightMail

D. Sophos

E. MCAfee

Correct Answer: DE

QUESTION 11

When a Bypass Receiving Control is enabled for a RAT entry, which function is bypassed?
A. Reverse DNS Lookup

B. Mail Flow Policies: Max. Recipients Per Hour Code

C. LDAP Accept Query
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D. Reputation Filtering

Correct Answer: B

QUESTION 12

Which of the following parameters are used by the Anti-Spam engine? (Choose three.)
A. The number of recipients in the RCPTTO list.

B. The characteristics of the message (random dots, multiple colors)

C. The sending mail domains reputation

D. The reputation of URLs in the message

E. Analysis of image content using optical character recognition

Correct Answer: BCD
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