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QUESTION 1

Which method of discovery is used during impact assessment? 

A. passive 

B. statistical analysis 

C. inline 

D. heuristic analysis 

Correct Answer: C 

 

QUESTION 2

Which security feature can be applied in the "after" stage of the attack continuum\\'? 

A. NGIPS 

B. advanced malware protection 

C. VPNs 

D. stateful firewall installation 

Correct Answer: B 

 

QUESTION 3

A customer wants to block instant-messaging traffic within Facebook Chat for its employees. Which feature licensing
option provides this capability\\'? 

A. default FirePOWER services 

B. IPS 

C. URL 

D. AVC 

E. botnet filtering 

Correct Answer: D 

 

QUESTION 4

What are the two requirements for conducting a customer on-site evaluation? (Choose two.) 
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A. FirePOWER services module deployed in monitor-only mode 

B. access to Cisco dCloud 

C. FirePOWER services module deployed in inline mode 

D. switch with a SPAN port 

E. switch with SVI in the same subnet as the adaptive security appliance 

Correct Answer: AB 

 

QUESTION 5

Which recommendation should be made to increase scalability, performance, and resiliency? 

A. Create a Cisco ASA failover pair. 

B. Upgrade the current Cisco ASA 

C. Upgrade from the FirePOWER software module to the hardware module 

D. Deploy Cisco ASA clustering. 

Correct Answer: D 

 

QUESTION 6

Which version of AMP is available on the Cisco ASA with FirePOWER services module? 

A. network 

B. content 

C. endpoint 

D. applications 

Correct Answer: A 

 

QUESTION 7

Which two guidelines are important when showing proof of value using Cisco dCloud? (Choose two.) 

A. Have demonstration screens open and prepopulated with data 

B. Prepare primary customer takeaways 

C. Ensure that the correct software versions are installed on demonstration equipment. 

D. Ensure that the customer has Cisco SIO cloud access. 
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E. Install FireSIGHT Management Center on a demonstration workstation 

Correct Answer: AB 

 

QUESTION 8

What is the maximum number of Cisco ASA 5585-X appliances that are supported in a cluster? 

A. 16 

B. 8 

C. 2 

D. 20 

Correct Answer: A 

 

QUESTION 9

A file-type embedded attack is an example of which loC event category? 

A. security intelligence 

B. IPS 

C. malware 

D. firewall 

Correct Answer: A 

 

QUESTION 10

Cisco FirePOWER services has been extended to which SMB-focused product? 

A. Cisco ASA 5506-X 

B. Cisco ASA 5505-X 

C. Cisco ASA 5510-X 

D. Cisco ASA 5600-X 

Correct Answer: A 

 

QUESTION 11

Which two network visibility categories are supported by FirePOWER services beyond a typical next- generation firewall
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solution? (Choose two.) 

A. mobile devices 

B. applications 

C. users 

D. file transfers 

E. operating systems 

Correct Answer: BC 

 

QUESTION 12

What is the advantage of leveraging an external intelligence source for security policy? 

A. provision of industry-best practices document 

B. provision of software upgrades and bug fixes 

C. provision of real-time dynamic analytics 

D. provision of outsourced security personnel 

Correct Answer: C 
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