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QUESTION 1

Which three options are products and benefits of the data center threat-centric solution? (Choose three.)
A. deep visibility and data analytics through Stealthwatch

B. identity-based policy management through Meraki

C. automated policy enforcement with ASAv

D. deep malware defense with Talos

E. predictive intelligence through Umbrella and Talos

F. software-defined segmentation through TrustSec

Correct Answer: ACF

QUESTION 2

Which two aspects of Cisco solutions save customers money? (Choose two.)
A. 100 percent effectiveness

B. Faster integration

C. Fewer resources to manage

D. Lowest-cost solutions

E. Incentives programs

F. Complete replacement of current infrastructure

Correct Answer: BC

QUESTION 3

Which component of AMP provides the details that customers need to address problems after a breach is identified?
A. context awareness

B. file sandboxing

C. rapid remediation

D. continuous analysis

E. network control

Correct Answer: C
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QUESTION 4

Which three options are a result of utilizing a fragmented security model? (Choose three.)
A. additional fragmentation that reduces the risk from malicious files

B. fragmented security that provides disbursed protection

C. decreased network accessibility through multiple applications

D. patchworked applications that continually increase in complexity

E. individual components pieced together that are incompatible

F. multiple points of access that can be exploited by cyber criminals

Correct Answer: DEF

QUESTION 5

Which three options does Cisco provide to customers for visibility and control against current security threats? (Choose
three)

A. 18-month device release cycle

B. unparalleled network and endpoint visibility
C. fast device policy updates

D. unmatched security enforcement

E. comprehensive policy enforcement

F. granular device visibility and management

Correct Answer: BDF

QUESTION 6

Which two Cisco business values demonstrate features of end-to-end protection and protection across the attack
continuum? (Choose two.)

A. completeness

B. cost effectiveness
C. protection

D. control

E. flexibility
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Correct Answer: CD

QUESTION 7

Which two options are attack vectors protected by DNS-layer security? (Choose two.)
A. voicemail

B. virtual machines

C. Linux OS

D. email

E. web

Correct Answer: DE

QUESTION 8

Which attribute does Cisco Talos possess?

A. ability to detect threats across all layers of defense

B. third-party applications integrated through comprehensive APIls
C. real-time threat intelligence

D. detection of threats communicated within 24 hours of occurrence
E. blocks threats in real time

Correct Answer: C

QUESTION 9

Which two attack vectors are protected by identity and access control? (Choose two.)
A. campus and home

B. voicemail

C. endpoints

D. data center

E. cloud apps

Correct Answer: AC
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QUESTION 10

Which two options are solutions and features of the email threat-centric solution? (Choose two.)
A. additional email security

B. DNS-Layer Security

C. CTD and Network Analytics

D. Advanced Malware Protection

E. Cloud App Security

Correct Answer: BC

Explanation: http://www.intersecthealth.net/Threat-Centric.html

QUESTION 11

Which three options are products and benefits of the mobile threat-centric solution? (Choose three.)
A. enforced device security policies with Meraki

B. CRD and Network Analytics

C. enhanced access and usage control with ISE

D. AnyConect

E. URL filtering

F. secure off-network connection with Stealthwatch

Correct Answer: BCD

QUESTION 12

Which component of Cisco Stealthwatch uses sophisticated security analytics to accelerate threat response time?
A. network control

B. investigation

C. threat protection

D. anomaly detection

E. granular visibility

Correct Answer: B
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