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QUESTION 1

Your network consists of one Active Directory domain. The domain contains servers that run Windows Server 2008. The
servers are configured as shown in the following table. (Click the Exhibit)

Server name Zerver role
Serverl Merwork Puli-:j,-'an%f_f'iéé.;ss Services (NPAS)
Server. Ivbcrosoft “mﬁhﬁ; sharePomt Services (W as )
Serverd FleServidt

All client computers run Windows Vista Service Pack 1 (SP1). Remote domain users at a customer site report that they
can access Server2 from the Internet by using the URL https://portal.contoso.com. They also report that a firewall at the

customer site prevents all other outbound connections.

You need to implement a solution to enable remote users to access files on Server3 from a VPN connection.

Which connection should you enable on Serverl?

A. IPsec tunnel mode

B. L2TP

C. PPTP

D. Secure Socket Tunneling Protocol (SSTP)

Correct Answer: D

To plan a solution that would allow the remote users using firewall on their remote locations to access files on Server3
through a VPN connection, you need to configure Secure Socket Tunneling Protocol (SSTP) connection. Before
Windows Server 2008, all kinds of VPN connections such as PPTP L2TP, and IPSec had problems with firewalls, NATs,

and Web proxies. To prevent problems, firewalls must be configured to allow connections. If your VPN client

computer is behind a NAT, both the VPN client and the VPN server must support IPsec NAT-Traversal (NAT-T).
Besides, VPN server can\\'t be located behind a NAT, and that L2TP/IPsec traffic can\\'t flow through a Web proxy.

With the advent of SSTP in Windows Server 2008 all the VPN connectivity problems such as firewalls, NATs, and Web
proxies are solved. The SSTP connection allows the use of HTTP over secure sockets layer (SSL). SSTP uses an
HTTPover-SSL session between VPN clients and servers to exchange encapsulated IPv4 or IPv6 packets. Reference:

The Cable Guy: The Secure Socket Tunneling Protocol / The New VPN Solution http://technet.microsoft.com/en-
us/magazine/cc162322.aspx

QUESTION 2

You need to plan a solution for the service accounts that meets the company\\'s security requirements. What should you
include in the plan?

A. Modify the password expiration settings in GPO2.
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B. Implement managed service accounts, and then configure all the application servers to use the managed service
accounts.

C. Create a new domain for all of the service accounts, and then move the service accounts and the application servers
to the new domain.

D. Create a new Password Settings object (PSO) in fabrikam.com, and then apply the PSO to a group containing all of
the service account user objects.

Correct Answer: D

Security Requirements
Fabrikam must meet the following security requirements:

. Ensure that the passwords for all service accounts expire every EDI,_%:.
. Maintain the current pelicy for changing the passwords of all otlyg_“ accounts.

Existing Active Directory Environment : -
The network contains a single Active Directory forest. The foreﬁtﬁ}ﬁﬁins two doemains named fabrikam.com and
research.fabrikam.com. o =

R

(,;.

An Active Directory site exists for each office. _
com that run Windows Server 2008 R2.

The main office has three domain controllers for fqbi!

.9 7
The relevant erganizational units (OUs) and C_;‘_—_gc\n'tig,}l’ﬁ‘?icy objects (GPOs) for fabrikam.com are configured as

shown in the following table. 1/%
oW "
0OU name OU contents _ LoD Linked GPO
ouUl All of the user accounts (Lam™ GPO1
i All of the user accoug Tt are s
used as service aFeBu
All of the computefaccounts for
ou3 : ; 2 GPO3
the application servers

The Default Domain Policy GPO for fabrikam.com requires that the password for each user account be cl
aevery 30 days.

QUESTION 3

You need to recommend a group scope for the dedicated auditing user accounts that meets the company\\'s security
requirements. Which group scope should you recommend?

A. Domain local
B. Global

C. Local

D. Universal

Correct Answer: D
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SECURITY REQUIREMENTS
The corporate security policy states the following requirements: .('>
i.‘J
*  Ensure that the latest Windows updates are installed on all %ﬁent computers,
*  Ensure that Windows Firewall is enabled on every cllent@éﬁwputer that connects remotely.
*  Prevent all client computers that do not comply mt}? #he security policy from connecting to the internal servers.
The corporate audiing policy must meet the fclllclwin&}ﬂ%ﬁlirenmnts:
&
« Only the dedicated user accounts mustd Z%ble access servers that contain confidential documents,
s The dedicated user accounts must be astigned auditing rights as a group, not as individual users.
| *# The number of groups that contain the dedicated user accounts must be minimized. I

http://support.microsoft.com/kb/884417

QUESTION 4

Your company has one main office and eight branch offices. Each branch office has 200 client computers and a local
administrator.

The network consists of one Active Directory domain. All domain controllers run Windows Server 2008 R2.
You plan to deploy domain controllers to the branch office locations.
You need to plan an administration solution for the branch offices that meets the following requirements:

?Branch office administrators must be able to update drivers on their respective branch office domain controllers.
?Branch office administrators must be able to log on only to domain controllers in their respective branches.

What should you include in your plan?

A. Deploy a Windows Server 2008 R2 read-only domain controller (RODC) in each branch office. Assign the
Administrators role for the RODC to the branch office administrators.

B. Deploy a Windows Server 2008 R2 read-only domain controller (RODC) in each branch office. Assign the Network
Configuration Operators role for the RODC to the branch office administrators.

C. Deploy a domain controller that runs a Server Core Installation of Windows Server 2008 R2 in each branch office.
Add the branch office administrator to the Server Operators domain local group.

D. Deploy a domain controller that runs a Server Core Installation of Windows Server 2008 R2 in each branch office.
Add the branch office administrator to the Administrators domain local group.

Correct Answer: A

To install domain controllers in each branch office and to make sure that branch office administrators are allowed to log
in only to the domain controllers of their branch and should be allowed to update drivers on the domain controllers of
their branch, you need to deploy a Windows Server 2008 read-only domain controller (RODC) in each branch office and
assign the Administrators role for the RODC to the branch office administrators.

RODCs perform same as domain controllers except for the fact that they are more secure and read only. They allow
users to log on to the domain and work best when the WAN link between branch offices and head office is unreliable
and domain controllers cannot be contacted. RODCs provide Administrator Role Separation, which allows a
local/regular domain user to be delegated local administrator privileges on a RODC, for the execution of regular
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maintenance work such as the install of software, updating drivers, troubleshooting connectivity issues, etc. Reference:
Windows Server 2008 Read Only Domain Controller RODC
http://windowsis.com/blogs/windowsis/archive/2008/04/14/windows-server-2008-readonly- domain-controller-rodc.aspx

QUESTION 5

Wingtip Toys, is merging with Tailspin Toys. Each company has an Active Directory Domain Services (AD DS) domain.
All servers run Windows Server 2008 R2.

A forest trust has been created between Wingtip Toys and Tailspin Toys.
The Wingtip Toys domain contains an AD security group named Design.

You need to ensure that only members of the Design security group can access specific file shares on the Tailspin Toys
domain.

What should you recommend? (More than one answer choice may achieve the goal. Select the BEST answer.)
A. In the Tailspin Toys domain, enable forest-wide authentication. Grant the Design group access to the file shares.

B. In the Tailspin Toys domain, enable selective authentication. Grant the Allowed to authenticate permission to the
Design group. Grant the Design group access to the file shares.

C. In the Wingtip Toys domain, enable selective authentication. Grant the Allowed to authenticate permission to the
Design group. Grant the Design group access to the file shares.

D. In the Wingtip Toys domain, enable forest-wide authentication. Grant the Design group access to the file shares.

Correct Answer: B

QUESTION 6

Trey Research is merging with Proseware, Inc. Trey Research has an Active Directory Domain Services (AD DS)
domain named treyresearch.net with domain controllers named DCO01, DC02, and DCO03. Proseware has an AD DS
domain named proseware.com.

All domain controllers run Windows Server 2008 R2 and the DNS server role

When creating a forest trust from dcO1.treyresearch.net, the New Trust Wizard displays the following error message:

The New Trust Wizard cannot continue because the specified domain cannot be contacted. Either the domain does not
exist, or network or other problems are preventing connection.

You need to ensure that the forest trust can be created.

What should you recommend? (More than one answer choice may achieve the goal. Select the BEST answer.)
A. On DCO01, modify the host file to include proseware.com.

B. On DCO1, create a Primary Zone for proseware.com.

C. On DCO01, modify the TCP/IP properties to use the Proseware DNS servers.
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D. On DCO1, create a Conditional Forwarder for proseware.com.

Correct Answer: D

QUESTION 7

You need to ensure that you can migrate objects from cohowinery.com by using Active Directory Migration Toot version
3.2 (ADMT v3.2). What should you do in cohowinery.com?

A. Run the Active Directory Preparation Tool (Adprep.exe).

B. Convert all global groups to universal groups.

C. Raise the functional level of the domain.

D. Upgrade the primary domain controller (PDC) emulator to Windows Server 2008 R2.

Correct Answer: A

QUESTION 8

Your network consists of one Active Directory domain that contains servers that n.ai Windows Server 2008 R2. The
relevant servers are configured as shown in the following table.

Server nama Installed service Role Dowjain
2o member
Serverl Active Directory Dongih controller Yes
Active Director &"°
Soryerd? Certificate SEr':;i:ES ¥ aufﬁ;ﬁ;ﬁﬁcatmn Yes
(&0 CS) BN
Internet Infon on
Senverd Gt {Ilﬁ'b ‘Web Server Mo
Servard ; Unassigned Mo

The exhibit shows the relevant portion of the network. (Click the Exhibit button.)

Exhibit:
0 - : o e
- | r _r_“'?—_ - ] .‘P | r-_\-r T
\ T . @ Uy S e T
i ¢ g r’{ i g
AU e oy e Y LS
A e L | ' oy, il
iy ‘ L g gy 3 EI‘3L"x.., ./ ; s S
Intemet Firewall N Server4 Firewall

Perimeter Network

Server3 hosts a secure web site. You want remote users to access the secure Web site by using a Secure Socket Layer
(SSL) connection through the Internet. A server certificate issued by Server2 is installed on Server3. Since you are the

technical support, you are asked to recommend a solution that will enable the distribution of certificates to the remote
users.
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Your solution must meet the following requirements:

The certification authority must be automatically trusted. Remote users connecting to Server3 must use client
certificates issued by Server4. A minimum amount of TCP/IP ports must be opened on the firewall that connects the
perimeter

network and the internal network.

Which certification authority should you recommend installing on Server4?

A. Standalone root

B. Enterprise root

C. Standalone subordinate

D. Enterprise subordinate

Correct Answer: C

QUESTION 9

An existing network is IPv6-enabled on all network segments. You deploy a server to an IPv6- only network segment.
The following IPv6 addresses are assigned

to the local interface of the network router:

o

FE80::1

FECO::1

2001:777:1d:1dc:1l

Corporate security policy dictates that the server may not communicate outside of the company network.
You need to ensure that the server has the correct static address information to comply with the policy.
Which addresses should you assign?

To answer, drag the appropriate address or addresses to the correct location or locations in the answer area. (Use only
addresses that apply.)

Select and Place:
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Answer Area

Jersion 6 (TCP/IPv6) Properties

2001:777:1d:1dc::

Correct Answer:
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Answer Area

Internet Protocol Version & (TCP/IPv6) Properties a—-;: 21x]
s |
General l
FE80::1
You can get IPv6 settings assigned automatically if your networ| this capability.
FEBO::7 Otherwise, you need to ask your network administrator for iate [Pv6 settings.
" Obtain an IPv6 address automatically @0
—{+ Use the following IPv6 address:— & — —
2001:777:1d:1dc::1 o
IPv6 address: Q::7
2001:777:1d:1dc::7 <
Subnet prefix length: &5%
Default gateway: @ FECO::1
N
[™ validate settings upon exit Advanced...

QUESTION 10
You work as an IT professional in an international company which is named Contoso. Your major job is to translate
business goals into technology decisions and plan mid-range to long- term strategies. And you are experienced in

network

infrastructure, security policy and business continuity. In your company, you are responsible for infrastructure design
and global configuration changes.

One Active Directory domain is contained by your network. Windows Server 2008 is run by all servers. You are required
to implement a storage management policy for failover clustering that storage area network (SAN)-based storage is

utilized. The requirements listed below should be supported by the solution.

The solution should sustain disk space usage informationQuota tracking by folder or by volumeEmail notifications when
their quota limits are exceeded. Which action should be performed to achieve the goal?

A. To achieve the goal, the Storage Manager should be installed and configured for SANs.
B. To achieve the goal, the Reliability and Performance Monitor should be utilized.
C. To achieve the goal, the File Server Resource Manager (FSRM) should be utilized.

D. To achieve the goal, NTFS file system disk quotas should be created and deployed.
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Correct Answer: C

QUESTION 11

Your network consists of one Active Directory domain. The domain contains servers that run Windows Server 2008 R2.
The relevant servers are configured as shown in the following table.

Server name Installed services
Serverl Active Directory Momain Services (AD DS)
Server2 Remote Desktep Services

Your company has a department named Sales. Al client computers m the Sales department fun Windows 7 and use an
application named Applicationl.

Applicationl uses a dynamic-link library (DU.) named Salesapp.dll.
You plan to deploy a new application named Apphcation2 that uses a different version of Salesapp.dll.

During testing, administrators report that Apphcabon2 causes Applicationl to fail when both applications run on the
same computer. You need to ensure that users can run both applications successfully on the same computer.

What should you do?

A. On Serverl, create and link a Group Policy object (GPO) that publishes Appcation2 to all users in the Sales
department.

B. On Serverl, create and link a Group Policy object (GPO) that assigns Application2 to all computers in the Sales
department.

C. On Server2, install Application1 and Applcation2. Configure all computers in the Sales department to run the
applications by using RemoteApp.

D. On Server2, install Application2 and configure all computers in the Sales department to run the application by using
RemoteApp.

Correct Answer: D

QUESTION 12

Your network consists of one Active Directory forest that contains one domain. The functional level of the forest is
Windows 2000. The functional level of the domain is Windows 2000 native. Two domain controllers run Windows Server
2008 and three domain controllers run Windows Server 2003.

Service packs are not installed on any of the domain controllers. You plan to enable Windows BitLocker Drive
Encryption (BitLocker) on all domain controllers. You need to store all BitLocker recovery information in Active Directory
Domain Services (AD DS).

What should you do first?

A. Raise the forest functional level to Windows Server 2003.
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B. Raise the domain functional level to Windows Server 2003.
C. Upgrade all Windows Server 2003 domain controllers to Windows Server 2008.

D. Extend the Active Directory schema to include BitLocker and Trusted Platform Module (TPM) attributes.

Correct Answer: C
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