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QUESTION 1

On the right, a permanent (P) or temporary (T) license is added to a Cisco ASA 5520. The merged license result in new
capabilities for the Cisco ASA 5520. Drag the new resultant license on the left to the merging licenses on the right.

Select and Place:

Onthe right. & permanent (P) or temporary (T) license is added to a Cisco ASA 5520 The merged license results in new
capabiliies for tha Cisco ASA 5520. Drag the new resultant license on the left to the merging licenszs on the right.

Base (F) + 50 $SL users (P)

N
R
AN
s O
0

e
Basa?) and 25 S5L users (P). Add 50 SSL

({@C users (P).

Bace (P) + 50 5L users (T)

Base (P} and 50 S5L vsers (T) Add 25 S5L (P).

Base (P)+ 25 S5L users (i’@

¢

Base (F) and 25 551 users (P). Add Botnet (T).

P \A“ﬂ ing

%

Base + 25 551 users + Botnet

Base (P} and 25 SSL users (P) and Botnet (T).
Add 50 SSL (T).

Correct Answer:
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Onthe right. & permanent (P) or temporary (T) license is added to a Cisco ASA 5520 The merged license results in new
capabiliies for tha Cisco ASA 5520. Drag the new resultant license on the left to the merging licenszs on the right.

o
ol U
h % W
o
e
[la)

G
Q@g) Base (P)+ 50 S5L users (P)

e
PN

i

Base {P)+ 25 SSL users (P)

Base + 25 SS1 users + Botnet

Base (P)+ 50 S5L users (T)

QUESTION 2

Select and Place:

IMatch the characterisitc on the left with the correct transport layer protocol cn the right.

used to tunnel traffic over TCF 443 O\j TLS

replaced underlying transport layer with UDP 443

enabled by default

|

requires retransmiss on of lost packets

DTLS
used to transmit datagrams

Used to negotiate control mes

4

Correct Answer:
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‘ IMatch the characterisitc on the left with the correct transport layer protocol cn the right. ‘
L
| ° LS |
I i
| (p})o used to tunnel traffic over TCP 443

requires retransmission of lost packets

vj\
N

\% 9 !
N8 Used to negotiate control messages
?F)@ .
=
| @ S DTLS
o replaced underlying transport layer with UDP 443

Sl i
| @ enabled by default

used to transmit datagrams

QUESTION 3

Refer to the exhibit.

88 Real-Time Log Viewer - 192.168.4.2 =3
File  Tools window  Help :
b Resume | B2 Copy |, Save &y Clear | [ Color Settings | £ Create Rule F3) Show Rule IMQE@"S | 2t

Filker B\,f:| Filter 8 Show all | Find: | ?
rk Descripkion

| >

D@P: User conkractorl, Addr 172.26.26,30, Connection AnyConneck: The Followiniw&ords were selected For this connection: DAtACccessPalicy

Group <new_hire= User <conkractorl = IP <172,26.26,30= TCP SYC cop #stablished without compression
Group <new_hire> User <contrackorl = IP <172,26,26,30> First TCP SHHC o
IPAA: Client requested address 10.0.4, 120, request succeeded
Device completed S5L handshake with client outside: 172.26.26 : o279

nection established For SWC session,

$A8A-5-T3T010: IPARL: Client regquested a@i ip-address, redquest

succeeded

Explanation | Recommended Action | Details|

@ Emergencies @ Alerts @ Critical & Errors 8 Warnings  w Motifications i Informational o Debugging

After being with the company for more than six months, Sue is no longer considered a new hire employee. In converting
her from a new hire to a full-time employee, her SSL VPN address will change from the "Client requested address
10.0.4.120" to a random address from the employee address pool.

To "disable" the 10.0.4.120 IP address, the network administrator should navigate to which Cisco ASDM pane?

A. Connection Profile
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B. Group Policies
C. Local Users

D. Address Pools
Correct Answer: C

Users are assigned IP addresses based on the address pool associated with their group. Change group of Sue to use
employee address pool

Add/Edit Tunnel Group > General > Advanced

The Add or Edit Tunnel Group window, General, Advanced dialog box, lets you configure the following
interface-specific attributes:

» Interface-Specific Authentication Server Groups—Lets vou configure terface and server group
for authentication.
— Interface—Lists available interfaces for selection. Q
— Server Group—Lists authentication server groups availdble thiz interface.

— Use LOCAL if server group fails—Enables or disables ack to the LOCAL database if the
server group fails.

— Add—Adds the association between the sel szallahle interface and the authentication
server group to the assigned list.

= Remove—Moves the selected inte thentication server group association from the
assigned list to the available list

— Interface/Server Group/Use Show the selections you have added to the assigned list.

* Interface-Specific Client IP Ad&}acls——Lets you specify an interface and Client 1P address
pool. You can have up to 6

— Interface—Lists th e interfaces to add.

— Address Pool

Add—A
pool to the

ress pools available to associate with this interface.

association between the selected available interface and the client IP address
igned list.

available list.

— Interface/Address Pool—Shows the selections you have added to the assigned list.

QUESTION 4

When deploying remote-access IPsec VPN tunnels, what is the key benefit of digital certificates?
A. resiliency

B. simplification

C. scalability
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D. centralization

Correct Answer: C

QUESTION 5

An on-screen keyboard is a programmable SSL VPN option. Which three options are keyboard- configurable
parameters that the administrator can enable or disable? (Choose three.)

A. Show only if Secure Desktop Vault is disabled.

B. Do not show onscreen keyboard.

C. Show only for the login page.

D. Show for all user input fields.

E. Show for all portal pages that require authentication.

F. Show for all plug-in pages.

Correct Answer: BCE

Onscreen keyboard The security appliance includes an onscreen keyboard option for the login page and subsequent
authentication requests for internal resources. This provides additional protection against software-based keystroke

loggers by requiring a user to use a mouse to click characters in an onscreen keyboard for authentication, rather than
entering the characters on a physical keyboard.

QUESTION 6

After adding a remote-access IPsec tunnel via the VPN wizard, an administrator needs to tune the IPsec policy
parameters. Where is the correct place to tune the IPsec policy parameters in Cisco ASDM?

A. IPsec user profile
B. Crypto Map

C. Group Policy

D. IPsec Policy

E. IKE Policy

Correct Answer: B

QUESTION 7
Which statement is true about configuring the Cisco ASA for Active/Standby failover?

A. All versions of Cisco ASA software need to have the same licensing on both devices.
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B. Both devices perform load sharing until a failure occurs.
C. All VPN-related configurations and files are automatically replicated.
D. VPN images, profiles, and plug-ins must be manually provisioned to both devices.

Correct Answer: D

QUESTION 8

Refer to the exhibit.

T
Configuration > Remote Access ¥PM = AAALocal Users = Local Users O

Create entries in the ASA local user database, &

Command authorization must be enabled in order For the user account privileges {Q&nﬁ:rced. To enable command authorization, go to
Authorization. eo

Ann authentication console commands must be enabled in order For o ccess restrictions bo be enforced. To enable AAn authentication
command go to Authentication. "

! Username Privilege Level (Rale) YPM Group Palicy YPM Group Lock

W ' & == Inhetit Group Palic,, .
imanagerl 2 Mo : management -- Inherit Group Polic,. .
icu:untractu:ur 15 Full -- Inherit Group Palicy -- -- Inherit Group Palic, ..
!contractorl z Mo ASDM[CLT new_hire -- Inherit Group Polic.. .

The user "contractor" inherits which VPN group policy?
A. employee

B. management

C. Defaut WEBVPNGroup

D. DfltGrpPolicy

E. new_hire

Correct Answer: D

QUESTION 9

Your corporate finance department purchased a new non-web-based TCP application tool to run on one of its servers.
Certain finance employees need remote access to the software during nonbusiness hours. These employees do not
have "admin” privileges to their PCs.

What is the correct way to configure the SSL VPN tunnel to allow this application to run?

A. Configure a smart tunnel for the application.

B. Configure a "finance tool" VNC bookmark on the employee clientless SSL VPN portal.
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C. Configure the plug-in that best fits the application.

D. Configure the Cisco ASA appliance to download the Cisco AnyConnect SSL VPN Client to the finance employee
each time an SSL VPN tunnel is established.

Correct Answer: A

http://www.cisco.com/en/US/docs/security/asa/asa80/configuration/guide/webvpn.html A smart tunnel is a connection
between a TCP-based application and a private site, using a clientless (browser based) SSL VPN session with the
security appliance as the pathway, and the security appliance as a proxy server. You can identify applications to which
you want to grant smart tunnel access, and specify the local path to each application. For applications running on
Microsoft Windows, you can also require a match of the SHA-1 hash of the checksum as a condition for granting smart
tunnel access. Lotus SameTime and Microsoft Outlook Express are examples of applications to which you might want to
grant smart tunnel access. Configuring smart tunnels requires one of the following procedures, depending on whether
the application is a client or is a web-enabled application:?reate one or more smart tunnel lists of the client applications,
then assign the list to the group policies or local user policies for whom you want to provide smart tunnel access. ?reate
one or more bookmark list entries that specify the URLSs of the web-enabled applications eligible for smart tunnel
access, then assign the list to the DAPs, group policies, or local user policies for whom you want to provide smart tunnel
access. You can also list web-enabled applications for which to automate the submission of login credentials in smart
tunnel connections over clientless SSL VPN sessions. Why Smart Tunnels? Smart tunnel access lets a client TCP-
based application use a browser-based VPN connection to connect to a service. It offers the following advantages to
users, compared to plug-ins and the legacy technology, port forwarding:?mart tunnel offers better performance than plug-
ins. ?nlike port forwarding, smart tunnel simplifies the user experience by not requiring the user connection of the local
application to the local port. ?nlike port forwarding, smart tunnel does not require users to have administrator privileges.
The advantage of a plug-in is that it does not require the client application to be installed on the remote computer. Smart
Tunnel Requirements, Restrictions, and Limitations The following sections categorize the smart tunnel requirements and
limitations. General Requirements and Limitations Smart tunnel has the following general requirements and
limitations:?he remote host originating the smart tunnel must be running a 32-bit version of Microsoft Windows Vista,
Windows XP, or Windows 2000; or Mac OS 10.4 or 10.5. ?mart tunnel auto sign-on supports only Microsoft Internet
Explorer on Windows. ?he browser must be enabled with Java, Microsoft ActiveX, or both. ?mart tunnel supports only
proxies placed between computers running Microsoft Windows and the security appliance. Smart tunnel uses the
Internet Explorer configuration (that is, the one intended for system-wide use in Windows). If the remote computer
requires a proxy server to reach the security appliance, the URL of the terminating end of the connection must be in the
list of URLs excluded from proxy services. If the proxy configuration specifies that traffic destined for the ASA goes
through a proxy, all smart tunnel traffic goes through the proxy.

In an HTTP-based remote access scenario, sometimes a subnet does not provide user access to the VPN gateway. In
this case, a proxy placed in front of the ASA to route traffic between the web and the end user\\'s location provides web
access. However, only VPN users can configure proxies placed in front of the ASA.

When doing so, they must make sure these proxies support the CONNECT method. For proxies that require
authentication, smart tunnel supports only the basic digest authentication type. ?hen smart tunnel starts, the security
appliance by default passes all browser traffic through the VPN session if the browser process is the same. The security
appliance also does this if a tunnel- all policy applies. If the user starts another instance of the browser process, it
passes all traffic through the VPN session. If the browser process is the same and the security appliance does not
provide access to a URL, the user cannot open it. As a workaround, assign a tunnel policy that is not tunnel-all.

? stateful failover does not retain smart tunnel connections. Users must reconnect following a failover.

QUESTION 10

Refer to the exhibit.
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A new NOC engineer is troubleshooting a VPN connection.

Which statement about the fields within the Cisco VPN Client Statistics screen is correct?

A. The ISP-assigned IP address of 10.0.21.1 is assigned to the VPN adapter of the PC.

B. The IP address of the security appliance to which the Cisco VPN Client is connected is 192.168.1.2.
C. CorpNet is the name of the Cisco ASA group policy whose tunnel parameters the connection is using.

D. The ability of the client to send packets transparently and unencrypted through the tunnel for test purposes is turned
off.

E. With split tunneling enabled, the Cisco VPN Client registers no decrypted packets.

Correct Answer: B

QUESTION 11

Datagram Transport Layer Security (DTLS) was introduced to solve performance issues. Choose three characteristics
of DTLS. (Choose three.)

A. It uses TLS to negotiate and establish DTLS connections.
B. It uses DTLS to transmit datagrams.
C. It is disabled by default.

D. It uses TLS for data packet retransmission.
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E. It replaces underlying transport layer with UDP 443.
F. It uses TLS to provide low-latency video application tunneling.
Correct Answer: ABE

http:/iwww.cisco.com/en/US/docs/security/vpn_client/anyconnect/anyconnect23/administration/23admin
2.html#wp1029596

Enabling Datagram Transport Layer Security (DTLS) with AnyConnect (SSL) Connections Datagram Transport Layer
Security avoids latency and bandwidth problems associated with some SSL-only connections, including AnyConnect
connections, and improves the performance of real-time applications that are sensitive to packet delays. DTLS is a
standards-based SSL protocol that provides a low-latency data path using UDP. For detailed information about DTLS,
see RFC 4347 (http://lwww.ietf.org/rfc/rfc4347 .txt). Datagram Transport Layer Security (DTLS) allows the AnyConnect
client establishing an SSL VPN connection to use two simultaneous tunnels--an SSL tunnel and a DTLS tunnel. Using
DTLS avoids latency and bandwidth problems associated with some SSL connections and improves the performance of
real-time applications that are sensitive to packet delays. If you do not enable DTLS, AnyConnect/SSL VPN connections
connect with an SSL VPN tunnel only. You cannot enable DTLS globally with ASDM. The following section describes
how to enable DTLS for any specific interface. To enable DTLS for a specific interface, select Configuration > Remote
Access VPN > Network (Client) Access > Advanced > SSL VPN Connection profiles. The SSL VPN Connection Profiles
dialog box opens (Figure 2-3).Figure 2-3 Enable DTLS Check Box
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Configuration > Remote Access YPH > Hetwork (Client) Access > S50 VWPH Connection Profiles O
The security appliance automatically deploys the Cisoo AnyConnect ¥PH Client or legacy S50 YPRH Cient bo remote users Upon

conneztion. The initial client deployment requires end-user adminictr ative richte. The Cisco AnyiZonnect WPM Client supports
Ehe HTTRSITCR {5510 and Datagram Transport Laver Security (DTLS) tunnelng opticns,

i(More client-related parametars, such as client imagzs and client profiles, can be found at Client Setkings

Access Ikerfaces

[+ Erable Cisco AnyConnect YPM Client or legacy 550 YPN Client access onthe interfaces selér :% ithe table below

[ntetface I Allows focess I Require Client Certificate
outside ¥ | |
DMz ¥ I
d L
. m-zl | ] o
inside = | 5 02

Access Pork: !443 DTLS Port: I443 o

Click here ko gssion Certificate bo Interface,

Conneckon Profiles

Connection profile (funnel group) Eable belo k& cords that determine conmection policies. & record identifies 5
defauk group palicy for the connection and pratocol-specific connection parameters.

(& Edit | [ Deste

g8 Add

S5L YPH Client Protacal aroup Palicy
Enabled DiffkiErpPalicy:

mkgroup Enabled DifltGrpPalicy
group Enabled DfltGrpPolicy
Def ault'wEENPH Enabled DFItGrpPolicy
rrlki Enabled DfltGrpPalicy
iy graup Enabled DFltGrpPolicy
mik-r&-graup Enabled DfltGEpPalicy
curcha Enabled DFlECrpMalicy
DefaulkRAGroup Enabled DfltGrpPaolicy

[+ alow user ko seleck connection, idenitified by alias in the table above; a: login page

Enabling Datagram Transport Layer Security (DTLS) allows the AnyConnect VPN Client establishing an SSL VPN
connection to use two simultaneous tunnels--an SSL tunnel and a DTLS tunnel. Using DTLS avoids latency and
bandwidth problems associated with some SSL connections and improves the performance of realtime applications that
are sensitive to packet delays. If you do not enable DTLS, AnyConnect client users establishing SSL VPN connections
connect with an SSL VPN tunnel only. Fields ?Interface--Displays a list of interfaces on the security appliance. ?DTLS
Enabled--Check to enable DTLS connections with the AnyConnect client on the interfaces. ?UDP Port (default
443)--(Optional) Specify a separate UDP port for DTLS connections.

QUESTION 12
While configuring a new clientless SSL VPN group in Cisco ASDM, the administrator chooses to accept a number of the

default parameter values. The administrator decides to view the actual value for the parameter, rather than just checking
the inherit box.
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Under which default group can the administrator verify the default value for the group parameter?
A. DefaultRAGroup

B. Default WEBVPNGroup

C. DfitGrpPolicy

D. DefaultSVCGroup

Correct Answer: C
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