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QUESTION 1

Which feature is an IPv6 security feature that is supported in Cisco 10S devices?
A. Secure Neighbor Discovery

B. IPv6 Sendmail

C. Secure Gratuitous ARP

D. Secure ARP

Correct Answer: A

QUESTION 2

Which statement best describes Cisco ScanSafe?

A. ScanSafe is a centralized software-based web proxy that runs in the customer data center.
B. ScanSafe is a cloud-based web security service that provides web filtering and web security.
C. ScanSafe is a service that runs on the Cisco ASA CX.

D. ScanSafe consists of a server and a client component; the server component is implemented in the data center, and
the client component is part of the Cisco AnyConnect client.

Correct Answer: B

QUESTION 3

Which two questions should you ask when assessing an organization\\'s security needs? (Choose two.)
A. Are you exploring new cloud business models?

B. Are you enforcing the same security policies consistently across your organization?

C. Are you using the latest hardware and software versions for your security devices?

D. Are you using single-vendor security equipment?

E. What are the operating hours of your security response team?

Correct Answer: AB
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QUESTION 4

Which management service is provided by the Cisco IronPort M-Series?
A. Centralized configuration

B. Centralized client profiling

C. Distributed spam quarantine

D. Local reporting and tracking

Correct Answer: A

QUESTION 5

Which two are key advantages of using Cisco ASDM for Cisco ASA device management? (Choose two.)
A. Rapid configuration

B. Powerful diagnostics

C. No need for a console connection

D. Offline monitoring

E. Easy installation

Correct Answer:. AB

QUESTION 6

Which two attacks target the data link layer in a switched environment? (Choose two.)
A. VLAN attacks

B. IP source routing

C. MAC address floods

D. DHCP-based IP redirection attacks

E. Spanning-tree attacks

Correct Answer: CE

QUESTION 7
Which statement about SGACL is true?

A. SGACL does not allow customers to keep the existing local design at the access layer.
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B. SGACL allows customers to apply or change policies that meet today\\'s business requirements.

C. With SGACL, traffic that is received by a device gets tagged at egress and is then potentially filtered at ingress,
based on the previously assigned tag.

D. With SGACL, all network devices belonging to the same group automatically enforce the same policy.

Correct Answer: A

QUESTION 8

Which two statements about Cisco IPS are true? (Choose two.)

A. Cisco IPS global correlation is performed before Cisco IPS reputation filters.
B. Cisco ASA-integrated IPS and standalone IPS offer the same features.

C. Cisco standalone IPS functionality can be virtualized.

D. The Cisco IPS reputation filter is based on Cisco SIO and allows packets that are received from known malicious
sources to be dropped before performing signature-based inspection.

Correct Answer: BD

QUESTION 9

Which statement is true when comparing Cisco ASA and Cisco ASA CX?
A. Cisco ASA fits better to the core and data center.

B. Cisco ASA provides better application control.

C. Cisco ASA does not support multitenant deployments.

D. Cisco ASA CX provides better AAA support.

Correct Answer: A

QUESTION 10

Which statement about wireless intrusion prevention and rogue access point detection is true?

A. A local mode access point provides power to wireless clients.

B. A monitor mode access point performs background scanning in order to detect rogue access points.
C. A monitor mode access point is dedicated to scanning (listen-only).

D. A monitor mode access point can distribute a white list of all known access points.

E. Any access point that broadcasts the same RF group name or is part of the same mobility group is considered to be
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a rogue access point.

Correct Answer: C

QUESTION 11

Which two security features are part of the Cisco Catalyst Integrated Security Toolkit, which is available on almost all
Cisco Catalyst switches? (Choose two.)

A. IP source guard

B. Static ARP inspection
C. MACsec

D. DNS snooping

E. SGACL

F. Port security

Correct Answer: AF

QUESTION 12
Which statement about wireless LAN security is true?
A. Cisco CleanAir is a technology that allows you to detect the distance of a wireless device from an access point.

B. Cisco Aironet 3500 and 3600 Series Access Points do not have an integrated spectrum analyzer that detects
interferers.

C. Classification occurs at the access point; interference impact and data are then sent to the wireless LAN controller.
D. The wireless LAN controller stores data for location, history, and troubleshooting purposes.

Correct Answer: C
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