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QUESTION 1

Multimedia applications transmit requests on TCP, get responses on UDP or TCP, use dynamic ports, and use the
same port for source and destination, so they can pose challenges to a firewall. Which three items are true about how
the Cisco ASA adaptive security appliance handles multimedia applications? (Choose three.) 

A. It dynamically opens and closes UDP ports for secure multimedia connections, so you do not need to open a large
range of ports. 

B. It supports SIP with NAT but not with PAT. 

C. It supports multimedia with or without NAT. 

D. It supports RTSP, H.323, Skinny, and CTIQBE. 

Correct Answer: ACD 

 

QUESTION 2

The security department of the P4S company wants to configure cut-through proxy authentication via RADIUS to require
users to authenticate before accessing the corporate DMZ servers. Which three tasks are needed to achieve this goal?
(Choose three.) 

A. Configure a rule that specifies which traffic flow to authenticate. 

B. Designate an authentication server. 

C. Specifya AAA server group. 

D. Configure per-user override. 

Correct Answer: ABC 

 

QUESTION 3

Modular Policy Framework provides a consistent and flexible way to configure security appliance features in a manner
similar to Cisco IOS software QoS CLI. Which three Cisco Modular Policy Framework features are bidirectional?
(Choose three.) 

A. AIP policy 

B. QoS input policing 

C. CSC policy 

D. QoS priority queue 

E. Application inspection 

F. QoS output policing 
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Correct Answer: ACE 

 

QUESTION 4

The IT department of your company must perform a custom-built TCP application within the clientless SSL VPN portal
configured on your Cisco ASA security appliance. The application should be run by users who have either guest or
normal user mode privileges. In order to allow this application to run, how to configure the clientless SSL VPN portal? 

A. configure a smart tunnel for the application 

B. configure a bookmark for the application 

C. configure the plug-in that best fits the application 

D. configure port forwarding for the application 

Correct Answer: A 

 

QUESTION 5

Reverse route injection (RRI) is the ability for static routes to be automatically inserted into the routing process for those
networks and hosts protected by a remote tunnel endpoint. These protected hosts and networks are known as remote
proxy identities. Study the following exhibit carefully. What does Reverse Route Injection enable in this configuration? 
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A. The Cisco ASA security appliance will advertise its default routes to the distant end of the site- to-site VPN tunnel. 

B. The Cisco ASA security appliance will advertise routes that are at the distant end of the site-to- site VPN tunnel. 

C. The Cisco ASA security appliance will advertise routes that are on its side of the site-to-site VPN tunnel to the distant
end of the site-to-site VPN tunnel. 

D. The Cisco ASA security appliance will advertise routes from the dynamic routing protocol that is running on the Cisco
ASA security appliance to the distant end of the site-to-site VPN tunnel. 

Correct Answer: B 

 

QUESTION 6

The security department of the P4S company wants to configure cut-through proxy authentication via RADIUS to require
users to authenticate before accessing the corporate DMZ servers. Which three tasks are needed to achieve this goal?
(Choose three.) 

A. Configure a rule that specifies which traffic flow to authenticate. 

B. Designate an authentication server. 

C. Specifya AAA server group. 

D. Configure per-user override. 

Correct Answer: ABC 

 

QUESTION 7

Alexander is a network engineer of his company. He is asked to configure split tunneling to use the ACL split-tunnel for
remote access IPsec VPNs. According to the exhibit below, which two Cisco ASDM configurations would tunnel traffic to
the inside network and allow connected users to access their local network and the Internet? (Select two.) 
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A. B. C. 

Correct Answer: BC 

 

 

QUESTION 8
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Observe the exhibit carefully. You are asked to review the configuration of the clientless SSL VPN connection profile,
which was created by a junior administrator. Which authentication method is configured in the clientless profile? 

A. The Cisco ASA security appliance requires AAA authenticate to the external AAA server LOCAL if the remote user
does not have an identity certificate for authentication. 

B. The Cisco ASA security appliance requires a username and password if the remote user does not have an identity
certificate for authentication. 

C. The Cisco ASA security appliance accepts an identity certificate or a username and password for authentication of
remote users, but not both. 

D. The Cisco ASA security appliance requires both an identity certificate and username and password for authentication
of remote users. 

Correct Answer: D 

 

QUESTION 9

What are the three main components of Cisco Modular Policy Framework? (Choose three.) 

A. Security policy 

B. Policy map 

C. Security map 

D. Route map 

E. Class map 

F. Interface map 

G. Traffic policy 

H. Service policy 

Correct Answer: BEH 

 

QUESTION 10
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For configuring VLAN trunking on a security appliance interface, which three actions are mandatory? (Choose three.) 

A. associating a logical interface with a physical interface 

B. specifying a VLAN ID for asubinterface 

C. specifying a name for asubinterface 

D. specifying the maximum transmission unit for asubinterface 

Correct Answer: ABC 

 

QUESTION 11

Refer to the exhibit. You have configured a Layer 7 policy map to match the size of HTTP header fields that are
traversing the network. Based on this configuration, will HTTP headers that are greater than 200 bytes be logged? 

A. No, because the reset action for headers greater than 100 bytes would be the first match. 

B. Yes, because the log action for headers greater than 200 bytes would be the last match. 

C. Yes, because the reset action for headers greater than 100 bytes and the log action for headers greater than 200
bytes would both be applied. 

D. No, because reset or log actions are a part of the service policy and the Layer 7 policy map. 

Correct Answer: A 

 

QUESTION 12

Refer to the exhibit. You have configured a Layer 7 policy map to match the size of HTTP header fields that are
traversing the network. Based on this configuration, will HTTP headers that are greater than 200 bytes be logged? 
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A. No, because the reset action for headers greater than 100 bytes would be the first match. 

B. Yes, because the log action for headers greater than 200 bytes would be the last match. 

C. Yes, because the reset action for headers greater than 100 bytes and the log action for headers greater than 200
bytes would both be applied. 

D. No, because reset or log actions are a part of the service policy and the Layer 7 policy map. 

Correct Answer: A 
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