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QUESTION 1

A new vSAN Cluster with four hosts has to be designed for a single site architecture. Which design decision is correct? 

A. All the data must remain accessible even with two host failures. 

B. Configure the storage controllers to use RAID. 

C. Use block-based storage for the new vSAN cluster. 

D. Only hardware listed on the VMware Compatibility Guide will be deployed. 

Correct Answer: B 

 

QUESTION 2

A vSAN administrator has been asked to encrypt all traffic for data and metadata across all hosts in a vSAN cluster. 

Which action is necessary to achieve this level of encryption? 

A. Enable vSAN Cluster level encryption via Storage Policy. No KMS is required. 

B. Enable vSAN Data In-Transit encryption at the cluster level. No KMS is required. 

C. Deploy KMS server, and enable vSAN Data at Rest encryption at the cluster level. 

D. Deploy KMS server, and enable vSAN Data at Rest and In-Transit encryption at the host level. 

Correct Answer: B 

 

QUESTION 3

What is the purpose of host rebuild reserve in vSAN? 

A. Reserves space in case of single host failure 

B. Allocated capacity for vCLS 

C. Reconfigures data components 

D. Stores vSphere HA heartbeats 

Correct Answer: A 

 

QUESTION 4

A vSAN administrator observes that the VMware Skyline Health: Time Synchronization displays one host that is
noncompliant. 
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What is the meaning of this message? 

A. The vSAN administrator must review the NTP server configuration on vCenter Server and the ESXi hosts. 

B. The vSAN administrator must put the noncompliant host into maintenance mode. 

C. The value of the CLOMRepairDelay parameter is incorrect. 

D. The noncompliant host cannot communicate with vCenter. 

Correct Answer: A 

 

QUESTION 5

An administrator must choose between deploying a virtual witness or physical witness for a vSAN Stretched Cluster.
The administrator eventually decides to use a virtual witness. 

What is a benefit of selecting this approach? 

A. Reduced vSphere licensing 

B. Additional compute capacity for running VMs 

C. Shared metadata between separate clusters 

D. Increased vSAN datastore capacity 

Correct Answer: A 

 

QUESTION 6

A vSAN administrator wants to install a patch on an existing vSAN cluster. The environment runs vSphere 7.0, and the
patch contains ESXi 7.0 Update 1c. The vSAN administrator will use vSphere Lifecycle Manager images to add the
patch to the proper image and apply it to the vSAN cluster. 

Which action should be performed before patching the ESXi hosts in the vSAN cluster? 

A. Upgrade the Platform Services Controller. 

B. Perform a disk format upgrade. 

C. Create a baseline instead of using images. 

D. Upgrade the vCenter Server. 

Correct Answer: D 

 

QUESTION 7

An administrator wants to check the vSAN cluster health during the maintenance window while vCenter Server is
offline. 
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What are two ways to complete this task? (Choose two.) 

A. HCIBench 

B. ESXi system logs on vSAN datastore 

C. esxcli 

D. vSphere Host Client 

E. esxtop 

Correct Answer: CD 

 

QUESTION 8

A vSAN administrator is implementing deduplication and compression on a vSAN all-flash cluster but wants the VMs to
remain operational. The details are as follows: 

There are 4 nodes in the vSAN cluster. Existing VMs use a RAID-5 storage policy. 

Which action should the vSAN administrator take to meet this goal? 

A. Use explicit fault domains. 

B. Enable TRIM/UNMAP. 

C. Change the existing VM storage policy to RAID-6. 

D. Use the Allow Reduced Redundancy option. 

Correct Answer: D 

 

QUESTION 9

A vSAN administrator notices the VMware Skyline Health: Network Latency Check reports indicate three hosts are non-
compliant. 

Which action should the vSAN administrator take? 

A. Reboot the noncompliant hosts one at a time. 

B. Rerun the VMware Skyline Health: vSAN Cluster Partition report. 

C. Place the noncompliant hosts into an isolated network. 

D. Check VMKNICs, uplinks, VLANs, physical switches, and associated settings. 

Correct Answer: B 

 

QUESTION 10
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Which two characteristics are associated with vSAN Data-In-Transit Encryption? (Choose two.) 

A. Uses AES-256 bit encryption 

B. Requires an external KMS in order to work 

C. Needs specific configuration on the Network switches in order to be enabled 

D. Can be enabled independently of the vSAN Data-At-Rest encryption 

E. Needs to be enabled using vSAN Storage Policies 

Correct Answer: AD 

 

QUESTION 11

A vSAN administrator is receiving complaints that applications are not performing as expected. The vSAN administrator
opens the vSAN cluster performance charts to try to identify the issue, but the vSAN cluster performance charts are not
available. 

Which option should vSAN administrator enable to make these charts available? 

A. vSAN Performance Diagnostics 

B. vSAN Troubleshooting Diagnostics 

C. vSAN Performance Service 

D. vSAN Troubleshooting Service 

Correct Answer: C 

 

QUESTION 12

An administrator is tasked with configuring vSAN Cloud Native Storage. 

Which two requirements must be met for a successful configuration? (Choose two.) 

A. vSAN iSCSI service enabled 

B. Minimum of vSphere 6.7 Update 3 or later 

C. Tanzu Enterprise License required 

D. Minimum of vSphere 7.0 Update 2 or later 

E. Compatible version of Kubernetes 

Correct Answer: BE 

 

QUESTION 13
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What are two purposes of a vSAN storage policy (Choose two.) 

A. To determine vSAN encryption level 

B. To enable TRIM/UNMAP 

C. To define how the VM storage objects are provisioned 

D. To guarantee the required level of service 

E. To enable deduplication and compression 

Correct Answer: CD 

 

QUESTION 14

Skyline Health vSAN HCL DB up-to-date health check is alerting in red in a newly deployed vCenter Server. 

Which two options are the possible solutions for this problem? (Choose two.) 

A. Obtain the HCL DB offline bundle from vmware.com, and manually update it. 

B. Upgrade to the latest version of vCenter. 

C. Upgrade the HCL DB from the hardware vendor website. 

D. Obtain the HCL DB from the hardware vendor, and manually update it. 

E. Update the HCL DB online from vmware.com. 

Correct Answer: AB 

 

QUESTION 15

An administrator is enabling vSphere HA and vSAN on the same cluster and needs to use a configuration that is valid
for vSphere HA Heartbeat datastore. 

Which configuration should be used? 

A. A datastore mounted to more than one host, as well as any vSAN datastore 

B. Any datastore mounted to more than one host 

C. Any datastore mounted to more than one host, but not a vSAN datastore 

D. vSAN datastore as vSphere HA Heartbeat datastore 

Correct Answer: C 
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