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QUESTION 1

A company wants to fill a Chief Information Security Officer position in the organization. They need to define and
implement a more holistic security program. Which of the following qualifications and experience would be MOST
desirable to find in a candidate? 

A. Multiple certifications, strong technical capabilities and lengthy resume 

B. Industry certifications, technical knowledge and program management skills 

C. College degree, audit capabilities and complex project management 

D. Multiple references, strong background check and industry certifications 

Correct Answer: B 

 

QUESTION 2

In order for a CISO to have true situational awareness there is a need to deploy technology that can give a real-time
view of security events across the enterprise. Which tool selection represents the BEST choice to achieve situational
awareness? 

A. Vmware, router, switch, firewall, syslog, vulnerability management system (VMS) 

B. Intrusion Detection System (IDS), firewall, switch, syslog 

C. Security Incident Event Management (SIEM), IDS, router, syslog 

D. SIEM, IDS, firewall, VMS 

Correct Answer: D 

 

QUESTION 3

What is the primary reason for performing vendor management? 

A. To understand the risk coverage that are being mitigated by the vendor 

B. To establish a vendor selection process 

C. To document the relationship between the company and the vendor 

D. To define the partnership for long-term success 

Correct Answer: A 

 

QUESTION 4

Which of the following can the company implement in order to avoid this type of security issue in the future? 
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A. Network based intrusion detection systems 

B. A security training program for developers 

C. A risk management process 

D. A audit management process 

Correct Answer: B 

 

QUESTION 5

Security related breaches are assessed and contained through which of the following? 

A. The IT support team. 

B. A forensic analysis. 

C. Incident response 

D. Physical security team. 

Correct Answer: C 

 

QUESTION 6

Your company has limited resources to spend on security initiatives. The Chief Financial Officer asks you to prioritize
the protection of information resources based on their value to the company. It is essential that you be able to
communicate in language that your fellow executives will understand. You should: 

A. Create timelines for mitigation 

B. Develop a cost-benefit analysis 

C. Calculate annual loss expectancy 

D. Create a detailed technical executive summary 

Correct Answer: B 

 

QUESTION 7

When gathering security requirements for an automated business process improvement program, which of the following
is MOST important? 

A. Type of data contained in the process/system 

B. Type of connection/protocol used to transfer the data 

C. Type of encryption required for the data once it is at rest 
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D. Type of computer the data is processed on 

Correct Answer: A 

 

QUESTION 8

You have recently drafted a revised information security policy. From whom should you seek endorsement in order to
have the GREATEST chance for adoption and implementation throughout the entire organization? 

A. Chief Information Security Officer 

B. Chief Executive Officer 

C. Chief Information Officer 

D. Chief Legal Counsel 

Correct Answer: B 

 

QUESTION 9

What is the main purpose of the Incident Response Team? 

A. Ensure efficient recovery and reinstate repaired systems 

B. Create effective policies detailing program activities 

C. Communicate details of information security incidents 

D. Provide current employee awareness programs 

Correct Answer: A 

 

QUESTION 10

Which technology can provide a computing environment without requiring a dedicated hardware backend? 

A. Mainframe server 

B. Virtual Desktop 

C. Thin client 

D. Virtual Local Area Network 

Correct Answer: B 

 

QUESTION 11
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When entering into a third party vendor agreement for security services, at what point in the process is it BEST to
understand and validate the security posture and compliance level of the vendor? 

A. At the time the security services are being performed and the vendor needs access to the network 

B. Once the agreement has been signed and the security vendor states that they will need access to the network 

C. Once the vendor is on premise and before they perform security services 

D. Prior to signing the agreement and before any security services are being performed 

Correct Answer: D 

 

QUESTION 12

Which of the following defines the boundaries and scope of a risk assessment? 

A. The risk assessment schedule 

B. The risk assessment framework 

C. The risk assessment charter 

D. The assessment context 

Correct Answer: B 

Reference: https://cfocussoftware.com/risk-management-framework/know-your-boundary/ 

 

QUESTION 13

A person in your security team calls you at night and informs you that one of your web applications is potentially under
attack from a cross-site scripting vulnerability. What do you do? 

A. tell him to shut down the server 

B. tell him to call the police 

C. tell him to invoke the incident response process 

D. tell him to analyze the problem, preserve the evidence and provide a full analysis and report 

Correct Answer: C 

 

QUESTION 14

You are just hired as the new CISO and are being briefed on all the Information Security projects that your section has
on going. You discover that most projects are behind schedule and over budget. 

Using the best business practices for project management you determine that the project correctly aligns with the
company goals and the scope of the project is correct. What is the NEXT step? 
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A. Review time schedules 

B. Verify budget 

C. Verify resources 

D. Verify constraints 

Correct Answer: C 

 

QUESTION 15

Network Forensics is the prerequisite for any successful legal action after attacks on your Enterprise Network. Which is
the single most important factor to introducing digital evidence into a court of law? 

A. Comprehensive Log-Files from all servers and network devices affected during the attack 

B. Fully trained network forensic experts to analyze all data right after the attack 

C. Uninterrupted Chain of Custody 

D. Expert forensics witness 

Correct Answer: C 
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