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QUESTION 1

Which VPN offering removes the need for point-to-point GRE tunnels? 

A. standard IPsec VPN 

B. Cisco Easy VPN 

C. Cisco GRE-based VPN 

D. Cisco DMVPN 

E. Cisco GET VPN 

Correct Answer: E 

 

QUESTION 2

After a user prepares and sends an encrypted message to a recipient, what is the next step? 

A. The decrypted message is displayed to the recipient. 

B. The encrypted message is displayed to the recipient. 

C. The email is forwarded to new users to be authenticated. 

D. The encryption key is stored in the Cisco ESA servers. 

E. The customer receives an encrypted message that requires a decryption key. 

Correct Answer: E 

 

QUESTION 3

If a customer complains that employees access websites for work but then waste time with games and videos, which
solution should you suggest, and why? 

A. Cisco AMP, for protection before, during, and after attacks 

B. Cisco WSA, for its URL filtering ability 

C. Cisco RSA, for its data loss prevention 

D. Cisco WSA, for its application visibility and control 

E. Cisco ESA, for its global threat operations 

F. Cisco ESA, for its antivirus capabilities 

Correct Answer: D 
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QUESTION 4

What are two reasons why companies need Cisco Unified Access technology? (Choose two.) 

A. Fifty-six percent of employees who leave a company take private information with them. 

B. Competitors are gaining a 33 percent market share. 

C. Eighty-one percent of businesses allow personal devices at work that require access. 

D. Staff is unable to keep up with newer data center technology. 

E. Provisioning time for data centers has decreased from eight weeks to 15 minutes. 

F. Management is expected to decrease IT budgets by 25 percent. 

G. Companies need to secure data with unified access policies and essential controls. 

H. Cloud data storage is 60 percent less cost-efficient than on-premises storage. 

Correct Answer: CG 

 

QUESTION 5

Which Cisco security technology delivers the best real-time threat intelligence? 

A. Cisco ASA Next-Generation Firewall 

B. Cisco Identity Services Engine 

C. Cisco Security Manager 

D. Cisco Security Intelligence Operations 

E. Cisco TrustSec 

Correct Answer: D 

 

QUESTION 6

Which feature is a primary feature of Cisco AnyConnect? 

A. role-based policy management 

B. context-aware access 

C. secure and flexible remote access 

D. SSL decryption 

Correct Answer: C 
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QUESTION 7

In the Cisco future solutions architecture framework, the security solutions are directly built upon which component? 

A. management and intelligence capabilities 

B. Cisco security platforms 

C. third-party applications 

D. security intelligence operations 

Correct Answer: B 

 

QUESTION 8

What is the primary reason that customers need content security today? 

A. Companies are more spread out than ever before. 

B. Organizations need to block high-risk websites. 

C. Network traffic is growing at an exponential rate. 

D. Storage is moving from on-premises to cloud-based. 

E. More business is done using the web and email than ever before. 

Correct Answer: E 

 

QUESTION 9

Which Cisco Identity Services Engine feature controls access and policies for campuses and branches, wired and
wireless devices, and guests, from a single location? 

A. centralized policy management 

B. compliance 

C. URL filtering 

D. SSL decryption 

E. extensive BYOD support 

Correct Answer: A 

 

QUESTION 10
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Which two business use trends have surfaced in the last five years and require nontraditional security? (Choose two.) 

A. BYOD 

B. Wi-Fi connections 

C. partial URL and application blocking 

D. third-party applications 

E. web and email attacks 

F. a large number of remote employees 

Correct Answer: AF 

 

QUESTION 11

The first phase of email security analyzes "who-what-where-when-how" information and context-based policies during
which component of threat detection? 

A. antivirus defense 

B. advanced malware protection for email 

C. outbreak filters 

D. data loss prevention 

E. encryption 

F. antispam defense 

Correct Answer: F 

 

QUESTION 12

Which feature of the Cisco security appliance provides "who-what-where-when-how" information about any requests for
network access? 

A. basic management 

B. web application controls 

C. authorized access 

D. Cisco Application Visibility and Control 

E. context awareness 

Correct Answer: E 
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