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QUESTION 1

Which three actions are supported by file policies? (Choose three.) 

A. malware cloud lookup 

B. Spero dynamic analysis 

C. block files 

D. detect malware 

E. bypass 

F. block malware 

Correct Answer: ACF 

 

QUESTION 2

On the Cisco ASA, tcp-map can be applied to a traffic class using which MPF CLI configuration command? 

A. inspect 

B. sysopt connection 

C. tcp-options 

D. parameters 

E. set connection advanced-options 

Correct Answer: E 

 

QUESTION 3

Which two Cisco ASA licensing features are correct with Cisco ASA Software Version 8.3 and later? (Choose two.) 

A. Identical licenses are not required on the primary and secondary Cisco ASA appliance. 

B. Cisco ASA appliances configured as failover pairs disregard the time-based activation keys. 

C. Time-based licenses are stackable in duration but not in capacity. 

D. A time-based license completely overrides the permanent license, ignoring all permanently licensed features until the
time-based license is uninstalled. 

Correct Answer: AC 
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QUESTION 4

Which option best describes the role of an IoC? 

A. tags on a host that indicate that an infection event has occurred 

B. statically assigned target values on a host 

C. a flag that indicates that a host operating system needs patching 

D. an impact flag of an infection event 

Correct Answer: A 

 

QUESTION 5

You are configuring bookmarks for the clientless SSL VPN portal without the use of plug-ins. Which three bookmark
types are supported? (Choose three.) 

A. RDP 

B. HTTP 

C. FTP 

D. CIFS 

E. SSH 

F. Telnet 

Correct Answer: BCD 

 

QUESTION 6

Which three policy types are configured using Fire SIGHT Management Center? (Choose three.) 

A. remote access 

B. file 

C. health 

D. network discovery 

E. malware 

F. access list 

G. firewall 

Correct Answer: BCD 
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QUESTION 7

Based on this NAT command below, drag the IP address network object on the left to the correct NAT address type on
the right. 

nat (inside,outside) source dynamic 10.0.1.0_obj 192.168.1.7_obj destination static 209.165.200.226_Server
209.165.201.21_Server Select and Place: 

Select and Place: 

Correct Answer: 

 

 

QUESTION 8

Which Cisco Fire POWER services license must the administrator have to detect and monitor the unauthorized
command-and-control network traffic? 

A. AVC 

B. WSE 
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C. CWS 

D. AMP 

Correct Answer: D 

 

QUESTION 9

Refer to the exhibit. 

Which command enables the stateful failover option? 

A. failover link MYFAILOVER GigabitEthernet0/2 

B. failover lan interface MYFAILOVER GigabitEthernet0/2 

C. failover interface ip MYFAILOVER 172.16.5.1 255.255.255.0 standby 172.16.5.10 

D. preempt 

E. failover group 1 

F. primary 

G. failover lan unit primary 

Correct Answer: A 

 

QUESTION 10

When the Cisco ASA appliance is processing packets, which action is performed first? 

A. Check if the packet is permitted or denied by the inbound interface ACL. 

B. Check if the packet is permitted or denied by the outbound interface ACL. 
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C. Check if the packet is permitted or denied by the global ACL. 

D. Check if the packet matches an existing connection in the connection table. 

E. Check if the packet matches an inspection policy. 

F. Check if the packet matches a NAT rule. 

Correct Answer: D 

 

QUESTION 11

Which three action ranges are in the NG IPS profile? (Choose three.) 

A. block only 

B. block and monitor 

C. block and do not monitor 

D. allow only 

E. allow and monitor 

F. allow and do not monitor 

Correct Answer: BEF 

 

QUESTION 12

In one custom dynamic application, the inside client connects to an outside server using TCP port 4444 and negotiates
return client traffic in the port range of 5000 to 5500. The server then starts streaming UDP data to the client on the
negotiated port in the specified range. Which Cisco ASA feature or command supports this custom dynamic
application? 

A. TCP normalizer 

B. TCP intercept 

C. ip verify command 

D. established command 

E. tcp-map and tcp-options commands 

F. set connection advanced-options command 

Correct Answer: D 
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