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QUESTION 1

You are trying to locate Microsoft Outlook Web Access Default Portal using Google search on the Internet. What search
string will you use to locate them? 

A. intitle:"exchange server" 

B. outlook:"search" 

C. locate:"logon page" 

D. allinurl:"exchange/logon.asp" 

Correct Answer: D 

 

QUESTION 2

An "idle" system is also referred to as what? 

A. PC not being used 

B. PC not connected to the Internet 

C. Bot 

D. Zombie 

Correct Answer: D 

 

QUESTION 3

When monitoring for both intrusion and security events between multiple computers, it is essential that the computers
clocks are synchronize D. Synchronized time allows an administrator to reconstruct what took place during an attack
against multiple computers. Without synchronized time, it is very difficult to determine exactly when specific events took
place, and how events interlace. What is the name of the service used to synchronize time among multiple computers? 

A. Universal Time Set 

B. Network Time Protocol 

C. SyncTime Service 

D. Time-Sync Protocol 

Correct Answer: B 

 

QUESTION 4

You are called in to assist the police in an investigation involving a suspected drug dealer. The suspects house was
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searched by the police after a warrant was obtained and they located a floppy disk in the suspects bedroom. The disk
contains several files, but they appear to be password protecteD. What are two common methods used by password
cracking software that you can use to obtain the password? 

A. Limited force and library attack 

B. Brute Force and dictionary Attack 

C. Maximum force and thesaurus Attack 

D. Minimum force and appendix Attack 

Correct Answer: B 

 

QUESTION 5

Your company uses Cisco routers exclusively throughout the network. After securing the routers to the best of your
knowledge, an outside security firm is brought in to assess the network security. Although they found very few issues,
they were able to enumerate the model, OS version, and capabilities for all your Cisco routers with very little effort.
Which feature will you disable to eliminate the ability to enumerate this information on your Cisco routers? 

A. Simple Network Management Protocol 

B. Broadcast System Protocol 

C. Cisco Discovery Protocol 

D. Border Gateway Protocol 

Correct Answer: C 

 

QUESTION 6

Frank is working on a vulnerability assessment for a company on the West coast. The company hired Frank to assess
its network security through scanning, pen tests, and vulnerability assessments. After discovering numerous known
vulnerabilities detected by a temporary IDS he set up, he notices a number of items that show up as unknown but
questionable in the logs. He looks up the behavior on the Internet, but cannot find anything related. What organization
should Frank submit the log to find out if it is a new vulnerability or not? 

A. CVE 

B. IANA 

C. RIPE 

D. APIPA 

Correct Answer: A 

 

QUESTION 7
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Jason has set up a honeypot environment by creating a DMZ that has no physical or logical access to his production
network. In this honeypot, he has placed a server running Windows Active Directory. He has also placed a Web server
in the DMZ that services a number of web pages that offer visitors a chance to download sensitive information by
clicking on a button. A week later, Jason finds in his network logs how an intruder accessed the honeypot and
downloaded 

sensitive information. Jason uses the logs to try and prosecute the intruder for stealing sensitive corporate information.
Why will this not be viable? 

A. Intruding into a honeypot is not illegal 

B. Entrapment 

C. Intruding into a DMZ is not illegal 

D. Enticement 

Correct Answer: B 

 

QUESTION 8

When obtaining a warrant it is important to: 

A. particularlydescribe the place to be searched and particularly describe the items to be seized 

B. generallydescribe the place to be searched and particularly describe the items to be seized 

C. generallydescribe the place to be searched and generally describe the items to be seized 

D. particularlydescribe the place to be searched and generally describe the items to be seized 

Correct Answer: A 

 

QUESTION 9

In Microsoft file structures, sectors are grouped together to form: 

A. Clusters 

B. Drives 

C. Bitstreams 

D. Partitions 

Correct Answer: A 

 

QUESTION 10

The objective of this act was to protect consumers personal financial information held by financial institutions and their
service providers. 
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A. HIPAA 

B. Sarbanes-Oxley 2002 

C. Gramm-Leach-Bliley Act 

D. California SB 1386 

Correct Answer: C 

 

QUESTION 11

Printing under a Windows Computer normally requires which one of the following files types to be created? 

A. EME 

B. MEM 

C. EMF 

D. CME 

Correct Answer: C 

 

QUESTION 12

What information do you need to recover when searching a victims computer for a crime committed with specific e-mail
message? 

A. Internet service provider information 

B. E-mail header 

C. Username and password 

D. Firewall log 

Correct Answer: B 

 

QUESTION 13

After attending a CEH security seminar, you make a list of changes you would like to perform on your network to
increase its security. One of the first things you change is to switch the RestrictAnonymous setting from 0 to 1 on your
servers. This, as you were told, would prevent anonymous users from establishing a null session on the server. Using
Userinfo tool mentioned at the seminar, you succeed in establishing a null session with one of the servers. Why is that? 

A. RestrictAnonymous must be set to "2" for complete security 

B. RestrictAnonymous must be set to "3" for complete security 

C. There is no way to always prevent an anonymous null session from establishing 
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D. RestrictAnonymous must be set to "10" for complete security 

Correct Answer: A 

 

QUESTION 14

You are conducting an investigation of fraudulent claims in an insurance company that involves complex text searches
through large numbers of documents. Which of the following tools would allow you to quickly and efficiently search for a
string within a file on the bitmap image of the target computer? 

A. Stringsearch 

B. grep 

C. dir 

D. vim 

Correct Answer: B 

 

QUESTION 15

When reviewing web logs, you see an entry for resource not found in the HTTP status code fileD. What is the actual
error code that you would see in the log for resource not found? 

A. 202 

B. 404 

C. 505 

D. 909 

Correct Answer: B 
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